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95 23 TR AL 25 T RN R IR R W b AR B D BR
B A BB E SR FIH T ATAERE N R B AR A e
B> B SRR MIB FHE T BN RN TAZ AR SR (10 7 57 00 226 7 2L D03 (SNMP) A7 A5 JEL P2 (MIB) o

B CRERFI S B

P T CER AN SR S, IF s thae 26 B IR R B R 1 o
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Studio 5000 I 13
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=

Stratix 5100 L2638 i/ TAEZH IMFLE A SRS H R 9 Stratix 5100

WW\WM\%AﬂiIWﬁH%
R ES

i UL WA DA T 458451«

o T ([]) FonmliETiER .

o 15 ({}) X kIHAT 734,
o JTHES ISR S AREL ([{]3]) &

A HH SRS FE DA 15451 oK 1) ik

B2 () /rbamlikIeE .

IR AR TCER P IR A6 12T

o URESTHRERKmSIEMAL.

o RHARIRHI RN

Studio 5000 LFEFI & IR TREAI G TF B R A AT — Nl 3R
F1o Studio 5000 A 5E 1) 2 — 2L ZK /& Logix Designer [ H ﬁfh

Logix Designer . 27 /& RSLogix ™ 5000 FAF (4547 i, 4 4k LA
N Logix 5000 ™ 4% il a5 g™ i, FH T RS HL. 1 FE. #bk. | ma
/NI~ v iiB S e B DRSO RV

Rockwell Software

Studio 5000

Rockwell
ey - hockwet otware Automation
L ——

Studio5000 MBE AR RE 3¢ 43 /K H N TR TE T B AT RE R R A
EA T LRI A i B G0 4 oo T s 1) — i s AT

-:Ellfl

RSO R B I F5 /K H B b KB INAE 2
Lg

P

http://www.Cisco.com

REESHFM, Hilln,  Configuration
Professional Software User Manual ( Aic & %\l
A% P T ) A0S CLI Reference Manual
(mmﬁ%imn

A FH] Cisco 10S Command-Line Interface Confi quration.
Guide 15.3 ( St F} 108 i3 447 1 LT 1A
15.3

SRAAT KA RBRHI0S iy 47 FE I 14
EIEYSN

Cisco 10S Security Command Reference for Release 12.3 (

RS 45, 51230,

PP T AL 0S 22 4= 1y
AR E B

L RIEE

http://www.cisco.com/c/en/us/td/docs/security/asa/
roadmap/asaroadmap.html

5 IR ASA BRI R IR E SO L

Cisco 10S 15.2(4)JA Release Notes ( SELF}10S 15.2(4)A Kz | & FA-F LR} 08 iR A% 15.2(4)A [ B E} Aironet
il FEN SR (9 bl A i3 B

Cisco 10S Command Reference for Cisco Aironet Access Points | %A 7 F T Fic & A u’g@ﬁ)\ ML

and Bridges ( FEL ] Aironet 432 A\ s 0 [0 47 £ B T2k e I BRI TERL 108 dr 4 fir 4

0S i1 & 2 Yo BRI B H .
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iR P
BBEIC 2 il K A WL i A SR AT REAT 0 R AU o

ST (RF) 3t a7 A B0 TE 2R I 25 1)
B, MRS Rk mE B R
HIOPRR.

Industrial Automation Wiring and Grounding Guidelines Rtk PmERAMNM T RSN
g%%‘kﬁ FAT LT RS, RS - I8 HEN

FEAAIE RS, http://www.ab.com i‘iﬁlﬁﬁéﬁ% B, AEAHARDGE R
VEAE R

1&g n) hetp://www.rockwellautomation.com/literature/ BEI L
AR . W TIEAR SR AREN A, 15 R 4 Allen-Bradley 43
R e W R H AL AR .

TRFH/RENLFE

By R H A wAE Rl _E R AT S B A A s I ER(E B
&0 15 ) heep://www.rockwellautomation.com/support, 3fHUE A FH B
VLA IR RN A AN T B . 1] o5 ) SCRFR 0

hteps://rockwellautomation.custhelp.com/ FREUAE T, AR A
5% EigiE. BERER. FAQ, HEILS 5 Wil A # .

BeAh, FATLEIRAEZ Rz e, BB F SRR A ISR
fEE, F SR HEE D /R B EIRIER, BT R

http://www.rockwellautomation.com/services/online-phones
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Stratix 5100 Fo2k3Z A\ = / TAEZR M5
EANI]

ARFEPRAET Stratix 5100 LN A/ TAEH MM (WAP) FIMEYE, 5
HAFEA KB E . Stratix S100 TLEFEN 55/ TAFH MMAE A SCARY vh
RN Stratix 5100 WAP. WAP. BLoGEiIEA M.

3 iy
s e 45k 3
LRk YN B
I T 3
IR i A 24
) 4% i S5 %5
gk 3N R 26
PRI WAP [ fu, 38 28
B WAP J 2 FIH) i 28

Stratix S100 TN 5T / TAEH MMM T — N 2e 4. MR EEE Y
TR TEL RN R TS, BB R G SEMN L R FHE
AL R ThRESE A, FHEETER 10S MITHEH R4,
Stratix 5100 WAP R {E N TR /i ko 2%, Has i Wi-Fi AE 5 BA
FhRHE R -

e 802.11av b. g. n

« 802.11b

e 802.11g

e pre-802.11n

Stratix 5100 WAP $2HEXUM B To 2k i 2% B (2.4 GHz 1 5 GHz) FAMNE K
2. XU N S5 U 802.11n B U B s A I B ERENE, IR SRR
AN ST i 2 3T IR A

BN RAE NI ERANT LR 28 2 8] (KRR i, AR Dy — N7 o2k 4%
et mie FE RV, AL T4 mC g B YE BBl A K TE 2k F P AT LA
FEREN VLI A&, R ORI 2% 0 4% . AN TRV AR 75 )
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E151 Stratix 5100 oLk BN A/ TAELH I AT

Stratix 5100 WAP SCHF i PEREMIE B REFOR, 8% ) i AR 55 I
FE ] FS 2 AR B P9 DLy T SEVE ORRE = AN IR R . o RN i AT S
LU R SR PE AN A TE 2RV R . RN RN BNL ( HR ) BCE.

DAL A& Stratix 5100 WAP [ —2e45 1 .

2.4 GHz 15 GHz 802.11n JTLZEHZEE, 7 XU K 26

Wi-Fi #74E 802.11 a/b/g/n

3TX (K% ) x4RX (i)

3 [EL, 450 Mbps PHY 3 %

T, R AR BRI L 3 AR, 450 Mbps HidfE
FEERT IR 2 [ ER

I RHRE AL S 22 450 Mbps

FEAL AR MM (WGB) SCHF, AR A ZRdE 2 1K) 7% ) i
BICE M %%

AT 1 B

SRHE R BB T 1 1ag 25 /7 3 2% (BRI XS (B 25 7 i
HRAE 802.11n AifE, SRR R4 R A (ECBF) BRI o4k
FL A

SR

CDP ( BRPRILEML )

AT RS (B CPU FIPNAF ) FISCRE M IE 2k Fa il

- MIER

- 32MBIEG RIEHNAE

- AR

- SNMP #[X

- MKEE

- 7

- LAHL5E (SSH)

ClientLink 2.0 (128 M%% J1 i )

PR

3E9%: AP K
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Stratix 5100 TL2k 3 N &/ TAEHMBF AN EH1

EE

Stratix 5100 SZFF AT M 5K
o 1783-WAPAKY (b3 )
o 1783-WAPZK9 (ML AR / Hrii == )
o 1783-WAPEK9 ( Kk )
o 1783-WAPCK9 ( H[H )

REEAR
A A DL R D7 Y R M A T2 1 4
o AT FH (CLI)
o Stratix 5100 WAP WA B A, BT NN EH RS

o fATEA X 2% BB (SNMP)

i PR B L A s B R
o IEIL Web B YL A ) Web 1 Y145 7 1 -

B K Web W Va5 FH I FEAN R, 155 W2 49 U1 “Stratix 5100
WA E AL E IR A) 7.

o JHITFEHI G i 18 Telner 2154 FH 1 B R 1OS fn 2478 1
(CLD).

o ARCLIMNEZEE, SN 195 T “ A 17 A HALE
Stratix 5100 WAP”.

o fATEAR AT BRYMY (SNMP). 2 459 TUT] SNMP” [#3& T tn
AT HC B O 28 15 % K SLEL SNMP 5 # .
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B R PR INRAETA R 2 AT W, AL LA T LA — 4
R R T I 5B . SRR T R, TR A
ABERE. M7 PR B IR R RS, B A

TELR SR FH AT I 0 5 7 i U DR R IR B — NI i A i, T
AW R — AT RN . H, R B i e\ AU e
SO RL, HASSHERE, MR AR N EIL A
mo AW BT BAT RN S, BRI, 1 B
To2k HL UL B X ARG B R A L I At

e A AR T B E B (CCKM) Al—ME(E WDS %, %

J 0 e AT O — RN R PR 2 o — MR L, R A
PR, AR U B AR TR BEURRRE o LP- B AN B RESR
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Ao BN — MEREAT LRI MR FTC,  BUAE Y To 2k B 46 A 1) R B
Too FPRHEAN RECE NP IEN Rl BIFEAT AR AT . X8 4F A
i R E M E

RIEAN R

BRI LRI RN ORI P St — Mg . iR
SN S IER BRI, R AT AN B X 8 T 2 53— A e
X, MARERGMKRIER. DB E - MEAREEN, ©
12 BaEE 7 — MEAN ROER RIS (KK ). & R /- i
HaLgE LB, N EER 7R LRI _EAE R TR A R

TAELEM

ALK N S E N TAR MM . £ TAEAMMET, BoulEn%
JUIRIERE] 73— RN R FEONESRIIL DIOK R 11 e 4@ it — 4
MR, BN, WARETRER—HM KT EINIR Lo 2ER:, &h
AT ENHLIE B B ER L AR BT Hb L, R Rk As B A LIE B BN 5
LKW 1, IR BB DD TR . AR LR QIS R 45
ER—AEA R

IR KA SN L, AT — NI B S AT AE TR R
B TR, Bk R EL I # 2 WGB.
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(=)
QU
T T AL |

—2
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Rr FEZ 505K B SR I 1 v e S P gk
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Stratix 5100 TL2k 3 N &/ TAEHMBF AN EH1

A7

Stratix 5100 F2 A AT HE EONMRBUARMR MM . 254X —1E IS, A
SUESLSARRR MR T2 BE RS o IR I R B R AR S B A L SR M
TERRANAEAR AR BB\ i AT G B N3 32 oK B &) i (1R R B o

o G527 TN 4 BoR 1 ECE N R i AR PR
o 827 UK 4 W T HRCERAAERR MBS, A
N RIS ) 5 KK

A RIS BN SRR, 85 2 8 255 TUHY < Al ALt
B .

LR RO 2 G B T O, AR N R, BRI T
AR MBI AR MR H o 7E S0 S B B R, R
425 Mbpse WIN=ANMIME, TER— AN R0 2 4%, At &
TFEAZ) 12.5 Mbps.

4-1EAHEZEPIRRAIERMFHEAN 2

-
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T Stratix5100 LRI A/ TAEHRISR N

}FFF WAP BB 3

fiE WAP % 53 BV 4 &

28

BPIHEAN R RAE, %N DR

1. PRI, MBOsfE B SR &4,
2. KT E MR S E A, RAF LA S .
3. HRAE UL R LT BTS04

o Stratix 5100 JCLEN i/ TAEL MHF

o WHLH, G

o MG #

o 4R Wi-Fi K&k

o PG HL

WA AR 2R BRI, ISR P A /R Bait, BAEZ I
AP e b i 22 T IR H A SCEE .

PLR W e WAP & 1%

TiH Efipa

Stratix 5100 JToZ& B2\ 14 / 1783-WAPAK9.  1783-WAPEK9.
TAEH M 1783-WAPCK9.  1783-WAPZK9
GRTI, IR AIR-AP-BRACKET-2

YR i 2 AIR-PWR-B

HN: 100...240 50/60 Hz VAC
HiH: 48VDC, 380mA

4K Wi-Fi R 2k AIR-ANT2524D6-R
i & g R4S 72-3383-01. Rev. A2
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L 4% Stratix 5100 Fo 23z N\ &= / T{ELH M

A FELE T WA 22 I B Seratix 5100 ToZkH N AT/ TAEH MM
FEA YT

£ TG
Stratix 5100 WAP $3 AKX 2% 30
DA ] HL 255 3L 30
AR 2 31
RIS 34
B 11 WAP 45138 35
224 WAP uify R 32 35
22255 WAP 35
IDF AE ( HLA5 Bl H A i S 4% ) 35
R EE 36
AFLE i R LR R 55 (DAS) 36
RN s 37
fi] 7€ $ N\ 38
TN 39
B2\ R R AL 4
TE IR [F ) RACAR Sl BE b 223 e N 4
SCHER R )
BB N BB W 4 B < 4
EIE S R E AW RN 45
e N RURAESTRARAT 46
o 75 FELR 47
[V 47
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Z152 % Statix 5100 TTLREN A5/ TAEALRIME

i O FNiERE S R B T N RS 30

a

=
B g[%‘\\ s

o0 (CONSOLE FTHERNET)  Ao0g

I
EZE

2| ik
LS
TS

s |

Stratix 5100 WAP ?357[{7’5*;& FRFIH T Stratix 5100 LN ./ TAEHMBFRIFEARSHL
% 1-Stratix 5100 JLZL 3R = / TAEAMF RS #

%351 RARSH

RS (LWxD) 22.04x22.04x4.67 cm (8.68x 8.68 X 1.84n)

HE 1.22kg (2.71b)

TARERE 20......

TEAEIRE -30...85°C(-22...185°F)

B 10...90% Tt TR

HLIRAIE H B\ 100...240 50/60 Hz VAC
Hrt: 48VDC, 350mA

Rk A

AR FFE UL 2043 BRifE ( FH T 22 fE @ 3 I 2= SR 38 3 i
(AT _ET7 ) HR ) )

RThERBIE R E WSS R VPG R K TR ALRIE £ . 5 2 0B R} Aironet
%%’J%fxﬁﬁﬁi%iﬁﬁ%kw%ﬁﬁo FJ7E Gisco.com bR 3,

A P B 435 32 1Y

$FF 10/100 MB #4%, {8 CAT-Se HEZ5IF,  Stratix 5100 WAP AEIE 1
WiZ4T: XFT 1 GB W4, FATE WS H CAT-6a 45,

30 W55 F K E 4k HL AR 1783-UM006B-ZH-P - 2015 £ 1 H


Cisco.com

%% Stratix 5100 TTEFRN 5/ TAEALE  E52

SRR 2%

Stratix 5100 FoZkIE N £/ AR ALIMBRAE TRARA 0 B R 2R IERR AR A — A
WSIERRIT . REREmA, AT M®E, WEkER. T . 8F
AN E R ARV ) Az i ] . A B R SCRRERT &
NEMA FrtEIFLTE N 2288, ATAE s 20 KA 5 T A6

Stratix 5100 WAP 5 % 1] BC & VU 70U E R 28, FFECH 2.4 GHz

'S GHz XUMTCZE L % % (RH BB =AW 3 x4 ZHIN / 251
H (MIMO) FC & ). J6 2k HL 15845 RN R 23 3 3 FH OUS B A2 11 S R

B% 2400 ... 2500 MHz 1 5150 ... 5850 MHz.

Stratix 5100 WAP ¢ £F LT BB R 26
5- X HEHNBR KL

Kk REkHE25 (dBi) | AL (LIEO | iR
(BREHS) FECER

Rekibis

S ¥ (dBi)

24GHz | 5GHz | 24GHz | 5GHz

AIR-ANT2524DG-R 2 4 4 8 | IR K o B R 2
(Bl =R 5]
AIR-ANT2524 V4C-R 3 4 4 8 | BT RGER 4 a0
AIR-ANT2544 V4M-R 4 4 8 8 | iR 4R
AIR-ANT2566P4W-R 6 6 8 8 | X Rk ()

(1 DU @R 51 2 i )

BERI  REM T OVIRAER TG A R ) e R
SR (eirp), X B BEAT R ARG BN £E Ay AT H: 1 (L)
FHIA IR LR LI 2 S8 AL E
I BE 3 U H D ARG (eirp) B HE R BR

RELRR LTI

PREFFR LGS AT 2R v e . DRHMEIUESRE (LL) FBAKIFE (ULL)
M4, EA1HEE S Times Microwave LMR-400 F1 LMR-600 A [7] (K45 14: .
EEHL AT FLI, B 25 FE B ARG S A%, IEH A 15.8750 22K (5/8 FesT ).

JRME S B EFS AIR-CAB (Aironet HLZR ) K HLAT KT . a0, 4
H RP-TNC ZEHE2s KEE N 20 ft 19 LL 25 Cisco AIR-CAB-020LL-R
FHLZ . i e R 0 B 0 F 205 9 JE Plenum 2525 F S, 32225 T o138 A%k
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B2 2 Stratix 5100 LRI S/ TARLL R

El6-1E N = REEE

NO O] ©on

T P REEREA 4 | REERARD
2 | REGELAB 5 | REHRIT
3| REGEZSC

Stratix 5100 WAP £z % 7] it B VU AN M XSUIAE il R 2%, FFECH 2.4 GHz
'S GHz AUk 25 B (R BA =S A 3x4 MIMO it ).
TCHk AL 28 R R 2 3 3k i FH SUBUART A8z 11 S HRpAILEE 2400 ... 2500 MHz
F1'5150... 5850 MHzo VLT & 4h B SUSEB AR A R 28 1H R 12k -

o TERA RIS DU RP-TNC REERE A
o 3MNRIEM 4 MEHORE
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2% Stratix 5100 TLLRFEN & / TARAMME 152
2 - DR ER 1B AR F R 2% (AIR-ANT2524DG-R) 5 R &3

e ik

KM XU B AR AR T

TAEMIZR TG 2400. . .2500 MHz

A pNEET 500

VSWR NF 2

U {H 3 25 @2.4 GHz 2 dBi

U 3% 3% @ 5 GHz 44Bi

AR AT T8 3dB I8 R 5 ¥ @ 2.4 GHz 63°

A3 AP~F- T 3dB ¥ PR PE ¥ @ 5 GHz 39°

RS RP-TNC 47 3k

REKSE 168.5 mm (6.63 in.)

REETEE 21mm (0.83in.)

RLBLKE 124 mm (4.881n.)

HiE 130z

TAERE 2......

Ak -40 ...85°C(-40....185°F)

7 - Stratix 5100 WAP R ~F
I 220.98 mm 53.59 mm
(8.7in.) T @11in) |
q@
@ D
i [
0
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HEERAR

iaECE

34

AERIE BN S 20T, BT A (S IR T A )
K AN SR EMNE. AR HENEZELR, ESI
Cisco’s Wireless Site Survey Frequently Asked Questions ( BTG 28 I 37 1 A

2 L ).
BT R R AT MR I T AE R
o MARAE
o PENFZHEI: MIUFT7 AP EECR -
R UL R TE T RN AL, B I 250 SE A A

U&= S L
ﬁ%%%ﬁ%’fm Y] 1% = JI_LIAkEk 39 T-EE l 2z %jﬁ
N =

o PR SHLYRIEIN:
- HFERES, AL AIR-PWR-B
- DPoE 1HLZS / B4k 38

BEEIN ANEREEEOR, RIS 8 22 1
BN RUAT AR Pok fHEHL

RN N R BB, DUEIC RS B R 1 MAC
M FRIX S bk 3R [ 45 ) BE B2 A N B3

B WA BN TAEA MR, w8 LR 7.
o EHIGHL CLI W4
o JEIT DHCP SRELIP Mk, #8516 A3 & & B A%
o UHEIEN PCIER R LK MG I, Rdid P w5 /R B a6
BOOTP SZ ] T HIREL—A> 1P Huhl, SR 51 FH S & P 3%

HEZ LA 52 T “ AHIIZESES] Seratix S100 WAP 32 A~ FIES 195 1
“AF i 24T A HEBL B Seratix 5100 WAP” .
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%% Stratix 5100 TTEFRN 5/ TAEALE  E52

[ 1k WAP 3535
22 45 WAP

NPT IEARIR WAP, KB E B BN S N IR LT #E

HEPSERT A EENIE . RS A RN PTER

c EE: RMBCEMICLIEN /L) TARH R R,
B, ANEJTH .

FILAE T LT 38 N, (B AU SRR 23 T .
TAEAE M INUT J5 30T, A XS Stratix WAP 223 (E i AR 7 .

TE/KF-ZRH b 2% Stratix 5100 WAP.

1. R Ede, M A E &4
2. KA GRS A, RS ER .
3. BN CUEI LR B8
o AN
o AT
o HJFIEACLAS, Cisco AIR-PWR-B
o PGB
o REZ, 1HS WA 31 LI “ APEBARLL
WA AR E R, ERP /R Az, 20
AT B2 TR B SR
DAL BTG B A ) -
o Bl ESD 2L 0 i iy
o DKM HLAE
o HIJH
o ALHRLL
o HEHLZL

IDF4E ( B {5k HbEBR K% )

FEF At R ER HLAE A I 22 2 WAP I, 5K FIT A B 2R & JR i 25
Rk, I HNCEEGOR R E T A LR BRI . 1 20 #E R ZK 38 em (15 in)
PRI 3 X B LR BR LK, 3 HLR AN B4 H SR 222 WA
U ARAE R R R 2R LR B AR, U 23t FR 3 Bl A0 22 4 vl g
FORIEAE Plenum S5 HISE . 5 ICIE 2208 WAP ISR AL B YR AT
RESELL A AL

HRTIMPEMELE, 1ES WL HRY:
o 20 Myths of Wi-Fi Interference ( ¢ Wi-Fi T 20 PMEX )
o Wireless CleanAir Deployment Guide ( T4k CleanAir #E 455 )
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22245 Stratix 5100 JTLZREEN i/ TAEAH MM

36

EERIME

BARTERAR S H R PR E X Stratix 5100 WAP & R = B, H'E
T T AT 25°C @ 4572 m (77 °F @ 15,000 fr) AEIEATIRA N & B G
MINRERIEE . BhAh, Eib5E4ilid T 40 °C @ 3000 m (104 °F @ 9843 fr)
BAPIRE T @ AR R s st . MR b T oo 2 /b
L —/A WLAN & i, EBANSITRE NI,
IS AWI ping MR I S0 47 1815 2EAT 00

NHIY SN KL Z 5 (DAS)

H1 T Stratix 5100 WAP K28 2 St i XU L& HLAS 5 f ek oh e
( 41 ClientLink 2.0 J¢ I ), Fr A BCRF Seratix 5100 WAP 1
I R E R 48 (DAS).

XHFAEAT DAS B WicFi 8%, % d/R B A RIEIAER. AN
A, AR B R -

DAS {7 A28 G i AU D% DAS 77 i B L SCHF, iR g
53 D 7 o8 Y BB ok 15 SR AR SR R BT A T L X — SRR BN IR
T ORE A AT SR 007 v B, R SR AU O 138 i ) LA 22 i
A2 R DA Ko 2 2 1 KT RT3 R K

DAS N R AR G A R 11 57 1 i B 1K) DAS R G002 i 2 75 1
FTH Wi-Fi 5% M1 DAS RG0H BFH EER . A AL FEEANR T o2k
JEd R 155 B 15 (Voice over WLAN, VOWLAN) Fl1[ZE 7 545 o

FEEI BEAEREAREIH G (A RIS A A 24
N5t FH 1 DAS FE JELRE WLAN HH HH B0 4D S5 401 1) R 5 £ S
HARYE R P 5 RN B SCRFM, Al TR s o8 A
Abr= R R SRS IR IR ) AR I S R . B e F R E
BN A 20T S ] A L S 4
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AR

HI RN DR B I AN EL & AR YR, PRI AE = N 223 i O
FIRA T T . (HA2, I E M SN E 5 A S A2 B &
T

EEZEW B WAP RPN B2 AT, ST ORI

WRIE LA T DN L/ M.

1 BT RESIL I S 538 R I R
2. KRR B 4 B U R

SR EEN 2.5mm? (14 AWG), B HBKE AN 1 f
(30.5em). HREZAEL, WEE M ETHE.

RS ST S YN

R ZOE R B 58 B O TEMIRL 7

R G R e R e B R A b

R IR 22 30N O UM IR e 23 B 228 S R |

5] 8- 1% 0 BUIf 434k AR B AT

S W

7. AR 2 T B R 22

8. KR L2 IE N O TEI R PR L e B e 3 S8 |,
b EFrR.
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E

38

—

A&

e
j:u.

=

AR

A DA AR 7 AR A R
o M2 ARSI RIER B LIER S YA .
o FHEBUR AR 2 L.

BREARBEEEIREWRLE

IR (P B AL ) MUE L& AR N 55 B R BRI A
[# 5 3 2R L

9- REFEHN
S

fa”_?_: ” \f
ﬂ r’ “‘\ \/ ( ) ﬂ

Uﬂ;~_4cd Jﬂ
4 L g

L

IR HATAN Master Lock 45 120T 8% 121T. 2233748 R H 28N
o A A A X I (B HE E R . DO g s 241 & oty A3
Y540 ), DABI 1 2 285 B i 8 Hh 405 Bl AR 2 e

TR DAN 0 ] 2 R B

LR NP SR Jq, BN 2.

R TR, MACRIRN S 2R B AR R0 L, 222 5
ZRAN R TV TRV TR SR 2 AR /N o FORCT- 18 18 i 7 R B
NG STIPEATIF ] €

2. U AT e e EE BRI S BLE R 5F
3. EERBORS FLAHE A BN LUK EEBUBIUE
10- 5 EHEES.
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RERL

AJ IR AR i 2 A HL S (91 U1 Kensington Notebook MicroSaver, %45
64068) % & FIF N k22 4 PR S AR R N SR RPN i e g IE ]
TASCEPTIR I BT 23757 3

UV et e ol kR

N E7ee otk kL k2 bl ey S 2 L N

2. RETRLER N 2 A LA

kB o kR G EE DA AN W it e ot S K e o

4. AT BRJA) ZC HEREBRE K2 A A B E B3R b
5. HUTR L.

Y

Stratix 5100 WAP bRl — /MERI N 22353728 . AIR-AP-BRACKET-1.

AIR-AP-BRACKET-1
BRI

32473-M

PUR PR T o] ff FH 22 36 3 48 (AIR-AP-BRACKET-1) 1) JE
19.05 mm (3/4 in.) FIRACHR b, B (5 FH AH R 16 55 ] 14 7E 58 JE I e &
BR e e N R

R REAE R E 7 AN SRS el
THALIE DU D PR N i 22 28 30 WS Af 1 7 TOU s B I

L R 2 SO E T R B RN  NTTi
2. R LB ONREBORARE SR B2 AL (1) KA E
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& 11-WAP 22 58

32473-M

"3 REIEEE

T B B 4| B
2| B 5| e

3| B S
B bocBER S AN E . MRS,
é%%%ﬂ#ﬁ%%Aﬁ%ﬂﬁ%%%ﬂ#ﬁ%&%
I E
EEEI K ATz 25 77 5, V127048 SRR RS A Bl 22 2% <
28 E BN FLIE AR AT 2o o 7 WA ) R T 2
N RS, 15 R PUAS 22 /0 GRS 4K 52 9kg (20 Ibs) 3 HE 0
149 5 [ A

3. fliFH 3.4772 mm (0.1360 in) & Sk FEFRIC I 222 LT B (1) &5 H
Sl

R S 1) FLAR AR 2K [ R RS LT 2 o XAkt
AT, B8 Ol A 2R N T AL AR

4. (AT ) B 2SR A AR N 15 NI U B BRD) HY FL R R NAL,
FLHI RN EE A LR I R SR L S e s B R FL Y FL 45

S. K HLZE R AFLIN K2 22.86 cm (9.00 in).
6. BB MN—NEILFN, RGN H— BT .

40 By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H



%% Stratix 5100 TTEFRN 5/ TAEALE  E52

12 - B LUK P R IR R 4%

7.

(AT ) f e R 22 R S U e R R B 23S R |

AR AL, 15Z WA 37 T < RN g ”,

8.
9.
10.
11.
12.
13.

W SR 22 AL (BRI EN T ) TAE T I FLE.

R R BRI S D R ILIFHT R

R LA WA FL I L B0 4 R R

RN RIS 23R K 0 B AL 2 A A R 55

OB IERAR, FATH N 5 IR RN S AR 1A
RN R B 28 SORBULAEIE T, B RIR AR,

Stratix 5100 F2 N\ i AT E 2 PG B P 223, B4 76 1 ] ) R AE AR A B
FL B 2% 5 DA B JOORT 7 T 5 %23 o Seratix 5100 3R A 17

AR ARSI, %SO AR [ A R A AR B BE 2 DA K
LA BB 2% AT B S
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N RIEEEEIN

WS CA — 6 Wi-Fi W5 (W1 WAP) F HL 7R 48 A AH R 2R 7]
BIER Y — 4 WAP, WS WAP 2 A M ARE: 6 LR (22K ) A4 R
B IZEWEEE AT R A B AT PR IE AR TAE, JFHERK
T 23 dB ( BI 200 mW) S 4AE /. Wi AT & I Th R s ey, EE
BN T . R4 WAP B[R] WAD [ R IR EEAE ke, PRI FE
Al BE 2 AR RE -

AR HAR B S N AR R, TR LA B
L BB RSB E R E G B,

WER SRS FEIZIEE N 21T, KRR EE, Fia,
6T ) 1 WAP BRI A AEAIS T B R T 2.4 Ghz #1 5 GHz HIARBZ AT )
HoAth 3% o

2. KEASAAAETI
3. FEEHN I IH O RIS 9 e i 2 2R 4T 001K
4 DAER D RGN, R RSN TG .

AERERRIERIHE LREEAR

PLUR AR AR T ande] {6 FH @ 2238 338 (AIR-AP-BRACKET-2) 78 /& i
19.05 mm (0.75 in.) FIRAEHR b, BEE 14 FH 2 06 1 S I 44 70 B8 IRl &
Wb 222 N R

RR SR IKT R AT UH 5 T BUR AR B2 N i, 5
sPERE R e X T UNEE L AL E AR R
SN INRE, SR PR RO 2%

Al IE S DL R http://www.cisco.com/en/US/docs/wireless/access_point/
mounting/guide/apmount.html#wp44461 IREUHE 2 22355 B .

SCZRFNRE

AR 1) ZE SR AT SRR 1 233 SOt AR DA R 35 =T A w2
ffo AT, AR MERBGE SO, ERCEWIN, PR
H I35 AR R R 57T ($0) L.

%14 AIR-AP-BRACKET-1 ( Fifi [A] 7 it & 5% ) A AT RAEAR 235 i 5
mE A
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S D25 B B\ 2 224 B ) ) TR BB
L 452253 A BB S 4 b 2 AL R L

B 13- REZEMIEMER

32473-M

T B B L EEIN
2[R 5| AN

3 | AR

7N FricBER 22 3 RN B o B iR 223 A2 [l .
%%%%H#ﬁ%%Aﬁﬁﬂﬁ%%%ﬁ#$%¢?
I

FEEHIT KM, Y204 R RS a2 2% 57
28 F R LR AT 2 . 7R IRAE A R T e N
JAE,  TEAE R DU 20 BEAE ST 9 kg (201b) i H T
B

2. 31 29 544k (0.1360 in. [3.4772 mm]) FEARIC ) 2223 FLALE (1)
B S L.
RBR SrFLA R E EE AR EE T E. EER
BEUEX AR TIAR, A s A e B N
FLAE o

3. (WJik ) FE AR SR A RN i B R U Bl B B AAL
FLETR/NE L AR AN LUK I LR L R SRR 2 A LY L

4 PFFHBERINFLN KL 9in.o AEKESTHLREE B RAEAR BdR BE 2 1 »
K LAIRPIAN R g5 58t S8 . IR, K g gl
ZaEsL, e R NELL.
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14 - B LUK P R IR R 4%

5(Tﬁ)ﬁ%§ﬂﬁﬁﬁiﬁ%§ﬂ% ER B ST
ARG, 1§52 WA 37 T < NN\ g ”.

P BRI 2 AL (s R ) e R AL b

B B RN S A AT R

R UK AT L R L BEE R B R

RN RSS2 K0 B AL 2 A A R 55

OB IERAR, FATH N G IR RN SR 1A

10. KRR fUR R0 B 2SO LI T, BEIR AR,

¥ ® N A

BIEASREINESBSE
MR DL AP R N i e e B % el i S & b
1. B 2235 57 28 (AIR-AP-BRACKET-2) JUAE I AT 1 X 4% B L /<
&b, RER SR R AL AE ST AL
2. KB BRE AL, B 6x 32 x 1/4 in. [P BRAT 4 N 2
gl REITE.
3. B RZT 9 in. KA LKA T 40 7 i £L

FERE SCER I 7€ B RAEAR AT, TR RS S8 . B RS %e
THgEEIL, AR anzE 44 TUNIE 1 %F%h¢ A AL,
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4. (ATIE ) (R AR 22 0 S 2R e B 2 SR
AREMEM U], 155 WA 37 T < AN i ”.

5. 5 LUK R AT LY A 4 BURE N A

6. REEN SRS T 38 22 e FE AL B B R 2 R A X A

7. BN R BIERC K RSO, HRIRARIGL.

HBE LM 4% /Y
BEAR

BEHRI  ZUWKEEFWN R (IR R #R
R E R EEAE T 120VACG 20A( SEEBrHE)
(240VAC, 16...20A( [ FRFRYE ).
AT i s EE R ) ORI, BLORI A R R AR e
() — 5B BT HRAL . 22 2 A A ZBAE 155 A 1) 5% R0 24 Ml A
2RI -

TIN5, RYE LT D IRAE T L 4% BB RN

. PR EHURZ

. CRPERCHS (HOERRLF I FIRLR ) 4 WAD.

B SRR PN SR/ G S

- BN RS

AIRMRSTRRIT IV, 1S WA 46 T “ PN KURSSHRIRIT 7.

Y

W N

— B AF S G BH SRR SR E )G, ES W 52 T < AHZER
FI| Stratix 5100 WAP FEA i1 > AN SR A8 —A L HFF), nliEid i
LN RN AT

IARRETRIT R RS, WA RRA R L.
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B2 2% Stratix 5100 TEERFEN 5/ LALLM
BAS 8 RKT
B TR g A e E A AR NER .. X—EZREREHER
LT IE R Ve B YE R N, A ERE .
15- NSRS RAT
RESFERAT
32470-M
IRETERITALIE S Fh WAP IRZ .
Table 4 - AR ZSFE RATHEAIR
HERR RASIERAT ik
BEIERE | SEaE AEFE X} DRAM A7 38147350
RS e
DRAM 77 i #5485 il
IEFEXHAR AT Wl iR AL
IEFEVIEEALAE B 2o A SO R ¢
Ak 5 R P AF AR 58 1k
IEFEXT LR AT R 4610
PLA R A6k 58 1%,
1E1E )& 3h A0S
WIHEAL T
FERIRES Shn %ﬁ?%ﬁﬁ(%‘ {ERAT RIAT AT TR
Yify
) IEWIBPRE, CEDREE—ATL
& g
BATIR FARCANPUS DK R 4 8 R3S AT
Eﬁ f@bu%ﬂa W N IR IEERE A (F Emiaizs 2. 38))
o ARE) DL A o0 4 A PR
(A 3% 18 20...30 %)
S0 [N AR IETER S WLAG (ROt 204240 )
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Table 4- AR7S$/RATHEIR (40)

] RASIERAT ik
AR | a6 DRAN 77 R BRI A G
ik T AT 54 Je e PO 7 P 7 b
U AR K SR L
MAC Hth 4 152
W1 15 50 ] LA
S B
FFH R fF
EET
R osHE | o6

%ﬁﬂ%;%ﬁ%ﬂﬁﬁﬁ%ﬁ%ﬁ

TEW D G0, 4t
P SYFAETEEN

WRE, KRB

RERIR

R ALY, TTRRIARR A S/ IR R R 5 T
o HUEREIRRIT
- ZOFOR O MMTEIE R B
- R IR O B AR T T - AR g BT AN
U, BT R R ECL S T DU R, SEAFL4 1 b,
XA EOFR M N RE R B As . A ARRES SRR AT B
NI, THHRABORSR A RIREERD) .

N (5 LA R 24075 22 50 B A e M LAt s LIRS
PR .
O KRN PR AT ] — B Ok R OE R B it ds,  HAC
GBI
ELEIEANS I Stratix 5100 1545 57 B2 25 % WAP PATHC B I AL . A5 e o] it

Stratix 5100 W & & B2 B IC B 2N R/ AR MR Be,
152 WA 49 T “Stratix 5100 B E PR BB B 55 7,
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Stratix 5100 1 F E IR zEAC E B TN

AEANHT Stratix 5100 WA B HARAS SHACE . Web 3 % 28 FL1H 2
o B LR N A/ CAE RIS st FH 1) S T

FH piY s
3% B Stratix 5100 WAP 51
SR 73 E 1P M hE 52
5 1 4 32 3] Stratix 5100 WAP 32 N 1, 52
BN LB E 52
15 WAP 52 £ BIBR N W B 53
FRFMHENA 55
BCEBEAN RN EEARE 35
IS B 35
[ s 62
Easy Set-up ( fiif £ & ) TUMI 1 2 428 AL 63
18 2 B L — W28 i L — 22 4 PR 64
M Security ( %24 ) LA SSID 64
(L fic 11 n
% HTTPS SIEF5 73
2% FA Web ) Y5 2% 7T 73
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ZA53 Stratix 5100 %A B PR AL B B B

i3 & =@ oe B AT TS S A TR, P T AR R AR L TR I

PRI B 2 TR %A, BRAGOL T, AR BENA
A R RTINS, REEFERRE, SEREE S H
o BR— BRI E .. MBI ESEUE A 2L,
AT A ] FH 1 % B4 50 B A 55 1D S8

o MiE VLAN.

o J7HL SSID F1J 4% SSID.

o Hfi7E VLAN | SSID [JHLe

o ILEFEEANEIRALIEE

o FCE EAPJ0iE, 4% EAP/RADIUS k55 %=

o SYBCINERA

o ML MAC L JERS.

o NRLVEESATI MAC (i $ M 25 &I MAC Hiik I H 3 MAC

gL AR ).

1E Easy Setup ( 81 2 W& ) TUHIH, AT PUREE BN S HEASHL.

2R TE G A5 ) CLI T Stratix 5100 WAP 52 4% 5 FH 25 (Web 301 U5 28 )
A B PC B 2615 4% . i I (U C B T2k 152 4%, Web
W0 A I 2 R E AR T . (g, AER
HA—E BRE XL R &I B R
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Stratix 5100 B B HIAS AL B R s ET53

EREH

% Stratix 5100 WAP

FEPC B Stratix 5100 WAP Z |, S RG] ER R 5L 4T [F —
PIZEEITHHL, JEAG A28 BE 5 Ab 3R T A5 B

BN R ARG AR L B%
ToLk FL I 2% (R T2 A 35 BRARRAT (SSID) (X 73 KNG )

WA AR IERER) DHCP R5545, WIHRHLIOE 15 4 ME— 1) TP Hidik (
B, 172.17.255.115).

IR T B S EANAAE R — 7 Wb, D75 BRI S bk
AT RS o

i8] 5L ) 245 7 HE B (SNMIP) #E X 44 FR AT SNMP SCAFJ& 1 (i
ffiF 7 SNMP).

BN MAC Hili. MAC sl T RN SRR bR 2 13k 2]
(B,  00164625854c).

i WAP ) 1P Huhit Bk 2% B FEAS . SR A A H N 5/ 1P b
bk, iES WA 5S TR« Bt RN A7, TN S 1P Huhk

Y

AR LU 25 BR LA HT Web 01 5 2% 57 1 -

1.

2.
3.

FITFRIYE 3
Web I ' #5 LTI 55 AR B RRAR 56 42 3 25
e Microsoft Internet Explorer 8.0 F1 Firefox 27, =T Windows 7

o Microsoft Internet Explorer 6.0, T Windows 98+ 2000 Fil
XP V&

o Netscape 7.0, %ET Windows 98+ 2000, XP F Solaris *F- &
7E address ( #uhik ) 3+, %\ Stratix 5100 WAP (] IP Hulil:.
W A AETY, IR OK (HE ).

Authentication Required ==

0 A username an: d passwort d are being requeste d by http://192.168.1.200. The site says:
“level_15_access”

o)

H4 27~ Summary Status ( BEEDRE ) 0T,
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BTA53 Stratix 5100 %A B PR AL B H B

SRERFN ST EC 1P HBilE

A EIEE
Stratix 5100 WAP 32 )\ =,

BIA T&BIRE

52

T Y5 B Stratix S100 WAP B3 485 B 4% 10 7] 2 oLk WA BEEL L, L0

SRELER / FLTE 2R ¥ 4% TP Mok, o f8 1) R 4845 B L IR (LB 2R 4% AR
i 4] (MAC) Hiuhik o 88 1R 26457 22 02 R A MAC ik 2546 DHCP
IR S5 28 KAR 0 1P ko 332N A MAC Hubb A7 T332 N 56 B R UG A

%k

ZRIAIP HuLEIT A

{5 B ERIABC B Stratix S100 WAP JEE 2 H BT, B2 A5 M
DHCP fR55 #3515 K IP Huhl; SR BA HaU s Huht, 8 Jo PR A Fe4:
RIkER .

IR TR EAMPBC E N AL (A RAERLR DA LR ), ErT i
By r 4z & H 4 (DB-9 Bl (RJ-45) B AT HISE ) 3t BMl.

R LUN P BRI B 26 G 1, DAESTIF CLI:

1. B¥dl G H s (RJ-45) ER3] WAP.

2. K G BN — b (DB-9) R RIS LA B AT R

3. WEKmEEE, M58 S TEE.
R A &R 28 AR B 9600 ey, 8 MNEIEAL, LA
B8, 1 AMF IR ATEm S S . 415 Xon/Xoff it & 12 il A~ A
PERL, AN F 4l

4, ERE, TR RSN en ViR 23R
T R B B P exec 1530, IR IEHINED, fIA
S K Bk A% BHRFA EXEC R,

5. HSEMACE ESUR, WA R ESR N ESRATHL.
E2VRMER, 1S WA 195 T < fd ] oy AT FL I A0 & Stratix 5100

WAP”, il CLI F%H| & B4 58 A & )5, s g RN
A, FEFFUG 8 Stratix S100 54557 FEEL

Stratix 5100 WAP T8 HLAE B Hi2A ), HARECERIA SSID. X2 N T
W7 1 AE A2 A 7 5 BRA SSID 1M T8 22 4 W B PR N 150 n) T 2%
W%, ISR SSID Ja A Re o RN s gk iz 1.

RTBNLCLBRBENEL, w5 ML 255 T - ILEILLHRE ",
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Stratix 5100 B B HIAS AL B R s ET53

AP ERIBIBRIARE VAR, MR, G
BN E.

e AR IR WAP ELLEIBIN R B
KA DA 2D B P B\ A BRI, K N L G AR
L WTFFH N A LU ( 4 HL OB 1 FEL AT P2 PoE HLUR() A K
i ).
2. R AL, R T A S U

3. FAERIRAL, HEPRSIR AT AN (£ 20..30 ),
SRR R T AL

AT BN G E AR R B BRME

£ U EALBIZIANIEE

SAFBFNBEE, PiCER SRR RN G E. & ZmA
Stratix 5100 WAP F{ ] /7 44 ANE 04T 5 %, SRS AR LT AP Bk i 4
LENE NN o

FHE LR D R FHF2 N\ A GUIT KR B BRI 1
. FTHF Internet P 5525 o

FEW BE gt HEAT A A T4 4 1P ik 42 [ 44

4 &7~ Authentication Required ( IO ) XA
Authentication Required =

I

eeeeeeeeeeeeeeee

eeeeeeee

[S})

. £ User Name ( FH/ 4 ) b4 AN H 7 44
. 1E Password ( %505 ) 3 N TJG2R A& B FF4% T I 425 .

N
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Stratix 5100 15 7% &5 F 23 e B 2 )

H4 278 Summary Status ( BEERRES ) TUIHI
SEHLH, B Software (U ).

5. FETID

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE =~ EVENT LOG

@ Allen-Bradiey EC TR T

G ) i .
6. H.ifi System Configuration ( RAALE ).

H4 7R System Software ( 5

HOME NETWORK  ASSOCIATION

@ Allen-Bradiey L TR B

System Software

Software upgrade

System cnnfgur@tion

Hostname CIP-AP

System Software Version: Cisci

Product/Model Number:
Top Assembly Serial Number:

427K System Configuration ( RAMACHE ) HITH

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT ~SOFTWARE EVENT LOG

Stratix 5100 Series

@ Allen-Bradley

System Software
Hostname CIP-AP

Software upgrade

System configuration

System Software: System Configuration

54

Current Startup Configuration File:
Load New Startup Configuration File:

Technical Support Information:

config txt

No file selected.

Show tech-support

Reset to Factory Defaults: Reset to Defaults

Reset to Factory Defaults (Except IP Address): Reset to Defaults ( Except IP)

Restart Now:

System Power Settings

Power State: FULL POWER

Power Source: AC_ADAPTOR

Power Settings: © Power © Pre-standard C

Power Injector: I nstalled on Port with MAC Address: DISABLED (HHHH HHHH HHHH)
Locate Access Point

Blink the Access Point LEDs: © Disable © Enable

7. Hifi Reset to Defaults ( 247 ZIBLE ) KA I E (B4 [P Hiudik )
BRI ERAE.

Reset to Factory Defaults:

Reset to Defaults B I

CLI kK 5 Bk

Al CLI EB0ME, 165 ILEE 203 11

INXE 7.
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Stratix 5100 15 & & H 23 it & A 51

1o
<+

BERIEBAR

BRHLES B

ALERARNERLE

FH P RIS BAR 5 A A —Fh 8 S BN R
o BEJEH S (GUD)
o Telnet (WIS AP L& A IP Ml )
o SSH (%4z4h5%) (Wi AP FJHH T1ZIhEE)

o T Ui
KT EITTREF BN HNE R
o GUI, EZ WA 51 T “ &5 P Stratix 5100 WAP”,
o CLI, &S WL 202 T “ i[n] CLI”,
o EHIGHH, S 52 U] AHEREF Stratix 5100 WAP $2
AE s

Wb BB R, ot U T BB R, L
E=3 | GoRBEMLERY . oot T B AR E G B AE I BT

s B UL AR S g U R o, AR R RS B oR F B R 5
aCH LECEAT S BB, i, BCE VLAN.

FERA € BT L TR e 1P Hudik s
(% E ) WHPATHIAE B E .

& RT N B B JELk L% Express Setup

1. FTJF Internet W 5 85 .

2. (RN ARHINEAT TN WAP bl I3 R Bl 42

192.168.1.200]

Ciseo I0S Series AP
1921681200 I

Cisco IOS Series AP - Network Interface
192‘168‘1‘200@:},‘ rk-if_802-11.sh t'n

-80211

eries AP - Network Interfac
rk-if_802-11_c. n—n

-80211
192.168.1.200/ap_

Cisco IOS Series AP - Network Interfaces
192.168.1.200/ap_r 802-11_d.shtml

192.168.1.200/ap.
192.168.1.200/2p_

4 27~ Enter Network Password (i1 N\ [ 26 %505 ) 1| ] .
——

Authentication Required

0 Ausername and password are being requested by fttp//192.168.1200. The site says:
“level_15_access

User Name:

Password: |

omea ]

3. Hiihi Tab ##Bkit Username ( /744 ) 30, FIfE Password (
4 HONEETD (AN )
5. & NI %4

R ) H5.

wirelessap.
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4278 Summary Status ( BEERRES ) DU ARPE BT AT I A2
B, BT A RE A AT A A

16 - Summary Status ( L Z X7 ) T E

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

@ Allen-Bradiey [ S B UER T

Home

Summary

CIP-AP uptime is 2 hours, 42 minutes
» Easy Setup

Home: Summary Status

Association

0 \
s iy

6. H.5fi Easy Setup (A W E )o

@ Allen-Bradley

Home

Summary

» Easy Setup

7. BITIF Easy Setup ( A Z B E ) 71, Hili Network Configuration
(MZEIECE ).

@ Allen-Bradley

Home

Summary

w Fasy Setup

Network Config %\.Eaﬁon
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@ Allen-Bradiey

Home

Summary

+ Easy Setup
Network Configuration

8. M NMILKICE I E .

Stratix 5100 Series Rockwell
Automation
Hostname CIP-AP CIP-AP uptime is 2 hours, 59 minutes
Network Configuration Reboot AP || Factory Reset
Host Name: CIP-AP
Server Protocol: © pHce @ static1p
IP Address: 192.168.1.200
IP Subnet Mask: 255.255.255.0
Default Gateway: 0.0.0.0 Current SSID List{Read Only)
1Pv6 Protocol: pHep ] Autocanfig [ static 1P N -
IPvE Address: (KN X/<0-128>)
Username:
Password:
SNMP Community: Dolf
) Read-only @ Read-write
Apply

TENHT Easy Setup ( fal 7 W B ) RIS E R E . AR

SR HEAER,

TH 2 ILER 78 UL« fi] by i L I 46 i B DI

R5-WMERERE

S ik

Host Name FHATR BRI E, HFT IR M B8 %% -
FHLATRAG B A 2R G 0L I AR R

Server Protocol LRV X 2% 1P Mk 23 e 7 AT H .

IP Address o P25 L) e B3 e TR 2 46 1P o B SRS 28 /5 1 DHCP,
M ZIR R =

IP Subnet Mask N2 B R AL 1P T RUHERD, AT SR 38 R 1P Mk

Default Gateway | 4y N[44 21 1SR LA ERIA DG 1P bk . 4n SR )5 1T DHCP,  JUPKE
IR A

IPv6 Protocol DCHP
Hhlid &
FRAs 1P

IPv6 Address (X:X:X:X::X/<0-128>)

Username AEES FZ WAP I 1 42

Password AE A FH % WAP (8565

SNMP Community | S5 Fi i 5L [0 28 5 JEL P (SNMP), 0 AL [X A4 K. SNMP & — 7t b7
JEPM,  SCRELE SNMP A5 B AR sl R ER 2 (1354 T 1 ) v S I8 .

Current SSID List | 4% £ FC & 119 SSID 51 3%
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9. MINTCL B E N E.

Home

Summary

¥ Easy Setup
Network
Configuration

@ Allen-Bradley

[£] 17 - Network Configuration ( (4EECE ) MEIMLLBEEEIRE

Save Configuration ~ Ping ~ Logout ~Ref

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Stratix 5100 Series
1PV6 Address:
Username:
Password:

SNMP Community:

(XXX X/ €0-128>)

Dolf

© Read-Only @ Read-Write

Apply
Radio Configuration
Radio 2.4GHz Radio 5GHz
SSID : SSID
[0 Broadcast sSID in Beacon [0 Broadcast SSID in Beacon
VLAN : @ NoVLAN © Enable VLAN ID: VLAN : @ novian © Enable VLAN ID:

(1-4094) [ Native vLAN

(1-4094) [] native VLAN

58

Security : No Security - Security : No Security -
Role in Radio Network : Access Point - Role in Radio Network : Access Point A
Optimize Radio Network : Default - Optimize Radio Network : Default v
Aironet Extensions: Enable ¥ Airone t Extensions: Enable ~
Channel: Least-Congested ¥ Channel: Dynamic Frequency Selection ~
Power: Maximum v Power: Maximum ¥
ApPly Apply
F6-LLBEERE
ey
2% iy
. s e v
SsID BRUR P i 5 6 RIS 6 6 B8 11 SSID

Broadcast SSID in Beacon

MBS TAR AP REUET, BB Z S E . ) ESSID I,
R MR AR BN ﬂaﬁssm £ T IR EZ XA

Security

B 2 LRI

VLAN

WA VIANBLE .

Role in Radio Network ( 72 FEL 94 25 H ) £ €21 )

Access Point

ﬁﬂ%?ﬁ@?ﬂx% LR LRI, 1B Access Point (Root)
(N (HR)

Repeater ﬁgﬁ Eﬂii@%ﬁﬁ?ﬂ%% A, 1% 5% Repeater (Non-root) ( 1 4 2%
( )o
Root Bridge 5 AR A L

Non-root Bridge

FEZAECT, B SR L

Workgroup Bridge

15372 WAP A Dt e LK [0 £ 24 25 B S e LK LAt S RHZ N
REERR B LK 0 Sy 3 I 2% 114 T A A R A A

Universal Workgroup Bridge

15372 WAP A D e LK 90 £ 24 25 B S S HLKE AT T M F N
REERR B VLK 0 SR 38 4 226 (14 A A R A A

Scanner feEmA A RE AT B TE, NEkaEl
Uity B £ R R B o

Spectrum ?E. E 1!\% )%E N FRY RF IR AL 888, 5 Cisco Spectrum Expert #7F:

Optimize Radio Network for ﬁﬁﬂ ZRE R RS LLHRMTERE, B TLE

m%%%% HLIK E e R .
ETHA default ( BRIA ). range ( JE [ ) F1 throughput ( A& ).
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)'_"l

[=|
s
<

A

R T
=1

F6-TKEHBEERE
S iR
Aironet Extensions URTETLLE RIEM L R A % w3578 B 346 WAP B JEL R} Aironet
W, MRAAE NN S TAFE MM LR, s &ERN
Hgk RS LA, DU Enable ( f5FH ).
Channel BIES /R
A
/635 Least congested ( FeANFIET ) IF,  WAPSKE AT DR g A
IS A AT .
Power N
PETh R 25 2 (dBm)

10. .5 Apply (M) frfFixE

EZ2RTSHH LN E, HS WL
o 78 TUH “ fa] by B B X 2% e L T 1] 7

(% T 1E Easy Serup ( i 2 . ) W BES 5, LA 2 T2
P B LI A P 2R R L

1. fETERR A, B Necwork (45 ).
H4 27~ Network Summary ( 25 HEEL ) T .

@ Allen-Bradiey L B LIRS

NETWORK
ENEIWORKMAR, Hostname CIP-AP
Summary
Adjacent Nodes
» NETWORK INTERFACE

Network Map: () Enable © Disable

Network Map Table

MAC Address ‘ IP Address

2. Hiii Network Interface ( P84 ).

@ Allen-Bradiey [ 30 (UED T

NETWORK
Hostname CIP-AP

¥ NETWORK MAP

Summary Network Interfaces: Summary
Adjacent Nodes

System Settings
¥ NETWORK INTERFACE
T IP Address ( Static )
1P fuliress IP Subnet Mask
GigabitEthernet
Radio0-802.11n 2GHz Default Gateway
Radio1-802.11n 5GHz MAC Address

3. il Summary ( #22 ).
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$4 27~ Network Interfaces Summary (2542 LIHEEE ) TUTHI

CIP_AP uptime I= 7 hours, 38 minutas

Network Interfaces: Summary

System Settings

Hostname CIP-AP

1> Address ( Static ) 192,168,200

1P Subnet Mask 2s5.255.255.0

Default Gateway anon

MAGC Address 490 6oac BRAN

Interface Status St Radion-802 11n24cH: Radio1-802 11N2eH

Soflwine Steatus Cnabiea 8 Dimatiea ¥ Dimatiea ¥
Hardware Stats up own W PR
Intertace Resets 2 o o
Receive

Input Rate Timespan ‘ & minute | & minute | & minure
Input Rate (bits/sec) ‘ o | o | o

4. P EEE KL RO,

HOME NETWORK  ASS

Stratix 5100 Series

NETWORK
Hostname CIP-AP

* NETWORK MAP

Summary Network Interfaces
Adjacent Nodes

System Setti
* NETWORK INTERFACE Y ngs
Summary IP Address ( Static )
I ililiess IP Subnet Mask
GigabitEthernet
Default Gateway
Radio1-802.11n 5GHz MAC Address

4 278 Radio Status ( JCZEHRAS ) T .

jg RADIO0-802.11N24CHZ gTATUS A DETAILED STATUS YE SETTINGS
Hostname CIP-AP
Network Interfaces: Radio0-802.11N*4%M2 status
Configuration
Software Status Disabled ¥ | Hardware Status
Operational Rates 1.0,20,55,11.0,6.0,9.0,12.0, 18.0,  Basic Rate
24.0,36.0,48.0,54.0, m0-2, m1-2,
m2-2, m3-2, m4-2, m5-2, mé-2, m7-2,
m8-2, m9-2, m10-2, m11-2 , m12-2,
m13-2, m14-2, m15-2, m16-2 ., m17-2,
m18-2, m19-2, m20-2, m21-2, m22-2,
m23-2 Mb/sec
Aironet Extensions Enabled | Carrier Set
Configured Radio Channel 0 MHz Channel 0 | Transmitter Power
Active Radio Channel 0 MHz Channel 0 | Channel Width
Role in Network Access Point
Antenna Gain 0dB

5. H Settings (W H ) LTI
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VLAN

¥4 578 Radio Settings ( TCER B E ) TUTH o

[t RADIOo-80211N%SHT sTATUS |2 DETAILED STATUS £ SETTINGS

Hostname CIP-AP

Network Interfaces: Radio0-802.11N4®"Z Settings

Operating Mode: Mixed

Enable Radio: © Enable @ Disable
Current Status (Software/Hardware): Disabled .' Down ‘
Role in Radio Network: @ Access Point

© Access Point (Fallback to Radio Shutdown)
© Access Point (Fallback to Repeater)
") Repeater

6. 1% Enable (G H ).

Network Interfaces: Radio0-802.11N%*®HZ Settings

Operating Mode: Mixed
Enable Radio: @ Enable
Current Status (Software/Hardware): Disabled"

7. Hift Apply (A ).

7N BN ST IETEIEAT, HFREHTHIMLE,
PATF A 48 1T &2 2 R
BRAINIEOL R ABIEE SSID, Rk, 7E A SSID 2 |/,
BN TR TCER 7R P v o

WISRAE T LR Rt _ A VLAN, 34 VLAN 43 SSID, #&rl{ii
Express Security ( PRLig 2¢ 2 AL ) DT 1 PU A 22 4 5 B AT = —F
B Z A SSID. HU R &AL R M L4 H VLAN, NIgE%TE
Easy Setup ( fii 5 B & ) TUH A 40 R4 SSID [ % 4= 0K 52 FI PR i1
TN B 1 31 0 2 e BRSO SR

TEWAH VLAN BT, nloAHE O N AN E & & (%), #lun,
24GHz TEH, HEEEIZED EEHZMInE R E.

B, 46 A WEP [ SSID 3:25 ] 7 VLAN B, ¥4 ToiE )
B2 i WPA BGUER SSID, X &R e AR I & E . W
BRI —A SSID I 2B 5 75—~ SSID 158, &g — N8k

Z A~ SSID Kyl Bt o8 o
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RERS (EAMIRT WAP (IR R, DAL S A R, DA i T2 it
AR . TR T TR A, oA B B B AR M A 28
AT

{8 FH Easy Setup ( 18 2 ¥ & ) U2 1HI G E— (1) SSID Ff 4y H 73 Fe DU b 22 4>
RKMZ —.

[&]18-Easy Setup ( B 1R B ) — LB LR E

HOME NETWORK ASSOCIATION WIRELESS SECURITY  SERVICES MANAGEMENT  SOFTWARE — EVENT LOG

Saye Configuration ~ Ping  Logout ~Ref

@ Allen-Bradiey [ELLE DU ES DY

1Pv6 Address: (XEX:X:X:1X/<0-128>)
Home
Username:
Summary Password:
Iy EED SNMP Community: Dolf
Network
Configuration

© Read-only @ Read-Write

Radio Configuration

Radio 2.4GHz Radio 5GHz
SSID : SSID
[0 Broadeast SSID in Beacon [ Broadcast SSID in Beacon
VLAN : © NoVLAN © Enable VLAN ID: MEANE © NovLAN © Enable VLAN ID:
22092y [] native VLAN (1-4094) [ Native vLAN
< Security : No Security - Security : No Security -
Role in Radio . - Role in Radio Network :  Access Point -
Optimize Radio Network :  Default - Optimize Radio Network : Default -
Aironet Extensions: Enable ~ Aironet Extensions: Enable ~
Channel: Least-Congested v Channel: Dynamic Frequency Selection ¥
Power: Maximum ~ Power: Maximum ¥
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Easy Set-up ( E 5% E ) MHAN L £ X

FRA4H T ATLE Easy Setup Network Configuration ( fi] & 15 B — P %%
BCE ) DU 9 SSID 43 Be i DY Fh 22 4= 2R 7

Radio Configuration

Radio 2.4GHz

SSID :

VLAN :

] Broadcast SSID in Beacon

@ Nowvian ©

Enable VLAN ID:

(1-4094) ] Native VLAN

Security :

MNo Security -

Role in Radio Network : ACWEP Key -
EAP Authentication
Optimize Radio Network : De WPA

< 7- Easy Set-up Security Setup ( B S R £ MR E ) A LHIRE KT

REFER iR BRNZREINGE

No Security R AN LR DRI PR AI P | B

(Twam) \S/SLWEH% TN, W A TC 45 BRI U 10 5 AR R 285 7

WEP Key ZIRIEL No Security ( o 22 45 ) ik Wi 22 45—k, SRS N WEP. 1 T1% SSID S B 4% 5 T2k I & 55 F 1L

(WEP %541 )

BE: HAWPHHIRA S %
Wilio WEP 22 L2 —FfL 5t
JiiE, BEATHEH] .

A\

TC ) WEP 858, 2 7 i s JE I FH LR AT SR8

EAP Authentication
(EAP B&1IF )

IR IUA 802X B6AE, 14, LEAP. PEAP. EAP-TLS.

EEA/\JPiAsDL EAP-TTLS.  EAP-GTC. EAP-SIM LA T 802.1X/EAP
NV RTs
BLE R . WEP, FFRIGIE + AP, 4%

EAP B&AIF . To 25 578 FH LA K% RADIUS IR 55 2% 56 11F 31 11 16456

D2 N 2% 1 [R5 3IF RADIUS IR 55 5 N\ 1P bk it 52
ZEEH (RSS2 IRIE U 11 1645).  PRIA 802X B E 3R AL Eh A5
=, Rk, JoiEHN WEP 4,

Ln SR 4% FR AT RADIUS IR 45 7%, T 2% & (i 2 N A
RAIIGAE R 5535, 155 WA 307 T “ B L E
ARG IERS ",

SR 802.1X IIE o {41 FH % SSID Ik (19 2% 2 i 158 4% 0 Z0
HAT 802.1X BEAIF .

L SR e 2k H 7 i e A P EAP-FAST 36:31F, U 42
AT E TS IGE + EAP. i SRR e B {3 s e
E +EAP, UK B 7R R 41 GUI 2453 B

VERL: PIZ% EAP AN BT LEAP B8 HIF . i SRl o4k Hi s
ﬁ%&gﬁ%ﬂiﬁﬁ EAP-FAST 38:41F, I+ W] e & FF i =036 11F
+ o

WRAE A U, PR ROz T R

SSID BC B 4t [SSID):  an SR ek & 7 i o FH ) 2
EAP-FAST, Ul -DAZI e & A5 FH i xR 56 IE + EAP.,

WPA

Wi-Fi DR3P 17 1] (WPA) S8 VFIE 2k 1 [ 388 3o 56 3 iR 55 4 ) IR 55
X HEEAE PG IE (K 7, AR5 (4 B WEP BB 5 (1 5575
FEEATMIPIE(E.

ZiR BN, TKP. FFRGRESE + EAP, 4% EAP
IOAIE . bl 5 EF A TH WPA 1 RADIUS JIR 55 25 065 11 31t 11 1645
244 EAP BRI, SEAZI 2% 1 (56 IE RADIUS ik 55 4%
N (P MU hEFH e =23 B (R 45248 5610 Sy 11 1645)

;E;ﬁvi‘vlJPXVPA%ﬁEO {85 FH 1% SSID I A %0 - i 15 4 WA AN SC
T o

4 R JC A L i A B D9 {5 Y EAP-FAST B64IE, T4
R B TP FRGIOAIE + AP 1 SR A T 8 {3 FH I ik 2
UE +EAP,  JUNKE 7R T 71 QU7 B

VERL: A4S EAP U T LEAP SR IE . A FUIS o2k H A 1
ﬁﬂ”ﬁEﬁAEE?yﬁﬁﬁ EAP-FAST Z&:1F, U0 Z5i i B T TR B IE
+ o

TR R U, NP BRIz R

SSID e B 4t [SSID):  an SR ek L& i FH ) 2
EAP-FAST,  JUI| DA ZBUIC. 2 A FH i X BGHIE + EAP.
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BHRE — MK E — R EIRF

1T Easy Setup ( {81 2 50 & ) TUIH]FH 3047 17 B2 19 ik A X 4% i B 22 4
FCE, BACREI R LR & 2 TR — 8. WRIEFET
No VLAN ( JC VLAN) JET, WJHECE —RFRA WEP %40, WRER T
Enable VLAN (2 /| VLAN), WIZEH]#2A WEP %4,

RTEEZERETRAEE, HS A 110 T “Security (%42 )
"ﬁ) ”O

FEAE ] Easy Setup ( i 2 W& ) TUEIN, 31048 LT BRI
F< 8-FasySetup ( H 5N E ) TH LR E RHI

BIsk pES
¢ #5 SSID {E AT SSID 4K e B B 2t o

73T SSID ZR5 5 H)TE A L% H4 B2 SSID 43 B B B & A To ez O
TR SID /M ERA WA To L iR 0, A
Security SSID Manager ( 2 4 SSID & L2 ) T I B¢
Easy Setup ( 1 & ¥t i ) DUIHI

fic B 2 A I TE AR S5 35 - A E 2 AN IIE RS A, AT
Security Server Manager ( &2 4= IR 55 #% & B A% ) DUIHI .

SIS Fegn To ke FOEE R | BEK SSID - AL 4 B VLAN, 1] {5 A
VLAN, Security SSID Manager ( %24 SSID & #L28 ) TUHI

FE[F—SSID AL EIGIERMA S | EELE W UFRAA G, w]#H Security SSID Manager
(B0, MACHIHEIGIE S EAPIGAIE ). | (%245 SSID A A% ) T .

M Security ( 24 ) SEE 6|32 SSID

H 4 LR AP BRAE ) Securivy (%24 ) SEHLA 4 SSID . #EIE T 7E Easy Setup
(i % & ) T E X SSID.
o KT aABBIKTEEE, EZ WA 115 UK “SSID Manager
SSID & PHEE ) VU] .
o KT UMM CLI (47481 ) 6%k SSID KI5, EZ I
2 204 G < %4 CLIECE R ™,

1. FETHASE R, B Security (%42 ).
2. WA i Bty SSID Manager (SSID B HESS )

HOME NETWORK ASSOCIATION ~WIRELESS ~SECURITY — SERVICES

(W] Stratix 5100 Series

Security
Hostname CIP-AP
Admin Access
Encryption Manager
P 9 Security: Global SSID Manager
SSID Manager
SSID Properties
Server Manager
AP Authentication Current SSID List
R DR
Local RADIUS Server cIp
Advance Security
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3. Hili NEW (i ) F-7E SSID fir Nk 4 A\ SSID.

SSID:
VLAN: <NONE> ~  Define VLANS
Backup 1:
Backup 2:
Backup 3:
Band-Select: [} Band Select
Interface: I Radio0-802.11N2-4GHz
[ Radio1-802 11N5GHz
Network ID: (0-4096)

o SSID HZ A 32 NERFF4T
o T WAMBIKVEAER, S A 115 T “SSID Manager
(SSID % P ¥ ) Ti[fi ”.

Guest M SSID Setti

Radio0-802.11N4°H;

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: < NONE > S
) Multiple BSSID
Set Infrastructure SSID: < NONE > + [ Force Infrastructure Devices to associate only to this SSID

Radio1-802.11N5CH2;
Set Beacon Mode: 9 Single BSSID Set Single Guest Mode SSID: <NONE=>
) Multiple BSSID

Set Infrastructure SSID: <NONE > v [] Force Infrastructure Devices to associate only to this SSID

4., BEELLKAEWmA 17 SSID, 1% Broadcast SSID in Beacon
(TEfE b $% SSID) HIEHE.

RE Y E &L TR AP AR, A SWiEZNE. X)) 1% SSID
i, G SRR AR N A, R TR 8 SSID [ ¥ % A] I 2% M
Mro 24 SSID B 15 R B A LI BT (1% 7 i e 25 A B, 1088 I
RABEH. WRAT % SSID, % Uit B 44 oyl R BRI N AT,
B dEH SSID ULAC % SSID. fEhrH HEEH —> SSID.

W AT E SSID, W& KB KIET N E, RIER B
BEN . LB E UV ARTE E SSID KB4 RER RN S
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5. (A& ) 4 VLAN 43 SSID.
a. i Define VLANS ( & X VLAN).

SSID:

VLAN: <NONE > >  Define VLANs

Backup 1- L\\>

b. %3 NEW (GBI ).
c. HIN\ VLAN %w'5 (1...4094) .
d EHFE—ATELH, S5 50 Apply ( R ).

Services: VLAN

Global VLAN Properties

Current Native VLAN:  None

Assigned VLANs
Current VLAN List Create VLAN Define SSIDs
VLAN ID:

(1-4004)
VLAN Name (optional):

[] Native VLAN
[] Enable Public Secure Packet Forwarding
[7] Radio0-802.11N24CHz

[7] Radio1-802.11N%CH2

6. (TTik ) 1% Native VLAN ( AAE VLAN) HIEHE, #F VLAN bric
NAHE VLAN,

7. JEFEE I AT Tk

Client Authentication Settings

Methods Accepted:
Open Authentication < NO ADDITION> -
[C] web Authentication [CJweb Pass
[7] Shared Authentication: < NO ADDITION> v
[] Network EAP: <NO ADDITION > -

Server Priorities:

EAP Authentication Servers MAC Authentication Servers

© Use Defaults  Define Defaults

© Use Defaults  Define Defaults

© Customize © Customize

Priority 1° <NONE> = Priority 11 <NONE> v

Priority 2. <NONE=> = Priority2: <NONE>  ~

Priority 3. <NONE>  ~ Priority3, <NONE>  +

8. IS B
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9. WIRTFERIE, EHF MAC KRS %%
10. JE SUEEAE
B N ARAE To 2k =3 X A5 FH VLAN, - U3 it 25 22 A4~ SSID 7

Ny
ZARTAFAEIR T . HEZVRAER, 152 WA 409 T
" P VLAN'.

Client Authenticated Key Management

Key Management: Mandatory ~ [ cekm Enable WPA  WPA

WPA Pr @ ASCIl Hexadecimal

11w Co @ Optional Required

11w Association-comeback: 1000 (1000-20000)

11w Saquery-retry: 100 (100-500)

11. 37 Apply ( RFH )o
SSID ¥ H BIL7E T Thi R ) SSID F .

/3 B HTTPS SEE 22 £ 53

1E0] J3 ) HTTPS SRARY 582\ A Web W 55 28 FLRIA0E(S . HTTPS
{F % aE8F )2 (SSL) MRy HTTP W28 216 .

A M HTTPS J5, WIS RES ERGMASMERE. RER
B, AR AR AT T B URL, K heep://IP Hihk 250K heeps://IP
Mk, SRJE R B R BEN A

JAH HTTPS J5, BRNEAR% TR EEA (FQDN) i 48,
RZHN G AR TR BATIAE . E# AR, SR T D
B2 2R 9, NS A)E FQDN. HUEA A E FQDN, ik
HRPIE 10,

R E LA R 25 B A) FQDN )3 Fl HTTPS.

1. %% 2 Services ( k%% ) > DNS.

67



=z

ZH53 Stratix 5100 LA AR B 5 5h
19-DNS T
@ Allen-Bradley ;h'allx ;100 Serlasi 7 ; :
Services
Filters Domain Name (optional): DISABLED
2. JEFE Enable (G H ) % R4
3. {£ Domain Name (34 ) 3 -H i A4 o
Biltn, EFwFH/RKENMCAT, 44N rockwellautomation.com.
4. 1{E Name Server IP Addresses ( 18544 Ik 45 2% 1P stk ) &, A2 /D
—> DNS k%545 1P Hiudik.
5- $‘$‘ Apply( BZ)EH )o
N FQDN & RA LA A S . B, WRARG A
4 ap1100, 34 company.com, Il FQDN 24 ap1100.company.com.
6. 1£ DNS lx55 % -4 A\ FQDN.
XA, DNS AR S5 #% n0B A UIr 2 AP 42 BRI S 21 IR A A 1P Hihik .
1X4& DNS [ —ANEEUPIR, K4 DNS R4 #5246 ZiAH15E AP [1)
R, DMENS AL A Bk IE BRI 9 m] IR E R 10 1P
2R WA DNS AR %5 2%, JmTm ik 30 2 DNS AR 5y it 4
A RUFQDN. 7E LI EAEZRBNAS DNS, A4 2 1) DNS
H&% o
7. WY 2] Services: HTTP Web Server ( fR%5: HTTP Web IR 55 %% )
TUTH -
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20 - Services: HTTP Web Server ( AR 35 : HTTP Web fR 5525 ) TR H

@ Allen-Bradiey [ELC B UEZ T

Services
Hostname CIP-AP

Telnet/SSH
Hot standby Services: HTTP- Web Server
cDP )
oS Web-based Configuration Management: [=] Enable Standard (HTTP) Browsing
Filters [¥] Enable Secure (HTTPS) Browsing
HTTP [”! Disable Web-based Management
Qos
e System Name: CIP-AP
SNMP

Domain Name:
SNTP
VLAN HTTP Port: 80 (1025-65535 or default 80)
ARP Caching HTTPS Port: 443 (1025-65535 or default 443)
Band Select

Help Root URL: (Set to default by clearing textbox)

http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag

Target Help URL:

hitp:/Awww.cisco ic/77 iz/p pleag/123-08.JA/1100

8. H.ifi Enable Secure (HTTPS) Browsing ( i F %< 4% (HTTPS) W% )
HEHEFF B Apply ( B )o

9. N1 44 I Hiili Apply (ST ).

7RI EARIE AT [E I 5 b HTTP FTHTTPS,  FRATTEE S H S
FHAH—4

¥ R G TR, RS EE R HTTPS W E N 5. DU K42
ﬁ:H/S(J YRR SUTE F I URL M beep SE U hetpso

& 21-HTTPS E & T H

Microsoft Internet Explorer =l

WARNING:
‘web-based configuration will now employ secure HTTP.
To access the browser using secure HTTR, use the URL https:ff10,91,104,92,

121838

10. #.ii OK (#i5E )-

By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H 69



53 Stratix5100 %45 PR AL B R B0

P A IEAT K Stk A -

heep://IP #LE BE SO heeps://IP 3tk

R 7 — AL U, PR S LR AR, HIFER
H ORI, BRI OIEIES, BOSMH RS fo2E E O
AR

E22-iEPEHERH

Security Alert |

ri‘l Infarmation you exchange with thiz site cannot be viewed or
?. changed by others. However, there is & problem with the site's
: security certificate,

& The security certificate was issued by a company you have
not chosen ta tust, Yiew the certificate to determine whether
ol want ko krust the certifving autharity.

a The security certificate date is valid.

& The name on the security certificate iz invalid or does not
match the name of the site

Do pou want to proceed?

Wiew Certificate |

121631

11. BEZAE P45, ¥ View Certificate ( BHUET ).
BANBZUEF IR EE, i Yes (2 ), FBkiE 2% 17,

3-iEHTH

eneral | petais | Certication Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: [03-Self-Signed-Certificate-2587435280

Issued by: 10S-Self-Signed-Certificate-2557435260

valid from 3{1/2002 to 12{31/2019

ond| | Issuer Statement
oK

12. 1E Certificate ( E+S ) MHEHEH, FF7 Install Certificate ( Z22R1E) ).

121627
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$4 278 Microsoft T TH Certificate Import Wizard ( UEF F AT ).

24 - Certificate Import Wizard (IE B SANES ) TTH

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk to &
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ta establish secure network
connections, A certificate store is the system area where
certificates are kept.

Ta continue, click Mext,

ceack [ W | cancel
13. B Next ( F—2 ).

¥4 7 Certificate Storage Area (iIET5A7fif X 38 ) XJEAHE, ) ] iE$5
TRAFALE o FATE WAL R G BOAAF i X 3

25-iFBE#HXERE

Certificate Import Wizard x|

121834

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify  location for

£+ iukomatically select the certificate store based on the bype of certificate!

" Place all certificates in the Following store:

Certificate stores

Browse, .

ok [ s | concd |
14, i Nexe (N —2 ) 2 BRUAF Ak X 42k

B Bon— DREE, ARG AN IET.
&l 26- IEBFERLNE

121635

x
Completing the Certificate Import
Wizard
ou have successfully completed the Cartfficate Import
wizard,

ou have specified the Following settings:

Certificate Store Selected  Automatically determined by
Conkent Certificate

< | |

<geck [FRmE]  concel |
15. H.ilf Finish ( 5E% )

EERTIS S AN e ok 4=

121636

By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H 7



=13

Stratix 5100 13 4% & H 23 Fic & A 3

(LB E

72

w5l

il automatically trust any certificate issusd by this C, Instaling a
y risk. IF you click "Yes” you acknowledge this risk.

16. H.ili Yes (42 )o
B EoR G — AN TUH,  FERR %% OO 58 B
£ 28- I SATUH

Certificate Impork le il

@ The impart was successful,

121633

17. Hidi OK (#i5E ).
PRI R SEHE, DA E S KN .

ARBVE R TS T 2 67 Ty « HTTPS SZHL 2243 > Hh 4
IR CLL i 4

EARGIH, AR RFALHN ap1100, 3N company.com, DNS
e 55 4 ) 1P ik 10.91.107.18

AP# configure terminal

AP (config) # hostname apll00

AP (config) # ip domain name company.com
AP (config)# ip name-server 10.91.107.18
AP (config)# ip http secure-server

AP (config)# end

KT AB L a2 1 5E BB, 1550
Using the Cisco IOS Command-Line Interface Configuration Guide 15.3
( BR1OS M 4T He N lC B H 48R 58 15.3 i ).
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Stratix 5100 B B HIAS AL B R s ET53

T P& HTTPS J.E JAFH HTTPS B, 42N 50K B 3h A s+ (R0 5575 20 e A\ s )
SRR E 4 (FQDN), 20 7E 3 H HTTPS J5 2% )1 FQDN, &
AT BRAEFS o AR LT A2 BRI BRE S
1. WY H] Services ( Jx5% ) > HTTP LT

2. HUHEH Enable Secure (HTTPS) Browsing (A F % 4% (HTTPS)
WY ) BIEHECLEEH] HTTPS.

3. H.il7 Delete Certificate ( MHIBRUETS ).
4. FUHTE A HTTPS.
BN RUKH A8 R BT FQDN A BB IIEF5

**FH Web IBUJI'J!':.%% T E SEAAE L AF ] Web W WG 8 FL1H ,  7E Services: HTTP-Web Server
( Hlﬁy\ HTTP-Web %5 2% ) TUIHI H1 &' Disable Web-Based Management
(ZERZET Web HUE B ) FakHE, FHd Apply (B )o

FLHHT R ] Web WINEAS S, H 1% CLI 25 e & di

ap (config)# ip http server
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ZA53 Stratix 5100 %A B PR AL B B B
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Stratix 5100 1% S EIEES

AREE ST WA E S PR TN S0 E

5 piY )
WA B A RGVE IR 7
a1 5 Y B I 4% T EE DT 8
Basy Setup ( 1% 5 B & ) Dt b A W 2 i B s B 79
Easy Setup ( %7 7 ¥ & ) Tl LRI E R E 82
Easy Setup ( 4] % W & ) WL ERZ AR E R E 84
Network ( P25 ) TT T 85
Network Interface Summary ( %X £ % I M 50 ) 2 Ti 86
Network Interface IP Address ( I £ 42 11 IP Hhit: ) T2 T 89
P24 10 Radio0-802.11n 2 GHz 11 Radio1-802.11n 5 GHz IR 2 94
Network Interface Radio Settings ( %442 1 JC 2% e ¢ . ) T TH] 98
Association ( S<I% ) T 103
Wireless ( JG£k ) TLTHI 104
Security ( 224z ) TUTH 110
Admin Access ( B 5117 1) ) TUTD 2
Encryption Manager ( 1% & ¥ 2% ) TUTHI 13
SSID Manager (SSID & B4 ) T ifi s
Server Manager ( JIR 5% %% /&7 3L 2% ) 71 i 18
MR55 A B B A R B 120
AP 36 IE 122
AP B IEIIE 124
N AZASI 126
7 H RADIUS fIK 25 8% 128
Services ( Ak 55 ) BUI 134
Telnet/SSH 134
Hot Standby ( #4#% FH ) T THI 136
O] 137
DNS 17 i 139
Filters ( i JE 2% ) DI 140
MAC Address Filters (MAC M 31k 1 9 2% ) DUTHI 141
HTTP 5 i 146
QoS Policies (QoS SF M ) T THi 148
Stream (JE{F AL ) TUTHI 153
SNMP T i 154
SNTP BT i 157
VLAN T2 TH] 158
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EZ154  Stratix 5100 WA E HEE S HUE X
T (40) Py
ARP Caching (ARP 22 7% ) T TH 160
Band Select ( Al B 1% 4% ) T 161
Management ( & 3 ) TUTH 163
Software ( %) DU 165
Software Upgrade HTTP ( 4522 HTTP) L TH] 166
Software Upgrade TFTP ( {4 £ TFTP) T Ifrj 167
System Configuration ( Z5 4t fic & ) U] 168
EventLog ( 4+ H & ) TUT 170

76 %58 437K H B4 A7) 1783-UM006B-ZH-P - 2015 4 1



Stratix 5100 WA E HARSHEN B4

1 A2 ASIESE ZoAam  (ERIALE 1B PHHR SRR, W U R R B,

I LR TR LA RGN FURS M. e SR it T
? P& UUMA 2%, X4 PR E

System Management ( RGE B ) L DR IEAL | B HMIRAFACEE S
Gi— k. EENRGEH EBAME R — DRI,

R

TEICAE,  47E Web 3 Y #8 H H. Back ( J5 1B ) iR [F1 2] E
— IR, B ASERAE S BT AE AT AR B L. ANAE SRy
Apply ( M2FH ) J5 A 2 N B 2L

[®] 29 - Stratix 5100 1 Z EIEE £ T

Saye Configuration ~ Ping  Logout Refresh

HOME NETWORK  ASSOCIATION WIRELESS SECURITY  SERVICES MANAGEMENT  SOFTWARE  EVENT LOG

@ Allen-Bradiey LSO T ER T

Rockwell
Automation

Home

Summary
Hostname CIP-AP
) Easy Setup

Home: Summary Status

CIP-AP uptime is 2 hours, 50 minutes

Clients 0

| Infrastructure clients: 0

Network Identity

IP Address

m

192.168.1.200

IPv6 Address

FES80::E690.69FF.FEAE.66D0

MAC Address

2490 69ae 66d0

Network Interfaces

Interface MAC Address

Transmission Rate

1 Gigabitthemnet 490 6926 6600

1Gbps

¥ Radio-802. 11N24GHZ 184.5724.320 Mes Index 23
¥ Radgio1-802 11156HZ 1841 5726 3220 Mes Index 23 i
Event

Time Severity Description

Jun 25 07:50.01.031 Error Process CIP EtherLink Int Process top-level routine exited

Jun 25 07:49°58 807 ®Notification

Line protocol on Interface GigabitEthemet0, changed state to up

Jun 25 07:49.58.603 Error

Process DPAA INIT top-level routine exited

Jun 25 07:49°58 603 Critical

HW crypto FIPS self test passed

Technology

I I

7% 9- Stratix 5100 1% = B IR RS B E I Fi#id

IE

ik

Home

Home-Summary ( 3= 7T - MEEE ) T 028 1 45 IR T T 4 it
RIPEF LB ENLLHBESEHEE 2
A% TDIRZS DA K s R TR 46 R IR & A1 36

Network

Summary 1‘%% ) TLTH R BE AR, o2k H iz O RPIRAS R
it {5 E . Network Interface ( /X284 11 ) #2442 11 &
DL B4 2 1 I B DT 0 e 4

BHRVEMEE, 55 WA 85 UK “Network (4% ) T ”.

Association

PRUTELL I LT B 81K, SR G RR,
92 €0 R SR 2% 7 3 R A o

HREYE R, E S WA 103 TLT “Association ( F<IBE ) TUH “.

Wireless

TRALTE LI IR 55 75 (WDS) MEZE .
BIVEGNE B, 155 WA 104 TUK] “Wireless ( T2k ) TUTHE “.

Security

AT A 2 A k% Wzn, BT A] A1 SSID RS
HRVEAE B, 1S W 110 LY “Security (224> ) TLHL "o

Services

AT Uy ) HA R AR, 5, HTTP 1 QOS.
BHRVEHE R, ES WA 134 UL “Services (IR 5% ) TLTH] “.
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T4 Stratix 5100 WA B H S HE L

B 2% EMKECE TTUE

7% 9- Stratix 5100 X FEIEF RS EIR R FEA (42)

=] iR
Management XA T quest 7K /T WebAuth 1193 77 . 7E WebAuth

L, ST E 5 X Login (B ) TUHITIAMNIL (W EH T
Web Authentication (Web %&1IF ))

HrREMER, 55 N 163 TUY “Management ( 7 )
ﬁ‘ E rro

Software AT I A TR B
HRVEANE R, 125 WA 165 TLITY “Software (FR ) UL .

Event Log QIR TEA & H B IR MBI E i ek, ]

%%¢ﬁ%%¥ﬁ%§ﬁ‘]$f# T B A A A
o

o FE Summary (BEEE ) BUTEIH,  Time (B 1] ) 1) o8 BLR GE
IZAT IR (] BRI (5] 235 F AR I ] o i

« BEANTURAT_EA s HUE SR A7 DR, BAURTHREL
AN, B RO AR B R (4 24 1 R SRS AT I R

« Severity ( JZEE 4 ) FIUBREFAF N ERRE . P E R I
7 Emergency (520 ). Alert (R ). CGitical ( <8 ). Eror
(4% )« Warning (4% ). Notification (3@ %), Information
(155 ) 5% Debugging ( IR ).
Z: 25 170 DUY) “Eventlog ( HAF H & ) TLH 7, B&EXF
ST R =y T

« Description ( ##3A ) 71l & S5 {4 1) 7 EE UL BH o

|

Pl

SR LRI R B IIRES I T KL B R AR, B R AR.
IP btk DL S AE o2 e I 2% Th A A 2

HOME NETWORK  ASSC

@ Allen-Bradley B LS, TE

Home

Summary
Hostname CIP-AP
w Easy Setup

Network

Configuration Home: Summary Sta

Associggion

Clients: 0

Network Identity
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Easy Setup ( B 512 E ) TNH LHINEEERE

X 72 Easy Setup ( fi] 2 1% & ) T ) Network Configuration ( 45L& )
TUTH . Easy Setup ( fil %5 E ) 6 T Nerwork ( M%5 ) TUTH 1S4
U5 A

30-MFEERFHIRE

Save Configuration ~ Ping Logout = Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

llen-Bradie Stratix 5100 Series Rockwell
@ Al 4 Automation
Home i i
Hostname CIP-AP CIP-AP uptime is 3 hours, 43 minutes
Summary

v Easy Setup Network Configuration Reboot AP_| [ Factory Reset

Network

Configuration

Host Name:
Server Protocol:
IP Address:
IP Subnet Mask:

Default Gateway:

cIp-Ap

© pHeP @ static P
192.168.1.200
255.255.255.0

0.0.0.0

n

Current SSID List(Read Only)

CIP

1Pv6 Protocol: DHCP Autoconfig [C] Static 1P

m

IPv6 Address: (KX XXX/ <0-
128>)

Username:

Password:

SNMP Community: Dolf

® Read-Only @ Read-write
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Z154  Stratix 5100 WA E HLEE S HUE X

T 10- MLEELE S HEA

S

iy

Host Name

ENARRERAD R E, (HA B T ML L % .
EWLALFRIG B R FR 22 495 UL TH R R b

RGARRIZ AT 3 NP AF . (B 2R VRN R P
i, e R RS AR 15 AR/ R FEELILE R
E“%%u% T A 22 Bt 44 FR (KR 15 AN 45 2 ME— 11T

P HELE, FEUHIRE T i e 2 il

c BE: AHEARGHNN, LLREE
BRI T

Server Protocol

JEREULTE /X 2% 1P Huhik 43 5 =R T .
« DHCP— FH 4% DHCP il 55 2% H h 43 i 1P st bk

. |S|}ait£ IP (2 IP)— JCLR L&A A A AE 1P Mk 3 gy N 0 2

IP Address

%Eggg“m&ﬁﬁﬁ%m%wmm LS4 A JE T DHCP,
)\ j‘ I 7

YD HRTE A5 Web 3 3 25 57 ] BRI T4 28 JR 48 1) Telnet <> 15 T B TG 26
WA O T T B4 P HhE, W R B ELLRSER. WRE
RTERE, AR P b SR R O A

o UNSAE F DHCP,  DUIZE1Zsk o ian N 1 1P b IS B Ay 152 45 1 1P bl
-ﬁ%ﬁ%me,Mﬁﬁﬁ%m%ﬁuﬁ%%wmmwmﬁ%&
T IR 53 T i H GUIL B A7 B ERIA B 7 B 203 T A A CLLK
Eﬁmuﬁ_¢m/%%¢

IP Subnet Mask

B NI 2 B A SRR 1P RS, ANTITZE SRR L TR0 1P .

o WIS F DHCP,  IHZ IR - ) o o

o WRJEH T DHCP, ZIRANAE R 45 4% M B DHCP 185 SR A A $ it 7+ ¥4
FERD, HMEE S,

Default Gateway

%J)\H%ﬂi/\hﬁtm%}ﬂ%|Piﬂaht USR5 BT DHCP,  TUPK:
23

IPv6 Protocol

g5 1P HutiE () 4y AL 7750, Flin, DHCP. ##ASAIH 3.
H BRI (P) 58 T BN E R 2% FIRME . SZHF PG
DCHP

HaE

AP

IPv6 Address

Hoh-AO(E, 00,  FE80:E690:69FF:FEAE:66D0
(X:X:X:X::X/<0-128>)

Username

MZAEFIZWAP I R 4 .

80 %55 F /K E 4k H R 1783-UM006B-ZH-P - 2015 £ 1 H



Stratix 5100 B BHHEZS S e X BT

4

F10-MEBECESHHHIR (4)

S IR
Password AE LA FH 1% WAP B 2565
SNMP Community | « 35457 FH £ B0 o) 2% A58 T B8 (SNMP), SR AN AL IX K. SNMP A& —Fh 37
FIZ 0L, SCRFE SNMP /8 B AT sl A B 2 1) 3047 18] 1] VB P38
5. Y5 FH NMPISF, %4t X 2R B 30 Bon AU P ok,
HEEME NSRS
o SNMP 4k X Z4F B AE R F FH 2 4, 3 SNMP H [ 38AIE . 2 FA
ﬂ]fi‘ﬁﬂ&&‘ jjlyﬁil:li%/qlkﬂxﬁk/ HlE.
- FifgniE N S eV SNMP s in) o (T Z IR TN, 4805 TEiE
EE&%&)\ ﬁ@aﬁ&ﬁ
- PSRN S YF NMP BERIE T il . %I E, ST i
BASIE .
Current SSID List | « 445 072 & 4 SSID %1 3% o

IR EAE CLIP IR ERARES K, 1§25 WA 195 T« E A4

T

N
4

)

FLHECE Stratix 5100 WAP”,
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EZ154  Stratix 5100 WA E HEE S HUE X

EasySetup (5] 51X E ) TNH LM LLBRERE

UL 7 95 T GigabitEthernet A Radio-802.11b.  Radio-802.11a BY
Radio-802.11g # HHPREE S, FARE BB TR N A L2320
LI E . PLT &K H Network (4% ) > Network Interface ( P45 H2 1)
ML EENSHAS .

[#] 31 - Network Configuration ( PN 4SECE ) N H LA L BECEIRE

Radio Configuration
Radio 2.4GHz Radio 5GHz
SSID : SSID :
[F] Broadcast SSID in Beacon ] Broadcast SSID in Beacon
VLAN : @ no vian © Enable VLAN ID: VLAN : @ No vLAN © Enable VLAN ID:
(1-4094) [] native (1-4094) ] Native
VLAN VLAN
Security : No Security v Security : No Security -
Role in Radio Network :  Access Point - Role in Radio Network : Access Point hd
Optimize Radio Network : Default - Optimize Radio Network : Default -
Aironet Extensions: Enable - Aironet Extensions: Enable ~
Channel: Least-Congested ~ Channel: Dynamic Frequency Selection ¥
Power: Maximum ~ Power: Maximum ~
_Apply | [ cancel Apply | | Cancel

N - REBREESHHER

S ik

SSID TEAE AR 3B SSID

FRARE it 158 4 SR 2 I A 1 SSID. 22 )8 F JE 2R e 11,
RS SSID.  SSID 5 Bh 7 7 v 1 % X 43Il [X 3k 11 22 AN T 2R 0 4%
TEZXAIE S, AR TAB 2. S+ I #f.

Security . %ﬁ%}gjﬁ)ﬂ
- WEP %

. EAPISIE

+ WPA

VLAN iﬁi‘¥~/}\ VLAN % & .

m%&%ﬁﬁﬁﬂiﬁ%wmﬁﬁwm\MSM ] {d
Express Security ( HRH 22 AL ) T 1] A PUFb 22 4 15 B AT = — A
B Z AN SSIDa HE, BRI TETCE R i 5 Y VLAN, T4
S BO SSID Y 22 Aige TiCK 32 B PR, Ji D] A2 Express Security ( PRId %2
SR ) T I R0 15 R 6 IR S T A BRI E&ﬁ VLAN )

FEOUT . AT O N ARSI S B B (WEP 5% 3 ), i, 2.4GHz
%ﬁﬁ ﬁ%&fﬁﬁmiﬁﬁ%ﬁm*ﬁﬁ
N BEORAE H VIAN, k%% E .
-E%wmm
WR TG 52 465 SSID H RE 0L LK IR R R 5, Tk iz s .
« AHEVLAN
LR A BRI VLAN ID JS N ARAE VLAN, R Z ik B .
Access Point ﬁg%%@%&%@%?ﬂﬁ%%ﬁl—l 1% 4% Access Point (Root) ( #22 N £

R s B2k A&l 1 oR T, 9?4%5!%5%;):%%36’% BIEHr
iﬂ%&MNﬁﬁETf%%%ﬁ%A
&.ﬁu%f’ﬁﬁﬁﬁ%iﬂzutm%‘ﬂimm%ﬁ’ﬁ%)\5 BAT. TEiZH
AT, RTFLLE i & RBERIEN .
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Stratix 5100 B B HIZS S H e X ET4

"N-TEERESKHER (£)

2%

ik

Repeater

hn SRR B 2 A, 1% $% Repeater (Non-root) ( 4 2% ( ARAR ).

FEMS s AR E B I I ORIG, R B % i ) C AR S
ﬁiﬁ i%%ﬂ%%‘%ﬁﬂiﬂﬂ’]*ﬁ@‘)\ﬁ SR TN TS AR

é**ﬁﬁ DICK s E1, T2k oy hakas,  JFSQIE BT AR
AR AL \i‘ﬁ LR 2K S SRR AR ks P ke B 3
%H?@Ui‘mﬁiﬂiﬁﬂﬁfi % ERAIREN

Root Bridge

AR PR S B

FEZANT, Wi B im oKk, JF H, R E e
F AR JR 55 9 2% ﬁ*;’éfﬁ?i’i%*%@é%)jiﬁﬁéﬂﬁ

Non-root Bridge

T, & SR8 B
2B WAVENAEAR MM AT AR, BT RE RN X%, B
U o 2422 11 5 JE R Aironet HE AT SSBE

Workgroup Bridge

6 5 WAP {1 A7 DL I 4 28 5 s L% e N 28 DK o
50924 40 T 200 b 1

FE TARAIRRIR £, WP % P B A B A py, e
SR & AR G e b . T 2L 06 SOCHE 51 24

" TR} Aronet BEA AT A £k L LI RR A 11 AL

i, 4 B A

Universal Workgroup

FRAL T — Tl Stratix 5100 WAP Eﬂﬁﬁﬂ’ﬁéﬂﬂﬁf(WGBs FERI R R

Bridge fﬁ%A5Mﬁ& AN, iZ IR b L WGB BE WS 4L s 4T 1 World
R T
Scanner e NS HRE L B TAE, AR R RS
HISEEE. 1EAFAR, BN UG TR H AR, ﬂ‘/l%ﬁiili%l—]
2% I WDS B2 .
A 2455 X 4% I () WLSE 13 £ L& 15 F I 7 SCRFIZ IR T
Spectrum E % AP VE A5 F R RF T RE AR IR 2%, 5 Cisco Spectrum Expert #/FC &
Optimize Radio MAZ R E R R B A LR T B i, B BB &
Network for LM EENRE.
RIUE BN JEEAE &,

Aironet Extensions

U SRAETEL SR _E R A % 5w 43 7Kk 1 Sl 40 WAP BICUER Aironet B2 7%
B NN S 8 TAEH T TAE, dz&%ﬁﬁqﬂé%%ﬁiﬂa

I35 %F Enable ( JA H ) BT FAECPAT, 1H B 58 BEVEREZE (MIO) BRI
HM%m%ﬁWMWW%%%,Mﬁhﬁ&ﬁﬁﬁmmu%%u

Channel « 24GHz
- A
- JEIE S/
+ 5GHz
- AR
- WS /K
Power o 24GHz

;Gﬁ%j( bl Ty 2255 2 (dBm)
. z
- BRI (dBm)
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Easy Setup (i Z X E ) MEA LW RERERE

F&TT N Stratix 5100 WAP B B A [RE H K% 228 A MMk #E:
o No Security ( oA TREE )
o WEP Key (WEP % 4H )

o EAP Authentication (EAP 5G1iE )

e WPA

fEFH Security (%4 ) TR AH MACE EN R LW E

IEATE A CLIBC B %24, 1E

Z WL 204 T “ 224 CLIFLE

a7

Security : No Security :
Role in Radio Network © Al \wEp Key

) _ EAP Authentication
Optimize Radio Network : D|\ypa
Aironet Extensions: Enable -

Channel: Least-Congested ~
Power: Maximum
Apply Cancel
#< 12- Easy Set-up Security Setup ( B Z R &£ E ) REA LR &ML
REeRA iR BRNZREINEE
No Security XA RN A NI, AR AE N SE37 By e i 1 x
%Smﬁ%ﬁﬁﬁ,ﬁﬁﬁﬁm%wﬂwwﬁﬁm%
J VLAN .
WEP Key LI LL No Security ( TC % 42 DI AE ) M T 22 4 — 2k SiR N WEP.  H 7% SSID AN L 4 5 JE 2k B 4% H T
FC 1) WEP 2548, 0 ity 15 4% JC v FH L AT R BB
g, FASWEP S PIRE Y %3
Wi WEP 22 =L & —Fh A B
A A ML S T 1%
EAP Authentication | 135637 5 FH] 802.1X B&3E, 54w, LEAP. PEAP. EAP-TLS. TR 802X BIE o 3 % SSID SR BR ) 25 St U 4% L 0
EAP-FAST. EAP-TILS. EAP-GTC. EAP-SIM ANFLAhIE T 802.1X/EAP | $AAT 802.1X B11IE
7 i B L L P S B 90 T EAP-FAST JIE, WU
B AR . WEP, FFBGIGIE + EAP, P45 ATC B PRI IE + EAP. U SRR IE B A T i X
EAP BGHIE . 045 45 FE A K2 RADIUS il 45 #8461 i 11 1645 E +EAP,  JULKE 7R T 71 QU7 B
s an 2 W25 E FR) 36T RADIUS JIi 55 a4l A\ IP MBI RIS =2 | ot 268 EAP ] T LEAP S5IF . T U 02K HL 25
SEA (RS 2R U6 IR IR 11 1645). BRI 802.1X B iF 4R At 5h & vity FIC 2 DA i ) EAP-FAST B8-IE, Ut T TC B TPk B8
s, Kk, JEFEHA WEP 24, +EAP,
By SR A 238 AT RADIUS R 55 4, WU N5 RE A FH 42 Nl A | SR P2 L, DR R 2 75 9
AR ST &%, 152 L2 49 DU "Stratix 5100 WA 'EY | ssip g B . [SsID): 41552 T 2 FhL 2% P i A R 11 2
PRERACE JE 2h EAP-FAST, 1|04 ZB . 28 56 FHY TSGR IR AIE + EAP.,
WPA Wi-Fi DA77 1] (WPA) ¥ TE 2k U 1) 8 9k iR 55 s A IR S5 | Sl WPA SR IE . i FH 122 SSID SCIBR AR 25 ) S 8L 2540 A3
XS REHCHR R B (P, 005 {6 PG WEP BE SR O S | SO WA
=AM PR . A0SR T 2 H B S A £ T EAP-FAST B03iE, U
VB, TP, JF I + EAP. FRIZ% AR BT B0 AIE + EAP. 1 SR AR T B P
EAP B8:1IE . o H) 2% £F 27 4 WPA 1 RADIUS JIK 55 28 56-1F 3ty 11 BOAIE + EAP, T4 7R TR 771 GUI 44259 2.
1645 g, 2% EAPAY T LEAP BIF . I B o4k ek
255 EAP BGHERT , 85 Y 4% I ¥ B6-E RADIUS IR 5% i FiC B A ) EAP-FAST B6IE, U DA 20 IAC B i X 56
IO (P B RN R 2B B (RS RS0 AIE S 1 1645). +EAP,
TR AR U, DK BoRiZ S R
SSID Pt B e 5. [SSID]:  4n SR G2 Ha &% 7 ity 45 FH 1
EAP-FAST,  JUI| DA ZBUIC. 2 45 FH it X BGHIE + EAP.
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Stratix 5100 WA E HARSHEN B4

Network ( PX4% ) i@

Stratix 5100 Series

Network (P24 ) T[] 6055 5C T 00 2 1 P AAH & 45 SRS B

Network Interface ( P£54% 1) TUHI%5 H T GigabitEthernet 1 Radio-802.11b.
Radio-802.11a Y Radio-802.11g ¥ M IR, BRI TIEH N AT
AR IO R E .

HOME NETWORK  ASSOCIATION

@ Allen-Bradiey LS UEE. T

NETWORK
Hostname CIP-AP
- NETWORK MAP
mmmmm
Ad] s
+ NETWORK INTERFACE System Settings
Summary IP Address ( Static )
PSS IP Subnet Mask
GigabitEthernet
Radio0-802.11n 2GHz DemauitGataway
Radio1-802.11n 5GHz MAC Address
% i il ) 55 Disable ( 25 ). #4%4
X 2% 1 P T RE %5 % Enable (3 ) 8% Disable (25 ). #%i% %% Enable

(AR, Sl AE BT 1% TUH AR 51 BRA 1 B Disable (251 ), BUAK

30 2% e 5 PRI AT ] 22 R R

ARG

32 - Network Map ( FRI4& AR 5T )

Save Configuration Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Rockwell

@ Allen-Bradley

NETWORK

¥ NETWORK MAP
Summary
Adjacent Nodes

» NETWORK
INTERFACE

Hostname CIP-AP

Automation
g =

CIP-AP uptime is 3 hours, 8 minutes

Network Map: ©) Enable @ Disable
Network Map Table
MAC Address IP Address Device Name Parent Software Version
- Apply I Cancel I Refresh |
Cloosie VAV O O A, GOy rigiht (') 1992-2009, 2011-2013 by Clsco Systems, Inc.

72 13 - Stratix 5100 [ 42 BRET S B4R

E | ik

Network Map

Summary Network Map ( P28 i ) TU MR AL TE 2R M 2% b &5 B & 11015 B .
Network Map ( P £ B 55T ) GLTIIAS 51 tH R 3 P8 42 145
MR FEEF RN EWAEL RS, 153 ILE 103 71
“Assodiation ( F< I ) TITH] o
1EHE Enable (5 F) ) X B 28 RS . I SLi% 4% T Enable (S5 H ),
FESIF UL Z /Y, YI1E Disable ( ZEH ), Iij?éé%-"ﬂé%ﬁ%jcj:
MRS K.

MAC Address i) 5 7 A 2% A FE O ME— B R A o

P Address i 1 E4 1P bk o

Device BERRA (. BEAE . PSS ).,

Name KT 1% & 2R

Software Version W& EARTIEAT AR A

Radio 8 8 T2 HL My 802.11a 2K 802.11b.
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B4 Stratix 5100 B EE A S HUE L
7% 13 - Stratix 5100 [ 45 ARE S Hu3#IA (41)
e 730
Channel B T H IR TE
Age (hrs) RN RAEIRIE N AR PR, ANE B )it
IR TR RS
53D PR IR S i 1596 IR £ A6 ST I 1R SSID. - SSID 5 Bl 2% /- i 16 45
AT R AT 2 A ToL M4
Adjacent Nodes KRN FAE IR GBI R R BRI, AN G sl e
PANRIS R 93]
AP FE iR 1...1000 /N
Network Interface Summary ( 4% #8552 ) 5T @
I 26 42 11
o IP ikt
o TIKLAIKM
e Radio0-802.11n2.4 GHz
e Radiol-802.11n 5 GHz
Summary ( MEYE ) TUIHIEL 75 T GigabitEthernet 1 Radio-802.11b-
Radio-802.11a { Radio-802.11g ¥ H (FPIRAME B, FAK(E BHRT1E
NS B2 g e E
33 - Network Interface Summary ( 4R 3£ 45T ) TR E
Hosthame CIP-AP CIP-AP uptime is 7 hours, 36 minutes
System Settings
IP Address ( Static ) 192.168.1.200
IP Subnet Mask 2552552550
Default Gateway 0.0.0.0
MAC Address e490.69ae 66d0
Interface Status GigabitEthernet Radio0-802 11N CHz Radio1-802 11N°CH2
Software Status Enabled 1t Disabled % Disabled %
Hardware Status upft Down ¥ Down ¥
Interface Resets 2 0 0
Receive
Input Rate Timespan 5 minute 5 minute 5 minute
Input Rate (bits/sec) 0 0 0
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Stratix 5100 15 %% & HL 28 S 4UE X

1o
<+

RU-RGRESHHIR

RprE

s

IP Address (DHCP) / IP Address (Static)

BN 0P Rtk 1P b T A DHCP BhaS /0L, BER SR E

IP Subnet Mask P WAFERD AR IR 709, DAELE SR 3050 1P 3t ik«

Default Gateway TE R 7R BR A LB X X DG [ 1P btk

MAC Address S B T 42 1) Bk e o) 3 1 0 G 4 D % B T PR M — B TR AR

Interface Status GigabitEthernet.  Radio0-802.11N%#HZ £l Radio0-802.11N° M2 [tk 25

Software Status 87K GigabitEthernet  Radio-802.11b+  Radio-802.11a 5% Radio-802.11g 82 I 2 4 # 1 5 Ji FH I 2 25 FH o
Hardware Status &7 GigabitEtheret.  Radio-802.11a.  Radio-802.11b ¥ Radio-802.11g 43 1 (I £E B& WM SUE _EATIE . T 47
Interface Resets B2 O e 4 B B IR

Input Rate Timespan BN RN [R) 8 iE

Input Rate (bits/sec) TEFE 58 i1\ T8 F ][] 25 P A BEFD R0 1) P 351 4

Input Rate (packets/sec)

FERG 52 i N I [ 285 P A A 5 326 B P H 20 8

Time Since Last Input

H AN _E A 1 BRI NS K 6L LUK BRI [ (/NERE S >l AR A X ) o KRR I (8] A B T3
PRI G, AT 3 30 5 A o 4% 1

Total Packets Input

R GRS

Total Bytes Input

RGHRNCE T T R

Broadcast Packets

AGUERICE ) AR R

Total Input Errors

ﬁi%%iﬁJA*ﬁ?@E’]%ﬁﬁ‘j?& CARHA WL KWL X RG WL B ERAN 2N T

IR

Overrun Errors

%?gﬂ%@%ﬁaﬁﬁé%%ﬁ?ﬂ‘]é&ﬁk@ﬁbﬁ, TS 4 AT 2 B T A 38 P i A3k BURE 2 o X
IR o

Ignored Packets

DAL IR 1) Y 24 XS AL, TS B2 AT 81 P s e 22 1 R PR e T 3 KU AR 5
‘%?M}Z”J W% FR K T o

Throttles BeR g2 i X BRACBE 2% 4, T s 11 b PR Se 28 4 2 FH Iy 8.
Output Rate Timespan igu HH S SR RN (R BE
Output Rate (bits/sec) TEE 5 i ) T8 S ) [R) 25 B PN R RD R 0% 1) S350 B

Output Rate (packets/sec)

FEFG 5 it A B 1) 5 A R A A i 326 P H B0 B

Time Since Last Output

H AL E1 Rl AR Bt A ASK R IR 8] (AN 2 BloRIRb A& =X ) o IBe i N 18] Bl Tl 42 11
AU A D, AT 5 B R A7 19X 2% )

Total Packets Output

ARG BB

Total Bytes Output

RGIIERTHREG BIEHIE A MACE 2.

Total Output Errors

BUETCVR AR B AR 1 e A it 25 (0 A0 B A A R i R B
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EZ154  Stratix 5100 WA E HEE S HUE X

R 14- RERESHIR (4E)

R E

ik

Last Output Hang

B _E— 0 d% O RAE SRR KK E B PR, Frid i/ e, 28 BORED R 3 ( BNAR R ).
4115 Time Since Last Input ( B I~ {’I ﬁﬁ)\l« ﬂ%E’JHTIEﬂ Time Since Last Output ( ] _F 7% H: U&EE’JHT[EH Y
Last Output Hang ( b~ % 4 B 8 ) 380 /)N HT%Z%EJ‘; 21 /NI, B RN R AR /NG

Lost Parent Counts
(Repeater Mode Only)

- TfEtR
gk 384 B SRS SHIRUEAR IR B . SR AT Re NETE R N o P K
o RIGUE

H AR AL RN s A B UE B L K K
o FRRBRICHR

EPQL%?}U\ & E YN PN TS RN R

j: N~

*;L%sggﬁﬁf“?%ﬁﬂﬂlﬁ —MERAEAIRE . KEEN RO EH .

e ARG I AL A N i T BB (0 TR OB R AR DA B T I SN R
o REVELF SRR

P A SN R A5 5AZES, P RS UIHe B ) SN I

Association Statistics
(Repeater Mode Only)

U

ENL%EU\T&%FEIHZJ? A PSRN AR MR o0 7 P K

ﬁn%ﬂﬂﬂﬂ%%ﬁﬁwa%”)&%)\ B, I FRESHER
SSID AL AL

;-IE;L%;;T%LI@UT ~UCIE AT 2K 14D SSID PR A BRI M S92 P IR
. B E A

EP%%;I}ﬁ\géﬁxéﬁ%}\ﬁﬂi%EPEEEE‘J)L?&%)\,@EW@UDWEE‘Jﬁt%ﬁu

FALANIL

EP%\%%U\T?%)EEW SRESAAVE B ST N i FR MR Wi 2 AR YR o
BEAE

T 2k A AL AN IR S I SR AN RS B0 A 0 7 PR K
eSS i)

H A 8 R SN s B SR IR 37 SR L 1 U E

88
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Stratix 5100 WA E HARSHEN B4

Network Interface IP Address ( PRIZ& 432 IP btk ) Ti @

A5 FH MG O o PG B A 55 2 003, I 1P ik
ERIAI S 1 1P it

34- L& 3O IP Hbt

Hostname CIP-AP

Network Interfaces: IP Address

Configuration Server Protocol:

IP Address:
IP Subnet Mask:

Default Gateway IP Address:

IP 5~ PR AT

CIP-AP uptime is 7 hours, 29 minutes

© DHeP @ static IP
[ Disable DHCP Address Binding
192.168.1.200

255.255.255.0

0.0.0.0

[C] override DHCP Default Gateway

IPv6
Configuration Server Protocol:
IPV6 Link-Local Address:

IPV6 prefix Address:

IPV6 Address List:

IPV6 Reachable-time:

Network Interfaces: IPV6 Address

© Enable © Disable
DHCP Autoconfig [ static 1P
FE80::E690:69FF:FEAE:6( (X:XX:X-X)
(XXXX-XI<0-1285)
© Anycast © EULB4

FE80::E690:69FF:FEAE:66D0 ~

(0-3600000)

[ ooty ] Goncol_

3£ 15- 1P HutIES BdA

g

Configuration Server Protocol

DCTE P 28 (1] 1P ki 23 FiL 5 W B %S 8. IR &%
R P HE B EC,  IE S DHCP, 40 S 4P 1]
Hodik, TUJ3%E 3% Static P ( FFAS IP). 40 SR 75 S 25 1H DHCP
25, DIJ3% 4% Disable DHCP Address Binding ( 2% F DHCP Hh k-4
e i T e
m@&ﬂ%kﬁgFmﬁﬁﬁ DHCP il 45 % 5 B
P bR TR A R R AT —EA 1P k.

I HOE RN S S DHCP FR %58, T TW
&%ﬁmwmm SR LN & LIRS RN &S]
ETEVE I TREES .. WER T TS T ML E S, N
W AN BRI S

SR | B

'S%ME?%

AN

Sap-ER N AR | B

IP Address

5 PR B 3 BC B DO N AU P . B SR 2% K S
FH DHCP,  TUJAE 122348 Fh i A1 IP Bkl B a2 N A5 1T 1P 3t
Bk SRS FH T DHCP, TS EEAE i .

IP Subnet Mask

NP F R AR IR T, DA LE R iR 5 1P i
Hko ANSRRJE F DHCP, iZ3soke 2 1M fERd . ansRE M T
DHCP, NI Teikf& iz .

BRI 1P Hu kit

NP2 A BRI S 1 1P Mtk o B S T DHEP, TG
FENUZIE, BRIEESRE T Override DHCP Default Gateway ( 78
DHCP BRI )

7B 755 DHCP BRI 5%

250 B AJ I 5 5 DHCP i 5545 P i A BRI R 5C o i 1%
IHRE R IE BN i (15 s RIE, FRATTE WCE A
DHCP fiR 55 2 BT 73 FL A WA 5%, ANEE el o
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T4 Stratix 5100 WA B H S HE L

Network Interface GigabitEthernet Status

( PY4&4E O GigabitEthernet A7 ) T E

{f LTI 2 GigabitEthernet 4% RS

[&] 35 - Network Interface GigabitEthernet Status ( FXI4& 3 [ GigabitEthernet IX 7S ) 51

[ GIGABITETHERNET STATUS ¢

SETTINGS

)

Hestname CIP-AP

CIP-AP uptime is 5 hours, 56 minutes

Network Interfaces: GigabitEthernet Status

Configuration

Software Status Enabled 1t Hardware Status Up ft
Maximum Rate Duplex

Interface Statistics

Interface Resets 2 | No Carrier 0
Lost Carrier 0

Receive / Transmit Statistics

Receive Transmit

5 Min Input Rate (bits/sec) 0|5 Min Output Rate (bits/sec) 0
5 Min Input Rate (packets/sec) 0|5 Min Output Rate (packets/sec) 0
Time Since Last Input 00:00:18 | Time Since Last Qutput never
Total Packets Input 28790 | Total Packets Cutput 39164
Total Bytes Input 3337629 Total Bytes Output 26646083
Broadcast Packets 3120

Error Statistics

Receive Transmit

Total Input Errors 0 | Total Output Errors 0
Overrun Errors 0 |Underrun Errors 0
lgnored Packets 0 | Deferred Packets 0
Framing Errors 0 | Babbles 0
CRC Errors 0| Collisions 0
Packets Too Short (Runts) (0| Late Collisions 0
Packets Too Long (Giants) multicasts) | Last Output Hang never
Throftles

90 By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H

#16- TIRAKMRSSH IR

2K | st

Configuration

Software Status FRUR R O R A LR R R 25
Hardware Status feE O AR G EATIE R NT.

Maximum Rate

DU A2 1 i 54 B - 10Mbps 100 Mbps B§; 1Gbps .

Duplex POKMHE DR L E: 0 a4 L.
Interface Statistics

Interface Resets B e 2 E B IR

No Carrier a0 1) 5 32 T8 R AN AE AR IR EL

Lost Carrier A Ia) b a8 T i 5 R MR




Stratix 5100 B B HIZS S H e X ET4

F16- TILLLK MRS S HH#iR

2%

| sk

Receive Statistics

5 min Input Rate (bits/sec)

FEIE % 5 73 BP9 RERD B A 1 4

5 min Input Rate (packets/sec)

FEIL 2 5 73 b BT R0 A0 B RIS (K B0diE B0 8

Time Since Last Input

H AN _E M FE 1 BRI WS s 6 LUK BRI [ (/NN - 734
AR 3 )0 ROMEIZIN 1A B 86 52 #2 HAOIE (S fk, M
T35 B Aoz 0 2% i A

Total Packets Input

AR GUHRICE SR B RH

Total Bytes Input

RGN 71 B A EUE AT MACE 2

Broadcast Packets

RGBT H s R

Transmit Statistics

5 min Output Rate (bits/sec)

FEIL 2 5 73 B BT B R3 A0 B AR (K L4

5 min Output Rate (packets/sec)

FEIE 2 5 70 b B SRR BORE (K 200 8

Time Since Last Output

QML&%D&%E%@%@M%MW@(&M iRl
WOk ) o HIBEIZIN 18] A BT 0 52 52 B S 108, AT
ﬁ%%hﬂ%@ﬁ

Total Packets Output

RGRIEIH B A H.

Total Bytes Output

RGIIE TR AIEEE A MACE 32 .

Error Statistics/Receive

Total Input Errors

ﬁi%%%kﬁ%m@ﬁéﬁ (R R UTIN GRS
L X RG MTs EIERATZNS AR IR .

Overrun Errors

DRI N3l 5 o | & ) Kl A B 7, T e i

Ignored Packets

PEIEFAR B (0 Bl 3k B BRI 2 DX AR EL
4%

E%Dﬁ#%ﬂ%%WBKE,W1¢WUMﬁﬁ@&
E%@%%ﬁiofﬁﬂﬁﬁwﬁﬁgﬁ&%%MMﬁ

Framing Errors

CRCErrors

AN IEB ISR A RO 15 M JF 58 50 8 o7 =% ) Hedh
Ko TXELHRR DA LA 0 3 5% sl B T e A AE SR 3R o
HHF?QuF%fﬁrjitfﬁlﬁfE 23 B 26 A IR K IR TL ARG A

Pt SR R A IR AN AL . IXSEER R TR
Eﬁﬂ%m%uﬁﬂé&$§ﬁﬁwﬁﬁ%ﬁm@ok

B 1 RCEFIRIE R & T2 R ek A R

Packet too Short (Runts) DR ZINF A J5 ) B /N A0 K /N T 0 25 3 A 0 2. 491
W, ATART/INT 64 575 18 LUK 9 B5HE  00K JR A A
Packet too Long (Giants) BRI KA o ) e R s 0 K /IN T e 5 5 R B A0 40
@$,Eﬁk?w 8 7719 I AK I B4 . R K A0
Throttles

7k

AN

%%g[&kﬁﬁkﬁ At 11 AR A

Error Statistics/Transmit

Total Output Errors

B TC T2 A6 18 i 2 A i e (0 ) 2% P R K

Underrun Errors

FSPS BRIBAT TR A PT 16 H AR AL B RE ) B RE

Deferred Packets

I 8] S S99 Bl B 4

Babbles

R 1% Jabber B [E] R S X2
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Stratix 5100 1% 7% & LA S 4E X

92

F16- TILLLK MRS S HH#iR

SH IR

Collisions ?@jﬁ‘%iﬁﬂ@kﬁﬁi?ﬁi@iﬁ’]ﬁﬁ@iﬁ (BEEH T2 T
R T\

Late Collisions JE A R . 12 RO R Ry SR I 1 1 KT i
B Eetn,  DUKPIESCR 28 K, 3 A IR RIBE 22 vt
AR R%E, BULAERCBMEH T 24 h4kds.

Last Output Hang H b O R EFER R E B LSk, Frgid i/
B AR ECRIAb BN AL (SRS ). 24 Time Since Last Input

PN

(QJ:]J( iA}\U\ﬂ%E’JHT[Eﬂ) Time Since Last Out ut( B B
LSk st 1a] ) B Last Output Hang ( _E /¢ HY 25 & ) 4 o /N isf
Hor Tt 24 /NI, O SR R BCF/INE 3
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Stratix 5100 WA E HARSHEN B4

MI4&IE]: GigabitEthernet 1% &

ST {of P A2 5 B DT R SR v AT AP BRIE

_[c_GIGABITETHERNET STATUS  )- SETTINGS 3

Hostname CIP-AP CIP-AP uptime is 8 hours, 13 minutes

Network Interfaces: GigabitEthernet Settings

Physical Settings

Enable Ethernet: @ Enable © Disable

Current Status (Software/Hardware): ﬂEnab\ed 1} Up
RequestedDuplex: * @ Auto © Half © Full

RequestedSpeed: * @ auto ©) 1000 Mbps 2100 Mbps © meps

hopty | Cancet |

* Do not modify 'Requested Duplex' or 'Requested Speed' while using inline power. Changing these seftings while using inline power may cause the
device to reboot. See documentation for details

AP Authentication
Credentials: < NONE > - Define Credentials
Authentication Methods Profile: < NONE > i Define Authentication Methods Profiles
[ Appy | Cancel |
F=17- FIRUXN S HER
SH | ik
Physical Settings
Enable Ethernet )=1:E|
%R
Current Status =1
A7
Requested Duplex PAKM DRI L% E: Auto( H3). Half

(20 ) A Rull (42X )

SEEUT: N6 IR, REENR
LT o A58 FH PN 0 L Y05 B MO L 15 B AT R
R
Requested Speed Azl

1000 Mbps

100 Mbps

10 Mbps

EERGT: {5 T, REEK
Ig . A A Eﬂﬂﬁﬁﬁﬁﬂﬂlﬁ%ﬁﬁﬂﬁﬁ
Fk A

AP Authentication

Credentials e FRAEIE B 2 Define Credentials ( & X IFS ) Bk4%
1| AP Authentication (AP 3&:41F ), #& W #E L 58 LT
KL .

Authentication Methods Profile B B S4Bk B T Authentication Methods Profile

( BEAIE 5 VA BL B ST ) Bk 21 AP Authentication

(AP 36AIE ), AT LR ST 7% I & A
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M43 : Radio0-802.11n 2 GHz 70 Radio1-802.11n 5 GHz R 7S

Radio Status ( T HARAS ) A1 Detailed Status ( VEAIPIRZS ) LML 724
G 4 o R AT 0 0.

4 T < 4
J RAD'°S°_;:$‘2]-S11 N T; DETAILED STATUS T; SETTINGS T: CARRIER BUSY TEST W
Hostname CIP-AP CIP-AP uptime i § hours, 3 minutes
Network Interfaces: Radio0-802.11N>4*** Status
Configuration
Software Status Disabled ¥ | Hardware Status Dovn ¥

Operational Rates 1.0,20,55,11.0,6.0,9.0,| Basic Rate
120,180,240,360,480,
540, m0-2, mi-2, m2-2_ m3-2
. Mm4-2 M52, me-2, m7-2
mg-2, md-2, m0-2, mii-2,
mi2-2 mi3-2, mi4-2, m15-2
mi6-2, mi7-2, m1g-2, m19-2
m20-2 m21-2 , m22-2 , m23-2

1.0,2.0,55, 11.0 Mb/sec

Mbisec

Aironet Extensions Enabled | Carrier Set Americas
Configured Radio Channel 0MHz Channel 0| Transmitter Power error
Active Radio Channel 0 MHz Channel 0 | Channel Width 20 MHz
Role in Network Access Point

Antenna Gain 0dB

Interface Statistics

Interface Resets 0

Receive / Transmit Statistics

Receive Transmit

5 Min Input Rate (bits/sec) 0|5 Min Output Rate (bitsisec) 0

5 Min Input Rate (packets/sec) 0] 5 Min Output Rate (packets/sec) 0

Time Since Last Input never | Time Since Last Output never

Total Packets Input 0| Total Packets Output 0

Total Bytes Input 0| Total Bytes Output 0

Error Statistics

Receive Transmit

Total Input Errors I 0| Total Output Errors I 0

Throttles | 0| Last Output Hang | never
oo ] Fereer

R 18- TELBENEEMGIHE S SR

g

| ik

Configuration

Software Status

FernE: R A 0 s IR 225 H .

Operational Rates

BEA AL A RO (K B A 4k 22 ( DAMb/s Ko ). e
U 28 DU 1) i i 3 A IR M . B SRR R LA B
T, VAR IBYT B2 RE U6 A M EuE 1 il R

h=r

Aironet Extensions

TR E I SRR} Aionet 77 RS, IIE ke
Aironet Extensions (Aironet 3™ &% ). 2 HZa% 0 R il #2 N ML A2
A?ﬁm%,wm,wﬁmmo

Carrier Set

RN S TR EE. BER KBRS T AT Rz
FIThR S .

Current Radio Channel

802.11b  802.11a BX 802.11g JC £k 1) 24 Hif il 18 I .

Transmitter Power

%fﬁgiﬁjﬂ’llﬂsz@i BRI\ 2 v B g g ST S Vr I

ESIES

Hardware Status

RO NLB IR FATIER N7, 8%, mEEHT
Software Status ( ZX4RZS ), Hardware Status ( A f4-IRZS ) #o8 |
1T MHE R T Software Status ( #RAFIRAS ), i Hardware Status
(BEERRAS ) N FAT, WP .

Basic Rate

JE P BB AN 22 SR IN P A7 B BLE 0 3 T Ak, e E D>
Ko — A HR AL iR R i B O RAH R

Role in Network

i‘%)g'f (R ) 52T 1Y Stratix 5100 465 JC £k 2 )™ i M2 42 2147 26

TAEZH PR 2 T 1 Stratix 5100 25 4R AP [ TG 260 7 i
F Tl ek B i e — AN el 2 A R Ui

Antenna Gain

AIEEE R RAS . 1 nT {37 F Web 1T 12 B 34 25
(Radio Interface - Detailed Settings ( To 2k 4% 1 - HE4H ¥ &)
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18- RAEREORENGHS S SRR (4)

SH | ik
Interface Statistics
Interface Resets ‘ P2 0 5 4 L B IR IR B

Receive Statistics

5min Input Rate (bits/sec)

PR 2 5 430 LT AR R B B

5 min Input Rate (packets/sec)

FEIE 2 5 5p B LSRR D B S A B0 (B

Time Since Last Input

H A BV L1 A Bt £ ORI N e, 2B A
PO H, RIGRIZIN (847 B8 58 5 OB 708, AT
55 B E A 1 5 1

Total Packets Input

AR GHRNCE] TR LB

Total Bytes Input

RGN TS E BIEEOE AN MACE 3

Transmit Statistics

5 min Output Rate (bits/sec)

5 min Output Rate (packets/
seq)

FEI & 5 0 B P R READ Bl ORE AL H
FEIE 2 5 5p B P SRR BORCE () 300 (03

Time Since Last Output

H AN b 11 i a0 IR R 8] (/N 3BT
o ) HIBEIZIN 18] B 10 52 52 A5 10k, AT
5 Bl 5 oL Do 46 ] L

Total Packets Output

RGIIERIH B BHL

Total Bytes Output

RGIGETTREG BIEHIE A MACE 2 .

Error Statistics

Total Input Errors

RAR SN R RURE, SRR Kb
TCEMIX . (RCG i HABFRFNZHE T H S 1%

Total Output Errors

BUE TS B i A% fan S B I A5 R iR A

Last Output Hang

H b—kE: O L FERT KK E B LK, Araid i/
B A B BORIRD B (B R e 24 Time Since Last Input

( H SN LIRS 8] ). Time Since Last Output ( I _E k% H!
DL PRI IR] ) 25 Last Output Hang ( - Vi tH 55 ) 4 /1NN g
Bk 24 /B, R RBCRT/N £

Throttles

i
ﬂ@g%@@%ﬁ%ﬁﬁ, A o 11 i i 2
IREL o

pmm g
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MRS

ZIUH R T O RTEARESE R .

& 36 - 3 OIFMIRTS

RADIOD-802 11N>46H2
STATUS

Hostname CIP-AP

DETAILED STATUS

Y

SETTINGS

ERR

CARRIER BUSY TEST 1

CIP-AP uptime is 6 hours, 7 minutes

Network Interfaces: Radio0-802.11N**5"Z Detailed Status

Radio

Radio Type Radio Ibiza 2.4 | Radio Serial Number FOC1725450Q
Radio Firmware Version 4101

Receive Statistics Total Last 5 Sec | Transmit Statistics Total Last 5 Sec
Host KBytes Received 0 0| Host KBytes Sent 0 o
Unicast Packets Received o 0| Unicast Packets Sent 0 o
Unicast Packets To Host 0 0| Unicast Packets Sent By Host 0 o
Broadcast Packets Received 0 0| Broadcast Packets Sent o o
Beacon Packets Received 0 0 | Beacon Packets Sent o o
Broadcast Packets To Host 0 0| Broadcast Packets By Host 0 0
Multicast Packets Received o 0 | Multicast Packets Sent 0 o
Multicasts Received By Host 0 0 | Multicasts Sent By Host 0 o
Mgmt Packets Received 0 0 | Mgmt Packets Sent 0 0
RTS Received o 0| RTS Transmitted 0 o
Duplicate Frames 0 0| CTS Not Received 0 o
CRC Errors o 0| Unicast Fragments Sent 0 o
'WEP Errors o 0 | Retries 0 o
Buffer full 0 0 | Packets With One Retry 0 o
Host Buffer Full 0 0 | Packets With More Than One Retry o o
Header CRC Errors o 0| Protocol Defers 0 0
Invalid Header 0 0 | Energy Detect Defers 0 0
Length Invalid 0 0 | Jammer Detected o o
Incomplete Fragments 0 0 | Packets Aged 0 0
Rx Concats o 0| Tx Concats 0 o

[ Cear | Refresh

F19- M4E3E O : Radio0-802.11N2.4 GHz F1 5 GHz I 4HIK 7S

S | stk
Radio
Radio ype Bt BRI 515

Radio Firmware Version

WAP b %2355 ) =4 iy [ 1 Rl AS

Receive/Transmit Statistics

Host Kilobytes Received/Sent

J 55 4% A5 RS T 1T 4

Unicast Packets Received/Sent

RRT R

R R/ ROR I PR RO T R

Unicast Packets Sent To Host/By Host

H IR 55 2 PR A / R ) Pt B B

Broadcast Packets Received/Sent

HIER N RN 1 RO ) He e e A

Beacon Packets Received/Sent

I N RLER L 1 RS B B B B

Broadcast Packets To Host/By Host

H IR 55 8 PR 1 K AT Sk A B

Multicast Packets Received/Sent

o FRUYCEA RO L K (10— A1 VKRR )
o ROER R B (1A KR ).
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2219- M43 Radio0-802.11N2.4 GHz F0 5 GHz I ELHIRAS (45)

2%

ik

Multicasts Received/Sent By Host

H IR 55 A AL 1 % 1 22 Sk Bl B

Mgmt Packets Received/Sent

AN RIS 7 RIE I8 RS .

RTS Received/Transmitted

FEON BRI 1 A8 B2 RTS T g CTS i %

Duplicate Frames

AT P PSRRI faos Bl B S R ) A

(TS Not Received RN SR 1 TS i
CRC Errors IR RCARZ M .50

Unicast Fragments Sent

PN L E BRI P B

WEP Erros FEI 3\ A T VA 3 R T 0 25 O

Retries SRR HOR B I AL

Buffer full REBREUA MR, EREE R, wRIZE
DX AR Rl L AR

Packets With One Retry —WRERREHOEEAE.

HostBuffer ull ROEFIRE BRI, TR, HBIG

DX P ) B A AC

Packets With More Than One Retry ZRERKRENEEAE.
Header CRCErors BEIRCE] 10 3k ROSH R KO
Protocol Defers R T WIRE

Invali Header BRI R H R

Energy Detect Defers

AL I e A HE S i

Length Invalid

PSR PR B2 T Rk i B

Jammer Detected BB I BR
Incomplete Fragments BRI R A R BUE AR .
Rx/Tx Contacts BRI A %
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Network Interface Radio Settings ( PX4Z3E 1 kIR E ) TUEA

Secting ( 1 ) TUIHRAL T FFACE B IO SR B . KB SR S
Easy Serup ( (81 5 ¥t B ) DT #5402 .

37 - Interface Settings ( 3£ 1% & ) T A

[ 2.4GHZ fa = i
(g RADIOD-802.11N H DETAILED STATUS \I/; SETTINGS T: CARRIER BUSY TEST 1
STATUS
Hostname CIP-AP CIP-AP uptime is & hours, 11 minutes
Network Interfaces: Radio0-802.11N>#%"Z Sattings
Operating Mode: Mixed
Enable Radio: ©) Enable @ Disable
Current Status (Software/Hardware): [isabled 3 Down 3

Role in Radio Network: @ Access Point

© Access Point (Fallback to Radio Shutdown)
' Access Point (Fallback to Repeater)
) Repeater

© Root Bridge

) Non-Root Bridge

© Root Bridge with Wireless Clients

) Non-Root Bridge with Wireless Clients

(@] Workgroup Bridge
) Universal Workgroup Bridge  Client MAC: (HHHH.HHHH.HHHH)
) Scanner
@] SpectrumSpectrum Imformauon@
11r Configuration: Denable @ disable

© overair ) overds Reassociation-time: (20-1200 ms)

3% 20 - Radio0-802.11n 2 GHz F1 Radio1-802.11n 5 GHz 1% &} i4

e ik

Operating Mode GAETE R TR AT 2 M, D, 802.11b.  802.11g 8K
802.11n,

TREHET LR A B RN SR 2 AN 7 0

Enable Radio HATHEATER. B KEITHRE LS4, A

Ja Tk, HEPEENZ UM .

B3 Network ( 2% ) > Network Interface ( /¥ 4% 4 1 ) > Radio0-802.11n 2 GHz
( BX Radio0-802.11n 5 GHz) > Settings ( 15 & ) & FH £k Hi .
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%% 20 - Radio0-802.11n 2 GHz 0 Radio1-802.11n 5 GHz 1% BEHAIA (4L)

S IR
Current Status AR BT LR k. BB TR BN, %A
F AR

CBEIRE — E47 1 T/
© EPERA — A7) FAT R

Role in Radio Network

AT M A . IA
YN

. Higg
. IR
- AR

o A
o LAFHRIHF

- PR
A

ELHAMER, S N8 T * LA AL E SRR

11r Configuration

EB%E@ZJHWD‘(, PSRRI . 75 ZEAE R 45 PR FH WDS

[=}
- ZEH

« Qver-air
« Over-ds

o« EEPIOCHCATIE]: (20...1200 ms)
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38 - Interface Settings (£ 1% & ) U@ ( )

Data Rates: l Best Range ][ Best Throughput “ Default I
1.0Mb/sec @ Require © Enable ) Disable
2.0Mbisec @ Require © Enable ) Disable
5 5Mbisec @ Require ) Enable ) Disable
11.0Mbisec @ Require © Enable ) Disable
6.0Mb/sec () Require @ Enable ) Disable
9.0Mb/sec () Require @ Enable ) pisable
12.0Mb/sec () Require @ Enable () pisable
18.0Mbisec () Require @ Enable © Disable
24.0Mbfsec () Require @ Enable © Disable
36.0Mbisec ) Require @ Enable © Disable
48.0Mbisec () Require @ Enable © Disable
54.0Mbisec ) Require @ Enable © Disable
MCS Rates: 1] 1 23| 4|5]|686 7891011 |12|13| 14|15 |16 |17 |18 |19 |20|21|22|23
Fnable @ | @ | @ | @ | @ @ | @|@ @ | @| @ @ @ @ @ @ @ @ @ @ @ e @@
Disabl @ @ ©|@® | © @ ©|©®|©)©|©® ©|© @ © e 6 © 6 e e’ee
Transmitter Power (dBm): @230 20017 ©14 O 11 ©8 O 5 @ Max Power Translation Table (mV/dBm)
Client Power (dBm): Local ©23 © 20 ©17 ©14 © 11 ©8 ©5 @mMax
DefaultRadio Channel: Least Congested Frequency ¥ Channel 0 0 MHz
Least Congested Channel Search: Channel 1- 2412 MHz =~
(Use Only Selected Channels) Channel 2 - 2417 MHz
(Channel 3 - 2422 MHz
Channel 4 - 2427 MHz
Channel 5 - 2432 MHz
Channel 6 - 2437 MHz
Channel 7 - 2442 MHz
Channel 8 - 2447 MHz
Channel 9 - 2452 MHz
Channel 10 - 2457 MHz
Channel 11 - 2462 MHz ~
Channel Width: 20MHz ~ 20 MHz

100

%% 21- Radio0-802.11n 2 GHz 0 Radio1-802.11n 5 GHz 1% & #i 1R

2%

ik

Data Rates

LN

R v

REETE

1.0, 20, 55. 110, 6.0. 9.0. 12.0. 18.0. 240. 36.0. 48.070
54.0 Mbps

- WEL AWM. 2

MCS (802.11n) Rates

0..23
JA A

M

Transmitter Power (dBm)

TRE RIS R D)2 E (dBm). 2.4 1 5 GHz To LR (K D 3B AN
EAIT 2 PR 37 B R A A [ T

Client Power (dBm)

fRE T s i T 5 AP E D) R B . R IR 11
ELAAS I B RS PR S IR T RS S . 2.4 715 GHz To Lk Y
DFAEAF . e 2 P B MEE AN [T 57 .

Default Radio Channel BEAHPORIEE R
(AU P P i e )
Channel Width 20 MHz / 40 MHz
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39- Interface Settings ( £ [1% & ) 51 (4L)

World Mode

Multi-Domain Operation: @ Disable

Country Code:

Receive Antenna: Diversity
Transmit Antenna: @ Diversity
Internal Antenna Configuration: @ Enable

Antenna Gain(dBi): 0

+ [ indoor  [7] Outdoor

Legacy © Dot11d
[7] center(C) [7] Right (&)
© Right (&)
© Disable

(-128 - 128)

%% 22 - Radio0-802.11n 2 GHz M Radio1-802.11n 5 GHz i& & 114 ( 4% )

World Mode
Multi-Domain Operation

3
IHz
Dot11d

Country Code

EZMAE. =X, =4
E Z ALY ZE World Mode ( tH FH gL, ) it &y
802.11d i /] FH o

Receive Antenna

o
/£ (B)
(0

Transmit Antenna

FAES
72 (8)

Internal Antenna Configuration

A H
A
KL 25 (dBi): (-128...128)
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EZ154  Stratix 5100 WA E HEE S HUE X
40 - Interface Settings ( ¥E 1% & ) TAE ( £X)
Traffic Stream Metrics: ) Enable @ Disable
Airenet Extensions: @ Enable _) Disable
Ethernet Encapsulation Transform: @ RFC1042 ) 802.1H
Reliable Multicast to WGB: 9 Disable ~) Enable
Public Secure Packet Forwarding: ) Enable @ Disable
Beacen Privacy Guest-Mede: ) Enable @ Disable
Beacon Period: 100 (20-4000 Kusec) Data Beacon Rate (DTIM): 2 (1-100)
Max. Data Retries: 64 (1-128) RTS Max. Retries: 64 (1-128)
Fragmentation Threshold: 2346 (256-2346) RTS Thresheld: 2347 (0-2347)
Rocot Parent Timeout: 1] (0-65535 sec)
Root Parent MAC 1 (optional): (HHHH.HHHH.HHHH)
Root Parent MAC 2 (optional): (HHHH.HHHH.HHHH)
Root Parent MAC 3 (optional): (HHHH.HHHH.HHHH)
Root Parent MAC 4 (optional): (HHHH.HHHH_HHHH)
EE: MOWILAHERERHPRE, WEEEBE.
7% 23 - Radio0-802.11n 2 GHz F11 Radio1-802.11n 5 GHz 1% & $#id ( 4% )
Traffic Stream Metric )=1:E|
5
Aironet Extension =1
£ F
Ethernet Encapsulation Transform RFC1042
802.TH
Reliable Multicast to WGB =1
£
Public Secure Packet Forwarding J2
P
AN
Beacon Privacy Guest-Mode =18
ZEH
Beacon Period 20...4000 Kusec
Data Beacon Rate (DTIM) 1...100
Max. Data Retries 1...128
RTS Max. Retries 1...128
Fragmentation Threshold 256...2346
RTS Threshold 0...2347
Root Parent Timeout 0...65535s
Root Parent MAC 1....4 (optional) HHHH.HHHH.HHHH
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Association ( 5<EX ) T1 @

FOR TR

T PAT DRI, DS B Ao 2iEIE E eSS, FER
EARIRIE],  TE 2B WrT T4 28 L4 1) B AT RIS 4 #0, TR
PATEBAMK, R )E Bl R . 2 T iR .

F; RADIOD-802. T1NZ *6Z
: STATUS

DETAILED STATUS

ﬁ SETTINGS T; CARRIER BUSY TEST

Hostname CIP-AP

Carrier Busy Test:

Network Interfaces: Radio0-802.11N>*¢"2 Carrier Busy Test

Start

CIP-AP uptime is & hours, 36 minutes

‘Carrier Busy Test Output

fE£ Association ( KIK ) WA &%E 5 AP (FEAR AP BZUT ) BISC AP
(ETARAMRT ) SRBCHI R 3 {5 2

[&] 41 - Association ( X ) 7T

@ Alten-Bradiey
Association

Activity Timeout

Ssys Configurstion  Ping  lagsul  Refresn
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Stratix 5100 Series Rockwell

Automation

WGB uptime i 3 days. 23 hours, 17 minutes

ian
Cients: 0 Infrastructure chents: 1
view: [l Cient B infrastructure ciient
Radio)-802. 11H24%z
551D Dog
Device Type Hame 1Py Address 1Pv8 Address WAC Address Stats Farent VLAN
2p2600Far aF 10.208.684.210 0068,0344 8210 Associated none
Radio!-802 11HE
N ©m
Close Window ‘Gopyright (¢) 1952-2013 by Gisco Systems, Inc.

Ji2] Error on page.

€ Local intranet | Protected Mode: Off ET5% v

@ -

3% 24 - Association ( <Ff ) TTES H3H A

g

ik

SSID

EX S

Device Type &I,

Name BREERIATR.

IP Address 2 A 1P il

State P 3 RPIR A T LS Associated ( 2 9CHE ) B¢
Association Processing ( < B AL FR 1 )

Parent TE LR TCE % J i B 4% o
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Wireless ( Tc2k ) T1 [

104

3% 24- Association ( <E£ ) TTE S ¥k (48)

2% ik
VAN PR VLAN 2 75 EL Bl A B4 7%
MAC Address AR 4% 8] (MAC) R ik i 36 78 4 T 46 19X 4% 2 11 g v —

PRURASF . a0 FL e MAC Address (MAC HiLHE ) 582, 4 Bk 2]
/Lss%ation: Station View - Client ( J<IBc: ARt I B — & 7 i )
i

Activity Timeout FEZTUE S, TR E N s PR ANE 3 B 45 (M AD 4L.
o W5
1552 R Aironet 142K 51
o BRI (RT3 )1...100000's
TR 2B RIRIFHR L 22 2 AN B L T R I
BN U] BT Bl E -
o ECORE (FTIE)
TREANE R AR 2 HH 2 RIRIRTE, &
FUVF I e R BB H -
o P TR — &P LAESEZHR
o HRARSE — P4 AR,
o TAEHMM — TAEHMTZHR.
o SRE(AEERNE S ) — RENEFH LK.

Wireless ( o2k ) TR HETICZ RS MEYE . 8] 15 M) AP Jo 2k ik 55 A1l
WDS/WNM 7 #li% & .

Hostname CIP-AP

Wireless Services Summary

AP

FETCL Rk M SR T A 55 (WDS) 4 s PR FF TE 28 J 3 i v
HAT CCKM hREM % ) o B4 I FEUE LR A7 . = HAT CCKM TIfER
e N RN R TR MR R, WDS R i A
REBHFEN s L5077 S AH 2N i 8] (A% A e L »
RRGiHE T HIRERI [A] .
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42- Fo 2% AP FR S5 18% e

Rockwell
@ Allen-Bradiey LT L UEL. L] Rt ation

Wireless Services
Hostname CIP-AP CIP-AP uptime is 8 hours, 4 minutes
AP
Participate in SWAN Infrastructure: ©) Enable @ Disable
WDS Discovery: @ Auto Discovery
© Specified Discovery: DISABLED (IP Address)
Username: DISABLED
Password: ssssssss
Confirm Password: ssssssss
a::?‘ir;t;c;:l&r:e < NONE > ~ _Define Authentication Methods Profiles
Close: VWirndow |10 0000000000 O, Copyright () 19912-2008, 2011-2012 by Cisco Systems, Inc.
Technology
3% 25 - Wireless AP ( JC£k AP) T & Hiisid
et iEpy
Participate in SWAN JaH
Infrastructure 2 7]
a~
WDS Discovery Hzh kI
FaE AL (P Mk )
Username Z5HH P4
Password 2 55y
%M"E ﬁyz@aﬁi,fq: Authentication Methods Profile: < NONE > B Define Authentication Methods Profiles I
Define Authentication Methods Profile ( & SC3&1iF: J7 ¥ E B S+ )
B FH B 3] Security > AP Authentication ( 2 4 > AP 53 )
WEAER, HZS I 110 TUF “Security (%24 ) TUH
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WDS

AE R 4 E G E AR 5, LRI B A R R
WDS IhREMIEA KL, N P B R Rk . 2 &gl kS
JoZe A E . (8 BN 28 e 1R DR S AR R AR 55 (WDS).

BRI ERS L, ES W 353 1K L E WDS Al 224
Y“”z JE o

[&] 43 - WDS ( Fo£k 15 ARk 55 ) Status (WDS K75 ) T2

Save Configuration Ping Logout Refresh
HOME NETWORK  ASSOCIATION  WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

llen-Bradle Stratix 5100 Series Rockwell
@ A Y Automation
Wireless Services = WDS STATUS e GENERAL SET-UP )z SERVER GROUPS )
Hostname CIP-AP CIP-AP uptime is & hours, 9 minutes
AP
WDS Wireless Services: WDS - Wireless Domain Services - Status
WD S Information
MAC Address IPv4 Address IPv6 Address Priority ‘ State
AP Information
Hostname MAC Address IPv4 Address IPv6 Address | CDP Neighbor | State
Mobile Node Information
MAC Address IP Address State SSID VLAN ID BSSID
Wireless Network M Inf, .
IP Address Authentication Status
. =
Clase Wincow | R O, Copyrigiht () 1992-20089, 2011-2012 by Cisco Systems, Inc.
Technology

Z UL T O B e EUR S RS B .
3% 26- L2 WSD/WNM F #1i% B T E 2 83 iA

S | st

WDS Information

MAC Address * ﬁwvﬂ%‘*%J (MAC) Hiu kit 2 il i 75 29 TG 45 X & 2 1 fg fE—
/Tl/\ﬁ“o

IP Address ST TE 2R A 4 N S Y 1P Mk

Priority TR I WDS 15 3% 2 1) — MRS i dn s, BRI 1...255. B
B =L Se g4 5 BRI WDS % A9 3l WDS .

State EREBASRE (EMEE).
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% 26 - F£ 2% WSD/WNM 5 £

WERNESHHE (5)
&

2K | ik

AP Information

MAC Address {gﬁlﬁlﬂf%J (MAC) Hhbik /2 il 385 5 40 C 4 X 4% 482 1 (R M —
REFo

IP Address B | PR ARSI 1P HudE

(DP Neighbor CDP 4% Fry P il Je 3o b b A3 He e N ) AR R
i [ o

State SR | PAERRRPRS (EM S )

Mobile Node Information

MAC Address

A5 I 1] (MAC) Rt 2 1) i 7 40 P & X 485 4 1 Py f—
1‘/T1mﬁ

IP Address B | Rk AR I 1P Hb Ik o

State BIRE g | PR IR (EM S )

SSID F6 78 I Z2 VLAN [ SSID,

VLANID e '5SS|Dé%ﬁmﬂﬁ)ﬁmuizﬂ)%iﬁmﬁ%u%o FRTHT D2
Hh, BT Y VLAN 23 it — AN 44 R

BSSID ?‘é%%ﬂﬁ%%%;ﬂffmﬁﬁﬁ MACHE . HA RS AR — 4

AL IEAE ) T AR .

Wireless Network Manager Information

IP Address

L NPT ST AR N T LA P O To 2 M 55 1 P St

Authentication Status

T IR T R I _E BRI B % (13, AR
ISR
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[%] 44 - WDS and WNM General Set-up (WDS 1 WNM E #11&% & ) T1

-Brad| Stratix 5100 Series Rockwell
@ Afien-Biradiey Automation
Wireless Services N WDS STATUS : GENERAL SET-UP hE SERVER GROUPS )
Hostname CIP-AP CIP-AP uptime is 8 hours, 7 minutes
AP
wDS Wireless Services: WDS/WNM - General Set-Up
WDS - Wireless Domain Services - Global Properties
[7] Use this AP as Wireless Domain Services
Wireless Domain Services Priority: DISABLED (1-255)
[7] Use Local MAC List for Client Authentication
WNM - Wireless Network Manager - Global Configuration
o Configure Wireless Network Manager
Wireless Network Manager Address: DISABLED (IP Address or Hostname)
Apply
Closie VWindow AV COPyrigit () 1982-2008, 2011-2012 by Cisco Systems, Ine.

Technology

% 27 - Wireless WSD/WNM General Setup ( Fc2% WSD/WNM E #11& & ) TTHEI 28314

B4 | sk

WDS - Wireless Domain Services - Global Properties

Use this AP as Wireless Domain Services S AP AE NI RS, Mk iZ EkHE,

m%ﬁgﬁ%Aﬁ&ﬁwm,U@ﬁﬁihGWM§F PO 22 A, BARE
ZEEN BB GTE B 2 F) WNM A WLSE i 4E, Wﬂ*ﬁgﬂﬁ
m%ﬁ%hﬁkﬁﬁﬁwm&ﬁﬂwm,MF@%@ﬁ@H%AEMEﬁWM Xt T
TEIWDS, Bde PRI N

-ﬁ%ﬁﬁ%%@ﬁ%%% T%mﬁ“ o

TR 2 Pt 4%, BRI N FEID WDS 7 A 2 BRI S5 BB 25 P i 14 45 TR

Wireless Domain Services Priority % B WDSLAE . %45k WDS (1 1...255,

Gt 5 Jot ey 35 WDS 82 N\ i K AR B WDS #2 N Ao 0 R4 N\ TG B Ay 4% T WS,
WU g AR A S WDS HOFE N s ) FL e L5 9, DA T WDS 7 B BUIR AL e 2%
A WDS AR, A R AR SE ZR A% F WDS K5 B 975 311 WS

Use Local MAC List for Client Authentication | B2 {gi FF WDS % £ _I- it B [ A Hh %1 2% b 1) MAC Hh L 38 3IF 2% o e e 4%, 3 P IR HE .
USRI P SR AE, T WDS % 45K 1 F Server Groups ( il 45 #5 2H ) T THI R 48 22 A MAC
HihEIGIE AR 55 4%, HRAE MAC I SR 36 1IF 25 F s

14 Use Local MAC List for Client Authentication ( 57 FF 451 MAC 71| 3R 3547 2% /7 i BAIF ) SGEAEA 2=
ﬁ%ﬁ;ﬁﬁ%%ﬁ%?MM%%ﬁuE%%?W%%%MM%%%E%@T*¢$
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45 - WDS Server Groups (WDS fR 558540 ) T

(o] . Stratix 5100 Series Rockwell
& Alien-Bradioy Automation
Wireless Services & WDS STATUS & GENERAL SET-UP A SERVER GROUPS N~ A
Hostname CIP-AP CIP-AP uptime is 8 hours, 11 minutes
AP
wDs Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: DISABLED

Group Server Priorities: Define Servers

- Delete Priority 1: < NONE >+

Priority 2: < NONE > ~

Priority 3: < NONE >~ =

Use Group For:

@ Infrastructure Authentication

© client Authentication

Authentication Settings $8ID Settings
[J EAP Authentication @ Apply to all SSIDs
[ZJ LEAP Authentication © Restrict $SIDs (Apply only to listed SSIDs)
[ MAC Authentication SSID: DISABLED
[l Default (Any) Authentication = Remove

% o

U FeVF I B E W] B WDS EZ IR fUE SRR AR 55 4% . AR
A RN S HE WDS Bifik WDS, 8 E AL an T BT E .

TE AN 15 B R 55 s 2 2 B, b /D AE— MR S5 2 B Security ( )
> Server Manager ( M55 A8 S HEE% ) T~ B ATRCE

% 28- RL AR S5 ERE S Bk

2 iR

Server Group List BT PR R I IR 25 s

Server Group Name HANME—IH 4

Group Sever Priorities VBB T SRR RN 25 2 S 6 30F 11 IR 45 28 (AR e 2

Define Servers 7 Define Servers ( & X IR 55 %% ) Bk4% 2 Security>Server Manager

(%4 > MRS5as e B ) DU, AT 78 e B AR 55 4% -

Infrastructure Authentication/ R TEAER SRR ¥ . IRtk
Client Authentication B, B, N, A EAP BRAIE 1% /7 v, A A LEAP 56
UER 7 g AP 3T MACBGHIE ) 35 ) s s A AT 7 462 1IE
FAI % it o A1 FLE Any Authentication ( AT 301IE ) B &y
ERINAH, TN 2450 St %% 7 3 S UE 2 (EAP.  LEAP B,
MAQ) B, ¥ B FH %

SSID Settings BRANEUL T, RS2 48 F 2 BT ssiD.

BLEF SRR 10 SSID B3R 8 SUZ W E, B+ Restrict SSIDs
( R SSID).

BT Add (00 ) IS 00T RS B4 SSID
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T4 Stratix 5100 WA B H S HE L

Security ( 2% ) A 5] Securiry (224 ) DTG B 224 ¥ B, LA L P48 1 AR B2 AL 1]
-+ WAP J& TR, & rE ARSI FHAMEE .
Security Summary ( ZAAREE ) TR AL 72w B B HoAh 22 4 T
HIBE R A TR IR

[&] 46 - Security Summary ( Z £ 12 ) TT @

Save Configuration Ping Logout Refresh
HOME NETWORK  ASSOCIATION WIRELESS  SECURITY  SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Stratix 5100 Seri Rockwell
D Allen-Bradiey o Automation

Security g =I5

(AT SRS Hostname CIP-AP CIP-AP uptime is 1 hour, 16 minutes

Security Summary

Administrators

Encryption Manager
SSID Manager

Server Manager

AP Authentication

Intrusion Detection Reciane Read-Only Read-Write

Local RADIUS Server Cisco v

Advance Security Service Set Identifiers (SSIDs] -

A BSSID/Guest Netwerk
SSID VLAN | BandSelect | Web-Auth Radio Modev” Open | Shared EAP MFP

no

SGHz
CIP Disabled | Disabled | Radio1-802 11N f841.57a6.3220 | _4iikion

Optional

Radio0-802.11N**%"Z Encryption Settings

WEP Cipher
Encryption Mode Key Rotation
MIC | PPK | TKIP WEP40bit WEP128bit CKIP CMIC AES CCM

None

Radio1-802.11N**" Encryption Settings

WEP Cipher
Encryption Mode Key Rotation
MiC PPK TKIP WEP40bit WEP128bit CKIP CMIC AES CCM

None

Server-Based Security
Server Name/IP Address Type EAP MAC Admin Accounting

Management Frame Protection

Generator Detector

Technology _

Securil%Summary( FEEMEE) |k
THE PR HEZ

Administrators JF 3] Admin Access ( B FR UG 1) ) (5ERE, 155
25 112 W] “Admin Access (P 5 17 1] ) TUIH] o
Service Set Identifiers (SSIDs) 531 SSID Manager (SSID & B 2% ) (55, ES W

2 115 LK) “SSID Manager (SSID B ¥ #& ) i [f] "

Radio0-802.11N2.4 GHz Encryption Settings | < %I Encryption Manager ( I %5 & 28 ) HOBE#2,
152 W25 113 TR “Encryption Manager ( 1% 25 i 3% )
T—ﬁ‘ @ " R

Radio1-802.11N 5 GHz Encryption Settings | - %I| Encryption Manager ( AN 25 & BISR ) (56 HE, 152
0,285 113 T “Encryption Manager ( i 5 PR 28 ) THIA] ”,

Server-Based Security T £ Server Manager ( IR &5 25 &5 E13% ) 4EE:, 155
DL 118 U “Server Manager ( i 55 %% /55 FHL 4% ) T[] “o
Management Frame Protection 2] Intrusion Detection ( N2 A ) IEEHE, 1EZ I

55126 TR " NAZAGI "
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Stratix 5100 15 %% & HL 28 S 4UE X

1o
<+

*29- REMES KA

S R

Username WP 4.

Read-Only fREH P R—ERBEA R SRR,

Read-Write e PG EAE SRR,

SSID T 7B % P o e P T 5N RORBRIN M — AR IR A

VLAN 8 5 24T 4> TE I VLAN

SSID ME—bRIRAT

Band Select Jo P, K SR U 7 7 o TG 4% HL 2 B e BB
H) 5 GHz #5115

Web-Auth & 7€ A2 15 s 7 i o Web 38 31E

Radio i 72 i W Fh o 28 H o

BSSID/Guest Mode ¥ % B hn 1% SSID 4 BSSID/ 5 2R 2K,

Open/Shared/Network EAP ?E, 8 A% (K38 5 V2%

J%SHJZEWMEfuﬁ&ﬁ&%lﬁﬁﬂ“ﬁ%ﬂzﬁ HEAR

bR

. %E’J%%H ﬁ%ﬁﬁ@ 58N\ msE M & REAR N
0 il

o [PZ% EAP i FH EAP S5 2% S EAP RS 283 H., NG
2R 2% Uit U % BN IRAIE

Management Frame Protection
(MFP)

AU AT R, R R R 28 IR 55 Bk (1 W
R TG hP 28 78 R RIBAIER I . 8 A P45
O\ UL i 5o B eh QoS 1Tk Fo BT o 2 1 B
22 422 T k7 1] Intrusion Detection ( K I ) T 1 »

ﬁ%
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Stratix 5100 % %% & FL 2SS4 X

@ Allen-Bradiey [ LIRS T

Admin Access ( & IE 5117[0] ) TAE

Admin Access ( B EE 71 ) TUHDN B HE AR HLOC T2 4. IuERT A P
IR IE R .

[ 47- 22 EIR 5]

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Rockwell

Security
Hostname CIP-AP

Admin Access

Encryption Manager Security: Admin Access

Administrator Authenticated by:

SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

Authentication Cache:

Automation

CIP-AP uptime is 1 hour, 38 minutes

@ Default Authentication (Global Password)

@ Local User List Only (Individual Passwords)
T Authentication Server COnly

) Authentication Server if not found in Local List

@ Local Listif no response from Authentication Server

[T] Enable Authentication Server Caching

oot | [ canaet]

Default Authenti

(Global F

Default Authentication Password: sssessssssssen:

Confirm Authentication Password: Apply

Local User List (Individual Passwords)

User List:

< NEW = -
Cisco

| [

Username:

Password: [7] Use Password as secret
Confirm Password:

Capability Settings: @ Read-Only ) Read-Write

oot | [ canaet]

112

30- L2 BRI RS EEIR

g ik

Administrator Authenticated by ZRINIEAIE (45 %50 )

TUAHFH 7126 ( e )
(0 E 5 28 \

0 AL A MBI F R B, S T S
o RN 2 B A N, (A g

Authentication Cache Ja G IE AR 55 28 2 A7
Default Authentication BRAONIE Y (&R )

FRREE N exec (B EE 51 ) B RS

Local User List . /P4

L]
o fEAERE N REER: DEREARE S eec (B HLR )

PRI\ o
- UineikE: R/ s
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i
R

Encryption Manager ( N 22 E1283 ) UHE

1% L TH] 0V IG5 336 In AN it T 26 HiL M5 5 R i s i XA 2 400
& 48- N2 ETRER SR

Security: Encryption Manager - Radio0-802.11 n2AGHz
Encryption Modes
) None
©) WEP Encryption Optional ~ ~
@ gipher AES CCMP -

49- REMEEIRHR

Save Configuration Ping Logout Refre
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

@ Allen-Bradiey JELCTH I DR, Rockwe
Automatio
Security j: RADIO0-802.11N>*%H2 ﬁ RADIO1-802. 11N \|
P Hostname CIP-AP CIP-AP uptime is 1 hour, 38 minutes

Encryption Manager
SSID Manager

Security: Encryption Manage Radio0-802.11N%4CHz

Server Manager e
AP Authentication @ None
Intrusion Detection
Local RADIUS Server Preea—
Ty ) WEP Encryption Optional ~ ~
Cisco Compliant TKIP Features: Enable Message Integrity Check (MIC)
Enable Per Packet Keying (PPK)
© Cipher WEP 128 bit -
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: 128 bit v
Encryption Key 2: 128 bit ¥
Encryption Key 3: ® 128bit ¥
Encryption Key 4: (@] 128 bit v

Global Properties

Broadcast Key Rotation Interval: @ Disable Rotation

) Enable Rotation with Interval: DISABLED (10-10000000 sec)

WPA Group Key Update: Enable Group Key Update On Membership Termination

Enable Group Key Update On Member's Capability Change

Apply-Radiod_ll_Apply-All |
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TN-REMEBE SR

B IR

Encryption Modes FeoR 7 i 5 AR IE A I A 75 058 FH 000 I %

None AETLBEO FE A,

WEP Encryption 1645 Optional ( 11J1% ) B Mandatory ( 5] ). QAL AL, 7% 7 o5 £ 7E G WEP B WEP I, # W) 51%4%
Af&ﬂﬁﬁ@ M%mﬁ% gF%&%%%Aﬁﬁmﬁﬁﬁﬁﬁww A FH WEP (1) AT AN 0 1
WEP 2 —Ff 80211 AitE 25 5032, I T ICL6 LAN. {H LA WEP M fEAEBRIR, W& — Rl
AT G I AL o
E%%Eﬁwwﬁ%mmﬁéﬁ%oﬁﬁﬁﬂﬁ,ﬁﬁﬁﬁﬂmum%%%%EME%KM%ﬁ

Cipher B R — MBI RS, T ORGP O R F ) T 2R . A0 A 2 2H SR R
Wi-Fi £R 4797 7] (WPA) B R HR 25 05 2 (CCKM) o {87 FH TS S8 576 AES. TKIP,  CKIP.  CMIC 1 WEP [ 3E %
AES CCMP 22 4= P fie i, B WUAE FAZ 730 AES-COMP & —Fissh Bk 2 4025 S0, AT ] 128+ 192 A1 256 37 %4
TInas A B . AFS-CCMP A/ T~ WEP I, 7 IEEE 802.11i B A 52 o
WEP 020 22 e thde 22, AW .

Transmit Key GSEAUHT WEP, HAEIER. 5k TransmitKey ( AIXZ4T ), WeBiZ% MIMFEAE FH A WEP 354 . BRI

HegiE— eyl ﬁﬁm%ﬁfﬁﬁT%?%&ﬁ

E%%ﬁ%kﬁﬁﬂﬁm%Fmﬁ%L mzﬁfﬁﬂfﬁﬁ¢%kﬂﬁfﬁﬁﬁﬁfﬁ BEA
PR 7 I i g B4 H Ry R R

Encryption Key 1-4

TEHAp— /\EncryptlonKey(JJ B ) 3 )\WEP?Z%H XET 40 REANEE, 10 MY
128 fo7 =% %AMI+Aﬁﬁﬁ% 7St B g LT 0.9 /NG Rk af BLROK S - RE A-F R
~@?ﬁ WEP 25 H T & X e 2 P R B A G o ww%ﬁf[“kb%

T 2 A A N DUZL WEP 5550 . 7R SRICFI 3 N A sl AT (1) 25 P ity 130 % b, DA TR A [R) S SRR rh B N I
FAHI R IE %, EIMfKqu%L4ﬁﬂﬁkﬁzﬁ
QIRECE 7 VUZH WEP 5 4H, FEIEFE WEP 25 4H 2 1B N AR EH, T iy 18 4% b 1 WEP 55 4H 2 A 75 A
Q@@ W%gF%W%LWETMW%m,m*ﬂ%ﬁﬁﬁﬁrﬁyW%ﬁf%A£LWEMP
HE 4

>a~

Key Size

AR B AR P 40 F7.EK 128 A7 N85

Global Properties

IR R 1R 2R e s A — S (AT i P e e
(10....100000005)

Broadcast Key Rotation Interval

LN U U AT GEREAL I AL, I 3 1 S8 AT BAT S Y BLIh BRI T AR ol o | HR 3 B e e A

ﬁ%%ﬁ*wwEF% ﬂ%mﬁ@@z%ﬁﬁ%%%QMﬁkﬁh%z B 51 R 4 A 18 07
M AT G277 A — L R G4 o
WPA Group Key Update ﬁ**&ﬁ@ﬁ,uﬁﬁﬁkﬁﬁﬁﬁfﬁﬁﬁﬁﬂm%FﬁWm%ﬁqu%m%i
o TERG R M SE U R 20 O
o« TERR R ThEETE i) JE FH 2H 2560 T B
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154

@ Allen-Bradley

Security

Admin Access
Encryption Manager
SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

Stratix 5100 Series

Hostname CIP-AP

SSID Manager (SSID & IE22 ) T @

{3 ] SSID Manager (SSID & BE#% ) TUIHPKF SSID 43 e 45 45 22 I TG £k FL
0,

[&] 50- SSID E=TE 28

Rockwell
Automation

CIP-AP uptime is 1 hour, 40 minutes

Security: Global SSID Manager

SSID Properties
Current $SID List
- SSID:
CIP
VLAN: <NONE=> ~  Define VIANs
Backup 1:
Al Backup 2:
Backup 3:
Band-Select: [7] Band Select
Interface: [T Radion-802 11N2#512
[ Radio1-802 11N%"
Network ID: (0-4096)

P

7% 32-SSID EIEER S MR

S ETpe

Current SSID List BONE P A B T 58O\ S R ME—FRIR AT SSID 35 B & P i 150 4% B T U IR T 1) 2 AN o 2k
M4, SSID AT LA RAT MR, ATHAN 2. 225, HX KNS,

SSID %?%ﬁﬁﬁﬂmrm%ﬁ%%%wm%gF%%?%ﬁ%ﬁW%m%~ﬁmﬁc%%ﬂ%Mm4
ﬁ@ﬁﬁ%%ﬂﬁ&?ﬁ:a I /v " TBAREZ M. Wik, TR REENE—A
R AR jo
SSID X 43 KNS

VLAN S RE L SSID JCIE 1) 0 & 1 VAN, VLAN 2 —Fa% D RE . 10 H [ BABSR FEAT 2228 43 B 1) 2 462 I
2%, AN AR Y I st P BRI B B, e AR AL BAAE 0 A A sl AR 5% 4540 v 3
BERIA R I VLAN, AE AR 7 SOE BRI, sE eI BT SHMBAINAS .

Define VLANS A PB4 2] Services > VLAN ( AR 55 > VLAN) DUTHI o G RAE By i e 2 AR G B S i, M SE el &5
o TEIZULIH Y, BEATUCE BRI\ VIAN,  JF73 BC 41T VIAN S D F0fE 2. il Ak A el AN )
47 VLAN SR B B9 53 TOd M5 5 v 2l fs, PR IXssE A — 2 S5 mE N SRR . Al T AR %
AR TC L 2 7 vty 73 B B A AN R 22 42 SRS TR VLAN

Band-select %ﬁﬁ%ﬂ%ﬁ%%F%hﬁﬁﬂﬁ%%%,zﬁm&mﬂ&ﬂﬁ%&ﬁ%%mm%ﬁ%ﬁ%i

Interface EBFER Mg R . % SSIDIRFEANAES), HEAEAN LB EHE.

Network ID 2% ID
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F32-SSID BB S WA (£L)

S iR

(lient Authentication Settingsand | FF A L& IE

Methods Accepted e 1% 5 HE L 3P HGR G -
FF AR IGAE 7O VAT AR 15 24 AT I UE A 2 5 e\ sl
Eﬁﬁﬁé&ﬁ,mﬁﬁ%WMﬁ& 40,  EAP BY, WPA/WPA2 FilIL 225 4H .
f%ﬁﬁ%ﬁlﬁhﬁ)ﬁ ] N B B3 TPk BB BN 7. T RS R R R A
S
« MACHS:IE 5 EAP
o MACHGIFEK EAP, B f F W % F) EAP
%Fﬁw&%ﬁﬁﬁﬁﬁi%MMerW%$£ 2% ) T B EAP IR IE AR S5 B8 o FH MAC
BIE, AU HAan N MACHBRE,  B7E Advanced Security ( 532 % 4 ) LTI 1 £ Authentication Server Only ( {4
WEAR G4 ) e, 156 F¢ Optional EAP ( FII%E EAP), TUI AT SCHDEZS 7 Ui A1 T 3G EAP 25 7 B, @i PR Fh R UF 7
VAR AT — Fh AT IRAIE
i%%kﬁTﬁ%%meﬁﬁwﬁ&%Lﬁ%%ﬁ A, TN LIRS EAP SREGHIE 5 — A
AR WEiRi, BN S LA R EHE ?AlIEjZI_Jég EAP 36 1IF 7 V2R AH ELIGHIE
A?—ILL'LJ—.E
3%+ Shared Authentication ( 3L = IGHIE ) SIRMEE R ILEIOUE . AR A HRE, AU =
I8E. ﬁﬁﬁ%%ﬂﬁ%ﬁﬁmﬁwwwmﬁﬁfﬁ%
N G R T B S9N 0B A5 B OB AR INE WIS T4 £F o RIS IR (1 4 0 a8 it i 5C
A, FEEREEBAN S WRFASCANE ER, BN RVFER & ITRIE.
B, AN ORI P I i g i %, Bk, AR E A @I b A I S B AN % i SCA R
KA WEP 2 48H, BUFBAN M5 28| Wi, HTAEIX— ﬁ)%[ia, L BRI 1) 2 A R
I9UE . AX—>SSID I AL IG0E . (RGBS RN, ﬂU\TﬁUﬁJﬁﬂPﬁifxﬁﬁﬂi Ik, ik
T3 75 MAC Authentication (MAC %6:3iF ). EAP B, MAC Authentication and EAP (MA( B8-UE AT EAP)
X4 EAP
1261 Network EAP ( 2% EAP) 52 ife HE UL % P45 EAP . AC 455 F PI9™ RR BOAIE WAL (EAP) S5 2% E e 25 EAP 1 IR 5%
W H, NELE U & TSR . 2 b &1 H 374 WEP 28 5 M4 - T I IE . fEIE B
Network EAP ( X4 EAP) i, 85 R %5 $% MAC Authentication (MAC 38:1IE )
L5 SCRR LEAP S5 IE J5 12 (1 B RL 20 P S e A C 5 A, AL Z5UfsE P Network EAP ( [992% EAP) . 38 3 {1 FHI T8
BGUE +EAP, T AN FH BB 2 4 [ 7V

Server Priorities T 52 K an 4] £E 1% SSID {5 FH 457 5 RADIUS JIR 255 . 7E EAP and MAC Authentication Server (EAP 11 MAC % 1iF /IR 55 2% )

Xagrh, SEFSRINEE, BB TR E e U, R nE e T EHRANRE, B
7 Define Defaults ( 5& SCERIA B ) BEFE 44 Bk 55 3] Server Manager ( AR 55 73 & FRAS ) T .

Authenticated Key Management

WPA T CCKM 2 36 1k 2 BH B BELAR U7 580 WikFi OR4PTU7 1] (WPA) HCRSE T IEEE 80211 BRAE AR AT . WPA SCHF TKIP
ATWEP I 505, 5 IR Y6IE AR St f] LR IS, AT 1] 802X AT EAP.  WPA T B BR A T I 5 A AL &
RARI 2 7 g Ve £ A N L IR FRE A

WPA 37 B 7 B 24 B SCHRF N R L K SR 5 B B2 R . WA AT WPA-PSK. BT SR 3 B 2Ly WA, T
B S RIS IE A 55 8546 511 EAP S IE 77325 (811201, EAP-TLS) 212 o =5 477 (PMK) kA7 AH ELARAIE - 12
oriiE 2§38 2 7 208 WPA-PSK, T K B3 P T4k 2 25 £H1E y PMK.

AR b % 1 B (CCkM), LRI )7 3 1 AT A — MR N s8 W B 73— MR AL, ERTRI
(A2 A AR ] T LLEE G SR GEIR o 2% A (R4 N\ s AT SRBETCER IR S5 (WDS), I 4 v i CCKM 1
%R B i e I AT

2 )t FH CCKM PR S 1 46 Y8 30 S8 (R N s IR, AEAIE P WIDS 8 A7 T 5 3 447 e Tk S I BT 5 P I 11
B2y SSID 5 A CCKM, 3 DA 201 i3 F TR 45 EAP B64iF o 424 SSID JEi T CCKM 7l Network EAP ( P45 EAP) Ji, i
LEAP. EAP-FAST. PEAP/GTC. MSPEAP Al EAP-TLS {15/ Sify 15 & 71 fa JTJ SSID BEATBGIE . E04 SSID J [l WPA, DA Z0t
& T T GG E B X 4 -EAP B Y 2 U o J P CCKM B0 WP T, b 3050 fo P 3 SC 2L T b ) —
Fifr i SSID 1 VLAN B in 2 5 3R

Key Management

T 2 IR PR T A S B R TR R PR BRE . S AT A JE 2R FE 802.11b 55 802.11¢ R I IE 4%
CCKM T WPA 3G IE 25 EH T 3. T 026 HL 802.11a, R ABIEF—Fh e L,

WPA Pre-shared Key

BT REEH WPA BB EE I & P i A, LR NS E O E UL R . N RN
R R ASCH A5

TSR Sk, A2 N 64 N N IER T RF, PASERR 256 A1 2 EH . an S A ASCI, A2
EABMNSAN TR, TGS, BMASENEY BEY. ERE A 634 ASU T .

DS Client MFP 1212 SSID - J8 FH & 7 s MFP, - DAARP 28 7 i T AP 22 [R] ) TE 26 5 B AS o
AP Authentication EAEA RN S S MG HATIRAE . B 5& S IReIEARH.
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Stratix 5100 B B HIZS S H e X ET4

7 32-SSID EIRERS KA (45)
B8 R
EIE i Fl R L3 B4 5 SSID A AIE Bic B SCRF
TE X AEAE
n S T T, $$%LT§E)E$§§UAPAuthentlcatlon General Setup (AP 3 1iF — HHIE ) Dil, &0I/E

SLBIEE A A AN RS, B A 1D MEUE RIS AR

Authentication Methods Profile

N GIER BT, P N M A 28 50 UE B REAT UM, A A 8L 48 K R SRR I IRAIE VA IR il —
%Eﬁﬁ%%ﬁ Y E A B P WA B N A5 R 2 A P G2 AP s 4 2 s
K

Define Authentication Methods
Profile

%%%EE SISV JTEERCE SO, B %4 2 Wk S 21 AP Authentication - General Setup (AP B iE — H X E )
PAS

Accounting Settings
Enable Accounting

TR A T B AR 55 A0 S P i S 45N s R IR I A5 P s« — 25 ) e v P Tk el B

Accounting Server Priorities

TR FH T B S g B P BB B ek e e . iR e T BN E, R
Define Defaults ( & SLERIN IR B ) B4 Bk 4% F1] Server Manager ( Ik 5525 7 FL 2% ) HI T .

General Settings Advertise
Extended Capabilities of this SSID

ALFE T LRI B R 5% (WPS) {5 2 Ju & 19 SSID &4 AR R Zh g

Advertise Wireless Provisioning
Services (WPS) Support

TE WPS {5 BT E& s FH WPS Zhgbric »

Advertise this SSID as a Secondary
Broadcast SSID

TEWPS {5 Byt &= L& SSID LR A Th g

Enable IP Redirection on this SSID

MWﬂm
KKMW%Dmﬁﬁ@ éﬁ%AﬁmEﬁaiﬁm%ﬁﬁ%~ g
1% SSID 1% P s I BR L, E 38 A% SSID 1) %5 s i) e HeAd BE

IP Address i N T 2 M A Y B AR P k.
IP Filter TF%WEEWF%AWﬂmE,$$mmmMMEXLﬁ%M%%ﬁwmmwﬁﬁ$) 1, AT
TEIEE & H T 25 58 7] 1938 24 TCP 3% UDP iy 11 o A SRR 5 5 TCP 5k UDP ity 11, 2N 4 %E%ﬁAEF%&
RN B T A R
Association Limit (optional) %gigaﬁﬂ%ﬁmgﬁﬁﬁi ZRRAE A BT IR N AT AR, B BT NSRBI i PR A46E 24
7K~

EAP Client (optional)

SEBHE WAL AP SR AIE, AN EAP 7% 7 ity SRR N B0 1IE 3 P 26

Usename s S AR SRR N R 5 SR N R SRR B R PN 05 5 52 AR (N i SRR, [ 2% EAP 56
UEAE BT 44
Password R gk N i 55 %%Aﬁiﬁﬁﬁéﬂﬁﬁﬁkﬁ%M”f%%Aﬁ%%N,M%MM&

RIS R AR R AIF4F: TAB. 2. + M

Multiple BSSID Beacon Settings
Multiple BSSID Beacon

I RN SSID WSS AR, @%mwmwmmMeﬁﬁﬁmﬁﬁwgmﬁ)Eﬁﬁ FIEK AL 1%
SSID [¥17T7 BE 2 P i (1 FL VB R LT 5], 3% 95 Set Data Beacon Rate (DTIM) ( i B Ak 4R S hridi 2 (DTIM)) AL HE, %
N\ SSID FAE AR Id hﬁ@i&m?%Aﬁﬁﬁ@ XHLEET%@ENMWEHMﬁKAég
S LA PS40 DTIM RIS B EMEﬁéﬁﬁﬁ,ﬁﬁi%@ﬁ%@amszMMWLK,
% P RSN ARG, AT ST 9 RS . AHScHb,  DTIM R BRAE, BEcE G aE ik, {H%5 2
WA EG g, {3 P BE 22 1) B vt LR

BEBRER, 1HS WA 289 T FLE 24> SSID”.

Guest Mode/Infrastructure SSID
Settings Set Beacon Mode

RN AN FEA SRS WRREESS, 8RB 7%, HEH T SSID B
ﬁw@£MWEMf
L) Bl 22 A SSID” o

Set Infrastructure SSID

VAP RER, S NEE 28971
YN AT R AR T, K A8 A 12 SSID SRBRAC AN Ao D SR B ] A A0 1 %% R 5 14% SSID

RIS S vk h I HE
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Server Manager ( R 5525 1825 ) U MA

1E Server Manager ( MR 55 45 B AR ) DL TR AT LR N B0 E R 25 A 1 &
BE. M%) RADIUS/TACACS+ IR %5 %8 {# ] EAP SR AL L2k %
it 138 B I URAIE IR 55 o

51- PR 5 R5E TS

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Stratix 5100 Series

@ Allen-Bradley

Rockwell
Automation

»

Security

N

SERVER MANAGER ﬁ GLOBAL PROPERTIES \l

Hostname CIP-AP CIP-AP uptime is 1 hour, 44 minutes
Admin Access

Encryption Manager Security: Server Manager

SSID Manager
Server Manager
AP Authentication

Intrusion Detection

Backup RADIUS Server

IP Version:

Backup RADIUS Server Name:

Q@ipvs Cipve

Local RADIUS Server Backup RADIUS Server: (Hostname or IP Address)
Advance Security Shared Secret:

[ Apply | | Delete | [ Cancel |

Corporate Servers

Current Server List

RADIUS ~
< NEW > IP Version: Q@Pv4 CIPve

Server Name:
Server: (Hostname or IP Address)
Shared Secret:

Authentication Port (optional): (0-85536)
Accounting Port (optional): (0-65536)

Cancel
Default Server Priorities

EAP Authentication MAC Authentication Accounting

Priority 1 <NONE> ~ Priority 1: <NONE> ~ Priority 1: <NONE> -

Priority 22 < NONE> ~ Priority 22 <NONE> ~ Priority 22 <NONE> ~

Priority 3: <NONE> ~ Priority 3: <NONE=> ~ Priority 3: <NONE> -

Admin Authentication (RADIUS) Admin Authentication (TACACS+)
Priority 1 <NONE> ~ Priority 1: <NONE> ~
Priority 22 <NONE> = Priority 22 < NONE> ~

Priority 3: <NONE> ~ Priority 3: <NONE=> ~
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*33-72: REFEERSHHER

Backup RADIUS Server 6 NAE A7 HiL RADIUS IR 25 28 I H2 N i ML 42 FR Bk
Pt o 3 RADIUS I 55 255 R NI, o2k a3 L
PR A8 N 25 A5 FH 2% 4% FHERAIE 2%

Shared Secret A / 2% FH RADIUS JIR 55 3 H i L2 ] . e

I B AU A & IR ST A BRI
HAULAC .

Corporate Servers Current Server List

FRIR T AT A AR 55 4% -

Server B NR S SR 1R 42 R B IP Hudl .
Shared Secret 41\ RADIUS/TACACS+ IR 557 1 FH I HE 285 8] . e 11

E%% £ 751 5 RADIUS/TACACS+ IR 55 2% I iy 3 2 s 4

Authentication Port (optional)

{6\ RADIUS/TACACS+ ik 5545 FH] T B8 iIE FAy 3 1155 . LA}
RADIUS fil 55 & ( V77 [ 3% ) IR 5% & [ACS]) (13 L1 BN
1645, V12 RADIUS fIic 55 &5 Uit L1 15y 1812, R J
(RIIR S5 B IR SRS, AR IR o 115

Accounting Port (optional)

i\ RADIUS IR 55 % P 145 S AA 3 115 o SER) RADIUS Jiiz
55 % (V7 A4 IR S5 4% [ACS]) FA 9 11 BE A 1646, VR
RADIUS Jik 5 [y 3 11 B2 1813, BT A M A R 55 4% O

PR SCRYS, AR AR A A S

Default Server Priorities EAP

T 5 (KO0 e O 1436 T EAP S0 IE A AR 55 4% -

Authentication
MAC Authentication DLAIT 78 B4R S 2 346 43 F T MAC 3G IE IR Al 55485
Accounting PLAIT 75 BOAR S B i 33 T 45 I IR 55 45

Admin Authentication (RADIUS)

DLAIT 55 B4R S 28I 346 43 FH - RADIUS ‘7 BE 56 IE (1
M2

Admin Authentication (TACACS+)

AR5 BRI S ZFF 326 $3 H T TACACS 8 BRBRIE /Y
55 4% o
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RS EEREREM

Server Manager Global Properties ( 55 #% & BE 4> J5) J@ 14 ) DL T $2 4ok T
TR IEAEAS F I IR 55 s S X Be iRk 5% 2 16 4 Jm A B I PE4EAE

52-RGEEEEELRABM

- Stratix 5100 Seri Rockwell
@ Alien-Bradiey e Automation
Security s SERVER MANAGER E GLOBAL PROPERTIES N

Hostname CIP-AP CIP-AP uptime is 1 hour, 46 minutes

Admin Access

Encryption Manager Security: Server Manager - Global Server Properties

SSID Manager

Server Manager Accounting Update Interval (optional): (1-2147483647 min)
AP Authentication TACACS# Server Timeout (optional): DISABLED  (1-1000 sec)
Intrusion Detection RADIUS Server Timeout (optional): DISABLED  (1-1000 sec)

Local RADLUS Server RADIUS Server Retransmit Retries (optional): DISABLED  (0-100)

Advance Security

Dead RADIUS Server List: @ Disable

) Enable - Server remains on list for: DISABLED (1-1440 min)

RADIUS Calling/Called Station ID Format: @ Default (e g 0000 4096 3eda)

©) IETF (e.q. 00-00-40-96-3¢-4a)
@) Unformatted (e.g. 000040963e4a)

Radius Service-Type Attributes: None v

RADIUS WISPr Attributes (optional)

1SO Country Code:

(two letters)
E.164 Country Code: (1-999)
E.164 Area Code: (three digits)

R u-REFEER2FEES KL

et Fiz:pu

Accounting Update Interval (optional) 1...2147483647 435

TACACS+ Server Timeout (optional) 1...1000 7>

RADIUS Server Timeout (optional) 1...1000 7

RADIUS Server Retransmit Retries (optional) 0...100

Dead RADIUS Server List e H] — 5 S AETIR PR B 1... 1440 43
M
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®34-RBS[EER RS KL

e

Py

RADIUS Calling/Called Station ID Format

LN
7~ 0000.4096.3e4a
IETF

715 : 00-00-40-96-3e-4a
Tk
JRf6l: 000040963e4a

RADIUS Service-Type Attributes

ok

HEZEAE

RADIUS WISPr Attributes (optional)

150 [ KA @ A7)
E1641...999 [H 5 fLHT
E.164 =7 [X de A A5
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@ Alten-Bradiey

AP 58 1iF

LIS, doelx BRAEAR / 7577 i S R UG LR I B2 M 2% 1 #6 55 PC &)
IR FR, O NTHSENLRT P AR AT I, PASREUR 2537 1A AL
PR (EIE, TR NG RIAIESS / 2/ ik BRI T MRF Bk .

B, BANSTRA T A Hr, FIE TR T, MaEsd
ATREME AN AT . K, 29— TAEE MM e 4k 288 N 0
ERNBTCLR S, FR g4k 2sHE N S IR F A& ity —FE 1 5 V30
TSR FEN SR, anSAd H EAP IIE BT =24, 8
WGB 8 Fh 4k &8 b & 56 UE FEE

WA B I G B IR B, SRR IR A T D B SSID .
SEUE A T U0 UE T4 28 P28 AR R

[&] 53- AP I&E

Save Configuration Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Stratix 5100 Series

Rockwell
Automation

Security

Admin Access
Encryption Manager
SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server
Advance Security

e

GENERAL SET-UP
Hostname CIP-AP

Security: AP Authentication - General setup

Credentials

g CERTIFICATES D

CIP-AP uptime is 1 hour, 46 minutes

Current Credentials

- Credentials Name:

Username:

Password:

Anonymous ID:

Trustpoint: Define Trustpoints

Authentication Methods Profiles

Current Authentication Methods Profiles

- Profile Name:

Authentication Methods: md5s -
gic E|
tls

- leap
peap v

renly ] _Gance!
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F<35- AP IIEE AR B S HIEA

2 730

Current Credentials R BRI dotIx FEAEFL B S0, S <NEW> (HZE ).

Credentials Name M%ﬁMﬁmmﬁi# F dotTx SEAFFL & SO k. sk
EPRINE B E S, S AR

Username WS 38 UE A P D,

Password NG A D

Anonymous ID MNEEHNESR S0 RIEMEEIEER, EaABERE 4D,
AN P 44 Fvs i

Trustpoint

A A s B R SRUE 5 A0 ORI CAUE TS . S A BRI pki-
trustpoint.  WIR ML ISR TR 2, AT

Define Trustpoints

R T ABAT A, iz sk 2Pk % 3] AP Authentication - Certificates
(AP &AE — UE15 ) U, S wIfE AL B ST S S E.

Authentication Methods | 4% 11 ficl B SC A% LAAH [E] (1) 75 =087 F 380482 sl SSID. 24388 N\ e 42 39)

Profile WL, HE N SR 28 B I A BEAT TR, S PP 1 8 3L 1) 52
FEMIBGIE TR IE R —E LSS RURAE
IOAIEJ7 VG B SCAF F T BR e N i R i B 1 36 E R 2, iR
BRI F 5 P 25 IR B UE 2R A, T 5 SCERAIE T vARD B0,
FEH H AT B 25 AR 1R SSID BY, GigabitEthernet % 171
T2 IR ) 5 T B L D) 24 36 0T IR 5% s AT N, 55 B 7T 5 a1 LEAP £ 56
WL, A B 22 2B E J7v0, 4 EAP-FAST,

Current Authentication | 41 5 78 I B6IE /7 V200 B S04, 848 <NEW> (BT ).

Methods Profile

Profile Name ﬁu%ﬁbu%ﬁﬂﬁ@ﬂﬁz# HINIAE T AR B ST 4R, dndt
EBHA B E SO, ST LR

Authentication Methods nz”ﬂ%i%)\lf 5 xR 24 36 IF I T B A 3R AIE T v . I e R sR G

WE 7%, SRV bR N A eV 59 IR V.
ﬁwmﬁﬁwmm%%ﬁiﬁﬂwmﬂum,E%%MEF,W
o — AR I iC B LEAP, T AR ik, WRREZSH
thE U IR JTIRAIER, A LEAP, T AN FH AL Y EAP-FAST.
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AP 3G 1EIE P

SEVT A T S ET AT HPUE A A . BIE ] DA BAS AT S S E
& 54- AP 15T EIEH

Saye Configuration ~ Ping  Logout Refresh

HOME NETWORK  ASSOCIATION  WIRELESS  SECURITY  SERVICES MANAGEMENT  SOFTWARE  EVENT LOG

llen-Bradle) Stratix 5100 Series Rockwell
D a Y Automation
Security = GENERAL SET-UP NE CERTIFICATES N -]
Hostname ap ap uptime is 3 hours, 5 minutes
Admin Access
Encryption Manager Secu
SSID Manager
Current Certificates
Server Manager
AP Authentication No. | Type Status | Usage Subject Issuer Expires Trustpoints
Intrusion Detection 1 | Unknown | Available | General 10S-Self-Signed-Certificate- 10S-Self-Signed-Certificate- 00:00:00 UTC Jan 1 | TP-self-signed-
Local RADIUS Server Purpose 1773037264 1773037264 2020 1773037264
Advance Security i
Current Public Keys
No. Name Type Exportable Generated
1 TP-self-signed-1773037264 General Purpose Key No 07:50:16 UTC Jun 25 2013
2 TP-self-signed-1773037264 server Encryption Key No 11:11:56 UTC Jun 25 2013

Current Trustpoints

Trustpoint Name:

TP-self-signed-60460529

URL:

Subject:

Revocation Check: @ None
RSA KEy Pair Label:
Signature Size- 1024 (360-2048)
Encryption Size (optional).  (360-2048)

[Z] Regenerate on re-enroliment
[C] Auto enroliment Primary Trustpoint

Password:

Certificate Fingerprint:

CA Certificate:

Router Certificates:

[“IDon't delete associated keys
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*36- LB RHEEMES KL

2 Eipusy

Certificates S EART IR %

Current Public Keys "I AILZ AR .

Current Trustpoints j% N SANIESEAE 2 F 8 (PR AU LA o
CA Certificate

e AT )G, i Retrieve ( BEER ) #2401 T ik P
INEH AT IE S

« Router Certificates
TERRINPRE CAE TS5, Bk Envoll ( VEST ) S AH VR AT CA
I BT . B 1A CA RIEIEFyEMHE R, Jﬁz%%
WeBPUES . ARSI AT, BAE 2 — et ia), A
RBRT (A E . Flin, —5 Ayt B yr B & e
%EWQ%M%EAI??D‘L AT 5 B5CIE 5 R AT B 1]

. Don't delete associated keys

L IRAE A AU, ORI RSA 25 B ok i I B o SR 22
WPREE SR, W U7 IR 2 138 hiZ e T

Trustpoint Name

S BCAIME— 2K, F T g X IS VAN IR PR

URL CA PO YA URL ( DRI 2 7 AN [R) T 55 ) o

Subject T SR I X.509 41F 45 3 AU ) VR o

Revocation Check o & 2 A IEIE B PATIE B EFR A . XFT EAP-TLS,
BEZ I None (75 )

RSA Key Pair Label FHFARURIE TS RSA B A B ATk 4 FR o

Signature/Encryption Size

RSA %5 BT s (WAL 8. AL B0ER 20 Bk 22 4

Regenerate on Enroll GRS T A%, AR UE AR T I
5 A5 il RSA 254

Auto-enroll AR EET AN AFEMER. BEETT N AOIES,
ORI TR ARG R AT, i TR S 1 B 52 IR o

(A Certificate 1E5E A T s )G, B Retrieve ( $REX ) #5241 N 8AEHIAIE
HURIEF .

Router Certificates TERTHIREL CAVET 5, By Enroll ( 13001 ) 32 8H 3 W45 CA 1)

BN 0 RGBTk, 6
B3, BR{EH S BT, sdE % Re ], FUATLE
T OAE. I, A B SR S R A 1
BN LT, IS8 5 R A

Don't delete associated keys

MBRAS AL A, ORHRIK RSA 25 BH LK e B SR 20
PRAEBATELRF, A ZRAE I Bk 2 AT P iz aE 0t

Current Trustpoints

. C(AEF
TE3E UEAERUS, 8t Retrieve (HRHX ) #2641 FHGET3IA
UEHLAIE S o

o BREBER
FERDFEIR A5 )5, Bl Envoll ( V1Y ) 2 BHIEEAfF CA
W N SUETS . Rf 1) CA SR E PSR ML K, I 2o et
YWRIBUESS o SRAERESLRIPAT, BAE 2% — L8 a], H
PRERDET CAVC . oltn, — 2 CAR U B S B R A UE
%,Eﬁﬁ*%}ﬂﬂ%ﬁg)\1$?ﬁ, TS SEIE KA 8]

i,
o AR ORI
IR AS A AU, QIR RSA 25 B ok i I B o SR 22
WPREE PSR, WAL A MR 2 118 P iZ e T
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N2l
R OR Y R] F TR ) AR AR 2 R 55 By L A SRR 3 B0 2%
BHZ L AR m Gl BT QoS TS 2k FL N MITRE i X 2% 11 i
HIRB AT Y.

55- NRAQM: EHRdfRP

Save Configuration ~ Ping = Logout Refresh
HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE — EVENT LOG

llen-Bradle, Stratix 5100 Series Rockwell
@ & y Automation
= A MANAGEMENT FRAME =
Security i EROTECTION H MFP STATISTICS ]
Admin Access Hostname CIP-AP CIP-AP uptime is 5 hours, 10 minutes

Encryption Manager
Intrusion Detection: Management Frame Protection

SSID Manager

Server Manager Transmit MFP Frames
AP Authentication

Intrusion Detection Detect MFP Frames
Local RADIUS Server

Advance Security Distribute Keys
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56- N2 : MFP Ziit #i3E

(AR EC PN 2 Stratix 5100 Series Rockwell

Automation
- - MANAGEMENT FRAME A
Security ] ShCTee T TE MFP STATISTICS j

Hostname CIP-AP CIP-AP uptime is 9 hours, 52 minutes

Admin Access

Encryption Manager " -
Management Frame Protection Statistics
SSID Manager

Server Manager Refresh Frequency: 60 (10-3600 seconds)

AP Authentication Save
Intrusion Detection

Local RADIUS Server LT e A (L

BSSID Detector MAC Address | invalid mic | nvalid sequence [No mic

Advance Security

%% 37 - Intrusion Detection ( \ {24830 ) TIE S #iiiR

2% b

Transmit MFP Frames | 5 A, B2 N 5 RN U A N B 2 3 MG A E Eou R

(MICIE), BN B ) (R 47, AT 5 Wﬁﬁﬁkw E=370
R SFEMICLLRL, ﬁtﬁﬁﬁ%&@ﬁﬁiﬁ‘m MFP i PRI B2 UACHE N A5
%A 5L, B SR R0 MEP T WOS R Bt . 1 A
&, BEZIUMmPER—&EEHE.

Detect MFP Frames 24t MEP RTINS, 452 N R A BEIE M 26 P LAt N\ e B2 B
BN TR m@f% MICIE A7 1E (24 62 5 TE B M A3 MFP i )
%maﬁi% K2

%)\ O ﬁm#‘m MFP rllﬁ BIWDS B B3 . WHRASR, KR iZ T

Distribute Keys AZIZE /D R 2% v 1K) — A WIDS Tt B [/ WA 45+ 1 MFP A 2%
(PRI2S ) A MFPAS I 25 ( S0IERS ) KA L., RAEBFTEH
E AN MICIE, AU A% 75 22 F B IR AIE MICIE,

USRNSSR WDS, A BoRiZ% 8 iR,

SN

el

]ﬂ

3

¥
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Z< b RADIUS PR 5528

I H G NS RADIUS i 55 G R BRI o AERREERAL T, X
AR AT IR TS o AEXENFILT, AR LLFE % RADIUS
M55 a% . FEIE, ARAEAEFRN A rbC B A B s T ST RIE -
XHAEPTIE A RADIUS iR 5545 D0fE. BLAh, fEmnr & M2 K
FoAt N A RN R BRI A RADIUS RS54 D66 -

[%] 57 - Local RADIUS Server Statistics ( 7~ RADIUS AR S5 25 5 118038 ) TR @

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

- Stratix 5100 Series Rockwell
@ Allen-Bradiey Automation
Security e STATISTICS & GENERAL SET-UP E EAP-FAST SET-UP )

Hostname CIP-AP CIP-AP uptime is 1 hour, 48 minutes

Admin Access

Encryption Manager Security: Local RADIUS Server - Statistics

S ARy Local RADIUS Server Information
Server Manager ‘ | ‘

AP Authentication

Intrusion Detection Network Access Server Information

Local RADIUS Server View Information for: < ALL servers > ~
Advance Security ‘ | ‘

User Information

User Name Successes Failures Blocks

% 38- Local RADIUS Server Statistics ( Z<1th RADIUS R 528451t ) (EE TN S iR

2 iR

Blocks IOV 2 REL, AN AP 2 RBGIE R IR, 2 44
FERERHLLE, B0 TERE A 2

Failures A4 R IOAE R IBE, S R TR R

Network Access Server xx.xx.xx.xx | i BB H N BIEN RS 22, MBIENRES R ERE
AR A 3t RADIUS ik 55 45 1F D 26 FHIE 23 B K

Successes IIE A TR B
User Name SoRESIH P P 4.
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58 - Local RADIUS Server General Set-up ( Z< 3t RADIUS AR S5 88 E MR E ) TUE

@ Allen-Bradiey L O U RS T

Automation
-
Security [ STATISTICS. NE GENERAL SET-UP & EAP-FAST SET-UP ) ol
Hostname CIP-AP CIP-AP uptime is 1 hour, 49 minutes
Admin Access
Encryption Manager Security: Local RADIUS Server - General Set-Up

[

SSELM Nag ey Local Radius Server Authentication Settings

Server
AP Authentication Enable Authentication Protocols: EAP FAST
Intrusion Detection LEAP L

Local RADIUS Server
MAC

Advance Security

Network Access Servers (AAA Clients)

Current Network Access Servers

S lag e Network Access Server: (IP Address)
Shared Secret:

@mm

%% 39- Local RADIUS Server General Set-up ( Z<1th RADIUS AR 5525 E #1i& B ) TU @S HiHik

S iR
Enable Authentication Protocols EAP FAST
LEAP
MAC
Network Access Server YT N 28 7 1] IR 55 2
(AAA Clients) W 2% 177 1 R 45 42 (P MLk )
FEE
Individual Users DAl
F 44 SCASELNT Hash
A
H4
N MAC B&3IE
User Groups METH A
H4
ST (Pl ): 1...4294967295 s
B E BT SO VRS IE SR IO 8] ( PT 3 ): 1...4294967295 5
BUEI ] (FTIE ). JGPRERIAIRE 1...4294967295 5
VLANID ( FJ 3 )
SSID ( A% )
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59 - Local RADIUS Server EAP-Fast Set-up ( Z<1th RADIUS it 5528 EAP [RIRZ B ) THE

Save Configuration = Ping ~ Logout —Refresh
HOME NETWORK ASSOCIATION ~WIRELESS ~SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

- Rockwell
(ol JEVRERE]  Stratix 5100 Series Aufomation

Security (& STATISTICS & GENERAL SET-UP )E EAP-FAST SET-UP M 1]

Hostname CIP-AP CIP-AP uptime is 10 hours, 0 minutes

Admin Access

Encryption Manager Security: Local RADIUS Server - EAP-FAST Set-Up
SSID Manager PAC Encryption Keys

Server Manager

AP Authentication Primary Key (optional): (32 Hex characters)

Intrusion Detection
[Z] Generate Random

Local RADIUS Server

Advance Security

!

Secondary Key (optional): (32 Hex characters)

Copy from Primary

PAC Content
Authority Info (optional):
Authority ID (optional): (32 Hex characters)
==
Automatic PAC Provisioning (optional)
Current User Groups
PAC Expiration: DISABLED (2-4095 days)
<NONE >
PAC Grace Period: DISABLED (2-4095 days)
[ Apply | [ cancel |
Out-of-band PAC Generation
TFTP File Server: (server name or IP address)
PAC File Name: (path/flename)
Recipient Username: <NONE > +
PAC Encryption Password (optional):
PAC Expiration (optional): (1-4095 days)
Generate PAC

2R EAP-FAST 46 1iF I BRI ¢ B 38 FH T K 2 BT 28 R 38
{HIE, BEARYE M 4R H @ B ERE . SR ID
IR 55 28 2% 4H

2= 40- Local RADIUS Server EAP-Fast Set-up ( ZK 3t RADIUS AR 5585 EAP-Fast 1% & ) TN E
SR

et iEpy
PAC Encryption Keys o LEP(ANL ). 2L TS AT LR
o GHBNEP (TR ). 2 toNEER TR AT B A
PAC Content o WRHLE B (T )
o WURMUID( AL ), 3247 ikl 4F
Automatic PAC Provisioning é, ENNEN e

(optional) PAC Z1 JHES [H] : 2...4095 K
o PACTERRIYI: 2...4005 7

Out-of- PAC Generation TFTP AR S5 2% IRSS 7R 44 FRER 1P Hhhik

. PA(X#F% B2 |

- BWOTH

o PACHII=E mﬁ% Tl ik )

. PAcﬁlJ,ﬁ.HHﬂ‘l‘Eﬂ(ﬁIiﬁ): 1...4095 K
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BRRE

TP 15 B N SR A MAC 5 EAP AHZS & B 56AIE 5 VR IGIE R 7 3
%, 2 WA 115 T “SSID Manager (SSID E F 28 ) T ». 45
BEINRERS, S48 802.11 FFHGREGE I N 5 IR 25 7 i 0 45 1 58
23k MAC BiiF .

W MAC BUE s, A B 8 25 N X 45
W MAC BGAERME, M N SRR 7 i % 2298 EAP 56IE
60 - MAC Address Authentication (MAC H 11t 38 50F ) 71

-1 Stratix 5100 Seris Rockwell
@ Atien-Bradiey - Automation
e =
Admin Access Hostname CIP-AP CIP-AP uptime is 1 hour, 51 minutes
Encryption Manager
Server Manager MAC Address Authentication
AP Authentication R _
i k MAC Addresses Authenticated by: @ Local List Only
Intrusion Detection
Local RADIUS Server () Authentication Server Only
QTR SR © Authentication Server if not found in Local List
@ Local List if no response from Authentication Server
Local MAC Address List
Local List: -
ail Delete
New MAC Address: (HHHH_HHHH. HHHH)
3% 41- MAC Address Authentication (MAC 2 31IE38F ) BT T £ #f#id
2% ik
MAC Addresses Authenticated by A A His 51| 2
o IRED RS BARAFTERR N ih, EFE Local List Only ( (XA HBB1 3 ) JF4iI N MAC
IS 55 A%

o R EG RS BRFENRS A5 1, 1EFF Authentication Server Only ( A 46 iiE Al 55 %% ) 16 1 .

WRARAEA G R AP IRE], Al EE RS 4

o WRFH LA MACIGIES R, S8 5 A s 2R IE RS #5138, 1EFF Authentication Server
lfnotfoundmLocalLlst(ﬁﬂ%ﬂiﬂﬁﬂ%*ﬂi?ﬁﬂ MM SRR 25 3% )0 AN RERIUEST), &
Pt I B 4

ﬁﬂ%%lﬁﬂﬁx%%&ﬁ”ﬂfh, 1 A H 3| 2%
11 L3 Authentication Server Only ( 4 56 1iF IR 5% 2% ) B8 Authentication Server if not found in Local List ( 1
iﬁii}ﬁgﬁ*ﬁﬁﬁ% l)‘;ﬂﬁ)ﬂ%ﬁﬂﬁxgﬁ)y 75 EAE Server Manager ( Eﬁ%%%ﬁ@%&)ﬁ@

> )

Local MAC Address List AHuH| T

o RHbZIF A EIR MACHREE, MACHEHEKGREEEEH R, HEMGIHLMBR. EMFIER
RIS MAC HBdiE, e hESR 5 Bl Delete ( HIBR )o

%)TL MAC Hidik:: - HHHH.HHHH.HHHH
WIR T BRI MACHRIE, T b, JFLLA S FE =AU 4, i,
40.9612.3456.,

o ONTRGRIT PESR IE T EEIE, MACHBEE R I BRI /NS BN . L Apply (B HH ) hMAc
A NE RS LM‘?ﬁESSIDManager (SSID A% ) LI jE H MAcimth%E
] 5 i 31 Association ( S ) DU, Ffiilse E?%Eﬁﬂ%ﬁ?ﬁ@ﬂﬁé’]g)jlﬁﬁ
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@ Allen-Bradiey

61-Timers ( 110185 ) I E

HOME

NETWORK ~ ASSOCIATION

Stratix 5100 Series

Sawe Configuration  Ping

WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE

Logout Refresh
EVENT LOG

Rockwell

Automation

Security

Admin Access
Encryption Manager
SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

z MAC ADDRESS = TIMERS = ASSOCIATION ACCESS
= AUTHENTICATION = = LIST

Hostname CIP-AP

CIP-AP uptime is 1 hour, 51 minutes

Security: Advanced Security- Timers

Global Client Properties

Client Holdoff Time:

EAP or MAC Reauthentication Interval: @

)]

Disable Holdoff
") Enable Holdoff with Interval: DISABLED (1-85555 sec)
Disable Reauthentication
") Enable Reauthentication with Interval. DISABLED (1-65555 sec)

©) Enable Reauthentication with Interval given by Authentication Server

Radio0-802.11N*“C"* Authentication

TKIP MIC Failure Holdoff Time:

© Disable Holdoff
@ Enable Holdoff with Interval: 60 (1-65535 sec)
Radio1-802.11N°"* Authentication
TKIP MIC Failure Holdoff Time: ® Disable Holdoff
@ Enable Holdoff with Interval: 60 (1-65535 sec)

132

< 42-Timers ( 1TETES ) TNE S HEiA

e

ik

Global Client Properties

B i PR B[]
AR FH AR $F
Ja FAREE, TABR A 1...65555

EAP or MAC Reauthentication
Interval

25 H BT IR
(B FHEHIAE, A A 1...65555s
DLIGIE AR 45 2% 45 52 (1) 11 B Je FH 28 397 36 41F

Radio0-802.11N2.4 GHz
Authentication

TKIP MIC ¥ i £ 455 Fisf ]
SRR
Ja FAREE, AR N: 1...65535s

Radio1-802.11N2.4 GHz
Authentication

TKIP MIC i e (R R i) (1]
2R FR
Ja FARRE, AR N 1...65535s

Association Access List Page
Parameter Descriptions

TERE MAC B i) 51 L B 2 i SR Ik

TESUTPERS : AZEEREK B 2 Services ( IR S% ) DU

MAC Address Filters (MAC ik 3t 6 2% ),
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@ Allen-Bradley

62 - Associated Access list ( S<EERYI518)513% ) TR @

Sawe Configuration Ping Logout Refresh
MANAGEMENT SOFTWARE EVENT LOG

HOME NETWORK ASSOCIATION WIRELESS SECURITY  SERVICES

Security

Admin Access
Encryption Manager
SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

Stratix 5100 Series Rockwell
Automation
[i mmnﬁ : S TE Assocu}_?;n AGGESSW

Hostname CIP-AP CIP-AP uptime is 1 hour, 52 minutes

Security: Advanced Security- Association Access List

Filter client association with MAC address access list: <NONE> =

Define Filter

Apply

250 K A BNk H R 1783-UM006B-ZH-P - 2015 4E 1 H

& 43 - KI5 R A S ik

2% ik

I MACHIBET B | e ERS
SR IRE P73

JEZR vy

Define filter P HEHEH B B ServiceFilter (%5 > 1L 5% ), IR ATZE L
[=RORYE
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MESEAR 28 1 A0 e A RS HIR . ST DL A e B
BENAZ I 5 AL E

63 - Services ( iR 55 ) U@

Services ( fR3% ) TR E

Save Configuration Ping Logout Refresh
HOME NETWORK  ASSOCIATION  WIRELESS  SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Rockwell
Automation

CIP-AP uptime is 8 hours, 13 minutes

@ Allen-Bradiey [ 13 LR

Services

Telnet/SSH Hostname CIP-AP

Hot standby

CcboP .
DNS
Filters _

HTTP

QOs

Stream
SNMP

SNTP

VLAN

ARP Caching

Close Window ||, Copyrigiht () 1992-2009, 2011-2013 by Cisco Systems;, Inc.

Band Select

Telnet/SSH

[&] 64 - Telnet/SSH T1 &

Save Configuration  Ping  Logout Refre:
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Rockwel
Automation

@ Alten-Bradiey JELC I UL B

134

Services
Hostname CIP-AP CIP-AP uptime is 3 hours, 19 minutes
Telnet/SSH
Hot standby Services: Telnet/SSH
CcbDP _ N
T Telnet: © Enable ) Disable
Filters
HTTP Terminal Type: @ Teletype ) ANSI
Qos e
Columns: 80 (64-132)
Stream
SNMP Lines: 24 (0-512)
SNTP
Secure Shell Configuration
VLAN
ARP Caching Secure Shell: © Enaple @ Disable
Band Select
System Name: CIP-AP
Domain Name:
RSA Key Size (optional): oo . (360-2048 bits)
Timeout DISABLED  (1-120 sec)
Authentication Retries (optional): DISABLED (0-5)
Secure Shell Server Connections
Connection | Version Encryption ‘ State | Username
e e
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= 44-

Telnet/SSH

NHESH#EE

2%

ik

Telnet/SSH. ..

o Telnet

Ja e 32**)5@ 9645 Enabled ( 5 FH ) 1k Telnet V5 [ & 3 R 45 .

o KRR

Teletype 5 ANSI. 736 B2 B 9 ANSI, ‘& rTERGEEITE T RE,  4nf
SwoR AN R R R . AN T i ) ELAR RS ANS,
1H:, BN E N Teletype.

!

64...132
%X%ﬁﬁﬁ%%ﬁm%E,@lﬁM1n$ﬁ I
1B, SEIZeun {f BLAR I R
AT

0...512

SE LT LA IR R, YUY 16,50 FAF . A,
KL {7 AR L s

¢

=
H

g

]ﬂ
/

Secure Shell
Configuration

fﬁé%mﬁsz,ﬁéw EAX R Telnet 22 & TRE. A T %4
%m, R} 10S 25 14+ 560 1A AT {8 ) B s K m %«

. 2.
. ﬁﬂﬁiéifhﬁﬁﬁzééﬁbju(ﬁH Thie, LA A ARE RN Bl B4t
BN R 2 AT R, WIS Enabled (511 ).

RGP
o MARKIENRG AR

W4

o EANERENIR. AR SSH S PN F I
Rﬂmﬁuﬁrﬁﬁ
ﬁ%Aﬁiﬁmmf%ﬂﬁF
%ﬁiﬁ‘%ﬁ 208

-ZHWWﬁM?,%AﬁéﬁgF”mfmﬁﬁo
E’ulﬁﬁlﬁ/}\ﬁ( —fli

-EED@EZ% MWﬁKWMMﬁ

G
R

HhTEHR S5 &

Hb 7 SSH RS A BERAS
-@@

SSH 2> 1 11 FH M — 1 45 B iR
-W$
?Eﬁﬁi%WWﬂmi%o
iﬁgF ity (5 FH (R i 2
SSH 2 i HIHERE
-%F%

TR A E P 4,
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Hot Standby ( 74 FH ) T A

[%] 65 - Hot Standby ( #*

@ Allen-Bradiey [ RS, T

Services

Telnet/SSH
Hot standby
cbp

DNS

Filters

HTTP

Qos

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Hostname CIP-AP

Services: Hot Standby

Standby Properties

AEH ) TUHE

Rockwell
Automation

CIP-AP uptime is 3 hours, 22 minutes

Hot Standby Mode:

MAC Address for Monitored Radio0-802.11N*#¢"%  DISABLED (HHHH.HHHH.HHHH)
MAC Address for Monitored Radio1-802.11N5¢#2:  DISABLED (HHHH HHHH HHHH)
Polling Interval (optional): DISABLED (1-30 sec)

Timeout for Each Polling (optional): DISABLED (5-600 sec)

Shutdown Primary Radios on Failover: @ Yes @ No

© Enable @ Disable

Apply Cancel Refresh

136

% 45 - Hot Standby ( ¥4 ) TUE & #aik

2%

ik

Hot Standby Mode

l

JA I FENR 2 RS AE N T /l\%)\,ﬁﬁ’ﬂﬁﬂﬂﬁ
%o %ﬁ%u%@%&’ﬁ?ﬁﬁﬁﬁﬁ% mffbiT, HAdE
S e A e A AR 4 i BUA A 2k
AT A e N e G R AR 1 A R BRI N, A%
?é%)\ﬁhﬂ)\wwz , TR TR i FE R A 1
A=Y

R % I, /HJ:/TStandbyStatus (% HPIRAS ) 35
ﬁﬂhﬁ%‘ﬂ%ﬁﬁﬂﬁé HIRZS, T Refresh (il ) vl 58T

=
e
>

MAC Address for Monitored
Radio0-802.11N2.4 GHz

WA 802.11 b/g/n Tk HLE 1) MAC .
HHHH.HHHH.HHHH

WS H5 LA ) MAC St

MAC Address for Monitored
Radio1-802.11N5 GHz

Tz W5 9% 802.11a/n TE 2Kk H 25 B 1Y) MAC kit 9. HHHH.HHHH.HHHH
Tl W 95 15 45 110 MAC Hb ik

Polling Interval (optional)

e FHBEAE IE B N R R IR ) 2 18] BRI A 4

Timeout for Each Polling
(optional)

T A AL, R A, ﬁDS‘E%&"*T%‘%)\
RAARRBE Wiz, HU\E%EZ s A e

Shutdown Primary Radios on
Failover

WRERE F BN, FHER A ﬁm%ﬁﬁﬂifﬁﬂﬁﬁﬁ
RN BRI Dumb Device Protocol (DDP) /% S DUEER o

Aﬁ%%%%%ﬁ,Mﬁ&m \
RTINS ey e s DA

)o ZTRENS BHLIE SCIE

A SR SR I I S 2E A P 3 B e o

FRIER
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(DP 71 H

BENR LMY (CDP) & — Mg T e T BRHN 255 & b 1w & KB

Hill. BEE& N 2B IERRHEE, &6 s =&

CDP £ #5815 B T M E B AE. fHH CDP It
TR CDP B E .

kﬁmﬁuo

[&] 66 - CDP TI T

@ Allen-Bradiey L0 TR T

Services

Telnet/SSH
Hot standby
cop

DNS

Filters

HTTP

QoS

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Hostname CIP-AP

Services: CDP-Cisco Discovery Protocol

Rockwell
Automation

CIP-AP uptime is 3 hours, 22 minutes

CDP Properties

Cisco Discovery Protocol (CDP): @ Enable ) Disable
Packet Hold Time (optional): 180 (10-255 sec)
Packets Sent Every (optional): 60 (5-254 sec)
Individual Port Enable:

GigabitEthernet

Radio0-802 11?43

Radio1-802.11N%%
CDP Neighbors Table
Device ID Interface :old Capability Platform Port ID

me

Apply Cancel Refresh

%< 46 - (DP 71 H B B A

2%

[+

ik

Cisco Discovery Protocol (CDP)

e FF Disabled ( 25 F ) 22 15 4% LA (DP 5 3464 Enabled ( 5 FH )
JA %4 F P, (OPERIACL S .

Packet Hold Time (optional)

FoAt A5 F COP 1) 5 -\ g OOP {5 S A P 5 AV B, I LE
A TE LR TH] Y ﬂi&\u%?ﬁqﬁéﬂ% — A OPHHR L, Bk
TRATRECZE L. BRUME D 1800 HOH (0 FRFFAT ] 4R 26 B K
T+ Packets Sent Every ( £it¥ B & 1% (] & ) 3k (1948
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EZ154  Stratix 5100 WA E HEE S HUE X
< 46- (P NHSHIEIA (£)
S D
Packets Sent Every (optional) | 58 & 3% 11 5% COP $e i A 2 8] I FD B BRINE N 600 A M
ANT B LR RN (]
Individual Port Enable o« DAARM
éuz‘i?‘)ﬁ, w%ﬁ o DK I i DE%(DP%&‘E@ Fis
UK ZEA 73— A B4 1 0P 24 A
. %%)\ﬁﬁéiﬁﬁﬁiﬁ
MR, AR I P BTG 2R v 1 I (DP i A
NI BB R GA 5 — MR &I OP HHEE .
EE PR MIB SCAFRL& COP A« SCA44 79 (1SCO-CDP-MIB.my,
T AT 7R N 3R MIB SCA:
http //www.cisco.com/public/mibs/v1/CISCO-CDP-MIB-V1SML.my
(DP Neighbors Table iZ%{%zﬂ%ﬁﬁﬁﬂEE@iﬁ%%@o e A R DL IX e
. %&ID
}%ﬁﬁﬁaﬁﬁm\ MAC it 557 515
BT A bz DB i g 5 AR AL
« PREFIT[A]
YT PRI B RIE B A 10 P |25 IR R FPEL,
%F BB ETR.
. Hta
(DP 4R JE R HH AT B (1) % & 2, 0 T % R 3%, TTREEN R,
BYMIMAT, M8, s S, THLAH,
IGMP #4591, H1Zk 380, ﬁu%ﬁ%ﬁ%%}l@ & |
iﬁ%ﬁéﬁﬁ%@%ﬁ%ﬁtﬂ
BER I i 5 o
« Uil ID
W& IR 5 .
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Stratix 5100 WA E HARSHEN B4

DNS T3 H

FE 1% JUH ok 8 2 15 5 I B22 ] DNS (3044 24 ). DNS 2 — /M4
fR4ds, ERVEERR—AE, MAHAEL P bk, HEndEt
WA RRAT IR AT U M. R, 7E45 WAP 44, FForfc 72
¥ DNS fR % 8% )5, 875 Bk DNS RS 45 WAP il 3. W%
THEH DNS I 215 5., 155 WA 67 Ty < HTTPS S22
LU

[%] 67 - DNS T2

1 1 |
Rockwell
° m—m

Services

Telnet/SSH
Hot standby
cop

DNS

Filters

HTTP

Qos

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Hostname CIP-AP CIP-AP uptime is 3 hours, 23 minutes
Services: DNS - Domain Name Service
Domain Name System (DNS): ©) Enable @ Disable

Domain Name (optional): DISABLED

Name Server IPv4/IPv6 Addresses:
1. DISABLED
2. DISABLED

3. DISABLED

%< 47-DNS TL H & 8uimik

S 730

Domain Name System (DNS) FEULIE o T BAE T ONS. 01 SR J H DNS, - 35 /b A
— MRS

Domain Name (optional) 1y 5 R 28 48 45k 4% 2R 495 (DNS), 66 N PRI 2% £ 1P 3 P 42 7
N T mycompany.com.

A4 IR 552 1P Hh ik BN 25 B 22 = AN IR S5 4 0 1P HiLHE
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=

BY4 Stratix 5100 BB HLAR S AT X
Filters ( 17588 ) TUE
Pt g T BE L B e Ve i A AR P T A B A
PO B AR B PR AR A . 1ZFR A DU 0 VE RO A AR H BLK AN
802.11b Jo& M N FH I 38 . W Z7E B F 2 i G e B 28 s
JE AR RO VT A 45 51 (ACL).
%] 68 - Filters ( 1T 3E2S ) TTHE
@ Allen-Bradiey L SO UL Autoraonen
Services I APPLY FILTERS g MAC ADDRESSFILTERS |2 IP FILTERS (] ETHERTYPE FILTERS )l
Telnet/SSH Hostname CIP-AP CIP-AP uptime is 7 hours, 9 minutes
Qos EtherType | <NONE > ~ EtherType | <NONE> ~ EtherType | <NONE > ~
TEIL Apply Filters ( 52/t 788 ) I _F R 3, R 2RI 7E MAC
Address (MAC ik ). IP Filters (IP 3 J€4% ) B Ethertype Filters ( LAK M
AL ES ) DU BB E AR IESs
ANC N AT JE RS o USRI B R 2 S EUE B AUE &, Toik i il #E
AR WRRAEZXAENL, R J7 2 i 1 ] 6 i 105 8 (0 SR
ATH), BN S E AR E
7 48- N AT IR TIE S Kk
3 Fiz:pu
Incoming T B2 B A e PR R MAC, DIOK ISR IP P30 S8 B8 4E
Outgoing MR B B PR FH I MAC, AKX SR BN 1P B U 6 2 4
W 7k WAP EALZIBOARL B EZEE, iES W 53 il
“ % WAP B AR BN E 7.
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@ Allen-Bradley

Services

Telnet/SSH
Hot standby
CDP

DNS

Filters

HTTP

Qos

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Technology

MAC Address Filters (MAC tth it i 5E 28 ) TR HE

A8 A2 DT o VF B4 L )R ) MAC il ok 1B i B 1 50 2 R 48
. BTN A LhEds, SRVFIEN BRI SN I MAC MLk
e, B PHAERRTE 2 HAESN I HTA MAC kiR R . &l ke pr
B A g A% B B LK RYAT 7 BJe 2 Wi [, Blfl AR/ Bf% H 4
o

69 - MAC Address Filters (MAC M1t 3538 ) TR E

Stratix 5100 Series Rockwell
Automation

= APPLY FILTERS |z MAC ADDRESS FILTERS YE IP FILTERS E ETHERTYPE FILTERS W

Hostname CIP-AP CIP-AP uptime is 7 hours, 20 minutes

Services: Filters - MAC Address Filters

Create/Edit Filter Index: ~ <NEW > ~

Filter Index: (700-799)

Add MAC Address: Mask: 0000.0000.0000  Action: Forward +
(HHHH. HHHH. HHHH) (HHHH. HHHH. HHHH)

Default Action: None -

Filters Classes:

~|| Delete Class

2% 49 - MAC Address Filters (MAC Hult i 5 82 ) TTE S #ii A

Create/Edit Filter Index ﬁ% %%E@J@%ﬁm MAC HbtIE I 8 3%, R PRIEFR <NEW> (37 )
b
Filter Index 15 700.. 7992_@5’11‘&?9 TR . BT AT
B T i /f‘é%smwluﬂhﬁ%wﬁ%ma
Add MAC Address SN H bR MACHRRE, B DAY 5540 B8 1 = AN D 157 4L

140,  0040.9612.3456
gjﬁﬁﬂ% TS IERERE,  MACHIHE B NG

W R T SR AEBR T 158 Fu v I IE S ) A MAC B F
HAE, TULKE MACHBAE B T SE VR MACHILIE SR

Mask BN MACHIBE FIFBAS . FNFEAD, B R LUA) A4 BE A YA
};ij”;ﬁéﬂy BT, 112.334.556.778 iau)\mfﬂﬂ’lﬁ/ﬂwﬁ

1N 255.255.255.255 1E RN S BB N B2 BT P Mtk
TR 00.0.0, 3N ks B4R 15 15 AE IP Address (IP 4 41 )
b BN SE A CEC I 1P bl . FE 130 i N O HERD H
TN RS QAR N 5E M
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%% 49 - MAC Address Filters (MAC Htidib 53 3888 ) M@ S HUHIAR (£5)

g

ik

Action

HEF¥ Forward ( %5 ) Bl Block ( BHLLE ). Hily Add (#5911 ).
MAC Hb 11k 5 7~ 7E Filters Classes ( i JE 2825 51) ) 384,

Default Action

SR — AN 8 3525 AN UL E A B8 K AR BRI
AR 1 B AT A

3945 Forward All ( 4= %% & ) 5% Block All ( 4= FHLIL ). L 9ERE
FIER I BT 0 2128 /0 5 e — A i g M bl 48 F A
B Blhn, AN T 2 A HhE, i Block ( FELIE )
VE P A X LI AR, DDA 250156 4 Forward All (420
R ) VE NI SRR R BRI ER 1 .

Sy Apply (R ), O IERSRAFRIE N s b, HEIER
iﬁ\)ﬁ)ﬂ s T EALE Apply Filters ( 5 FF i €88 ) VT N R A

payy =i o

Filters Classes

B M Filters Classes ( ST 82325501 ) 71 HR I B MAC Hhukik,  JE$%
%5, ARG Hd Delete ( MHIES ).
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IP Filters (IP i3 828 ) Ti @

1 1% DU T 2 B A G D RS . TP S U AR L B e VRl I R N A
(R LA A o0 R0 10 2 S 1456 Y IR Hbdik (ES). TP WA TCP/UDP 3 11 .
BT LA — AN eSS, SRVRIE B TR e Hhhk A B Hu bk R
7] BB B A5 S bk A B b iR . R ET DAB LS — R

PR BT = 1P AR O R IR RS . IS DR BT A i e g
I B UK AT / BTG ZR e 11, Blfe AR/ B H 0 £

[&] 70 - IP Filters (IP 31 828 ) Th

I | |
es R 1l
@mmv

Services

Telnet/SSH
Hot standby
cop

DNS

Filters

HTTP

Qos
Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Technelogy|

[ APPLY FILTERS | mAcADDRESSFILTERS  |C IP FILTERS. " EmeRTYPEFITERS | i |
Hostname CIP-AP CIP-AP uptime is 7 hours, 27 minutes
Services: Filters - IP Filters
Create/Edit Filter Name: <NEW> ¥
IP Protocal: @pys Opys
Filter Name:
Default Action: Bock Al
IP Address
Destination Address: Mask:  0.00.0
Source Address: 0.000 Mask: 255.255.255.255
Action: Forward =
1P Protocol
IP Protacol: @ Athentication Header Protocol (51) - Action: Forward ¥ =
/) custom (D-255)
UDP/TCP Port
TCP Port: @) Border Gateway Frotocol (179) S Action: Forwerd ¥
') custom (0-65535)
UDP Port: @) Biff (mail notffication. comsat, 512) - Action: Forward
) custom (0-65535)
Filters Classes
-
i Delete Class
]

%% 50 - IP Filters (IP 33 3£ 28 ) TR E S #3Hik

2H ik

(reate/Edit Filter Name ARG AT eSS, AR M Create/Edit Filter ( 61 2 / 4w’
ThyERR ) TR R RS <NEW> (7)) ( %wME

BEoEDA T F%% 196 5% Create/Edit Filter ( 173 / miEid €2 )
Th SRR R BE AR LR

IP Protocol IPv4

IPV6

Filter Name ONFIT Ve SR AR P L R .
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%% 50 - IP Filters (IP 33 ES R

B iR

Default Action 51 & */ljufé%‘ﬁﬁnﬂ DG e A 50 AR s R A
B B HEA T AbHE
39545 Forward All ( 2= 3855 /&% ) 5% Block All ( 4= #BFH.LE ) VE it 1
PIBRAERE . S BRI E LI E D 5 Hp— A
T e 2E bk AR AR AR I .
Blhn, ROV T —ANME S P HHE. 1P WA TCP/UDP S I
B e s, JFEs BIock(KﬂJb TEREANTRERE, 240
164 Forward All ( 4355 %) 1@%@%%&5’]%&%&%1’&

Destination Address AN TR S ) H AR P ik,
I AT SRR AL BR T 4 VR HBIES R 1 B MAC B L
A, MPE AL AL E T R vr bk s R, DR E R
SN S HERE,

Source Address IHe A FE R 50 B e 9 1P huhik
IR AT H B IEER T 48 5 FC VI ik S BT MAC Mkt 1)
S, D‘M%fr%iﬁuﬁﬂtﬁ?ﬁ:ﬁf@iﬂﬂi@EP DS
SN S HERE,

Mask iﬁu)\ﬁﬁlPiﬂiﬂ:E‘JT’@ﬁ%a NG, B A) SRR
PO =7 4541, filln, 112.334.556.778. B
. li;uﬂ;'ﬁﬁﬁjﬁ:ﬁ)\ 255.255.255.255 VE Y, HEN AU AT ]
o IIBLE N 0000, TN AUKEEE R 15 7E IP Address

(IP 3kt ) 5k A B N 52 2 UL B H 1P sk

%i%ﬁﬂiﬂiﬁﬁ)xﬂ%@ﬁ%ﬁﬁﬂﬂﬁ N ETE AU RN E S

IP Protocol AFEBEALIT I 1P B, AN BISE S i 3 — i A LMY,
B Custom ( H 58 X ) ZRJE1E Custom ( H 5E ) iﬁiﬁf“ A AT
HAMLGRS
HINALGRS, JEFl: 0...255.

TCP Port AT AE AN 8 TCP ML MR 7 372 B PP i 13— b oy i O
PR, B Custom ( 195€ ) BLIESRAL, 93‘)%75 L —4>
Custom ( H & X )iﬂijiﬁu)\fﬂﬁwﬁ(ﬁ%ﬁ
IN—0...65535 2 [A] (I 0 il 5

UDP Port AL FE AL 368 UDP P S0 S FE— Fol e P A S 1 Hp AL,
I FF Custom (5 3C ) FRIEAZRHL, SRS AR EP A Custom
( Qiﬁ()iﬂjﬁ*ﬁﬁ)\fﬂﬁwwﬁ@%%a
N —>0...65535 Z A (ML 5

Filters Classes PSR BN A T A X
B M Filters Classes ( i i€ 25235 ) &) 3R FR I BR WL, 138 Z
L, SR 5 Bt Delete ( MHER )o
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ET4

@ Allen-Bradley

Services

Telnet/SSH
Hot standby
CcDP

DNS

Filters

HTTP

QOs
Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Technology

Ethertype Filters ( LA K288 1T

DY NEELEuE

/)Ei%t ) J\E

/ﬁ%ﬁﬁﬂmﬁﬁﬁFLLﬁ)\ R PR LK I AN DG 25 H i 1] {56

RFE B L3 W T PIRRe i B) S 2o i s 2 2 LUK AN/ BRIC 2k e
g I, BUE AN/ B AR L.
[ 71 - Ethertype Filters ( LAK PRI 8 8S ) TT
| | |
5100 Series Auinomaﬁor:
£ APPLY FILTERS |5 MAC ADDRESSFILTERS | IP FILTERS [ ETHERTYPEFILTERS | ol
Hostname CIP-AP CIP-AP uptime is 7 hours, 40 minutes
Create/Edit Filter Index: <NEW > ~
Filter Index: (200-299)
Add EtherType: Mask: 0000 Action: Forward ~
(0-FFFF) (0-FFFE) 3
Default Action: None v
Filters Classes:
:
]

< 51- Ethertype Filters ( LUK ISR IERS ) TE S HH

i
[

g

ik

Create/Edit Filter Index

ARG I VeSS, BA{RAE Create/Edit Index ( B2 / iR 5| ) SEH
R <NEW> (357 ) ( BRIME ).

BRI I RS, 3% Create/Edit Index (BN / ZmiH R T ) KT
LIRS .

Filter Index 4 200...299 2 A ) E 2 4R ik e A a4 o

T o TE B B K B e 8 P U i) a1 21 2% (ACD) o
Add Ethertype BEALFF IR A LR WA G 5, I N AR X 28R [ HERY
Default Action S Aa] — AN i 1 2 24 ) AN UG e ) B ALK AR 4 BR A IR R i

E%%‘&ﬁﬁwo $6 0] 353 Forward All ( 453845 %) 81 Block All ( 45355
)e
2/ L — AN e 2% P DR 2R R )

URTEEIIENIN SV
B

Bln, BN T A CURPIZRAL, % 4% Block All ( 2= EBFHELE )
{E 9T X BE L B ERATE, ) .0A 250326 35 Forward Al ( 4= 845 % ) 1R
R IE AR A BRI

Filters Classes

B OB A AT IR SR .
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B4 Statix5100 B HLES S HUE X
HTTP 51 1E
% Web Server (Web iR 25-#5 ) DU TH 50 VI %6 1) 2E T Web 1957 HA &R
SCAE, RN E H 2% RN E PRE .
[E] 72 - HTTP ST &
1 1 1
[ TOT IR  Stratix 5100 Series Automation
Services o )
Hostname CIP-AP CIP-AP uptime is 3 hours, 24 minutes
Telnet/SSH
L
E:: Web-based Configuration Management: Enable Standard (HTTP} Browsing
Filters [”] Enable Secure (HTTPS) Browsing
HTTP [”] Disable Web-based Management
Qos
SUES System Name: CIP-AP
::':: Domain Name:
VLAN HTTP Port: 80 (1025-65635 or default 80)
ARP Caching HTTPS Port: 443 (1025-65535 or default 443)
Band Select
Help Root URL: (Set to default by clearing textbox)
http:/fwww cisco.com/warp/public/779/smbiz/prodconfighelp/eag
Target Help URL:
http//www cisco.com/warp/public/779/smbiz/prodconfig/help/eag/123-08 JA/1100
3 52-HTTP STTE S HiiiR
28 ik
Web-based Configuration 3% = Enable Standard (HTTP) Browsing ( J& FH B vH (HTTP) 301 %3 ) DA 70 49
Management HAGHATAF L AR .
311 Enable Secure (HTTPS) Browsing ( ()3 FH 224 (HTTPS) 30 6 ) A SR VR4
HEARGEHAT 6 4 (SSL) i«
BN E AR, EdE Dlsable Web-based Management ( %% i & Web
FAETE ) DABHIE A B R GERbAT 0. 7E AR, AR
Al 25 25 701 Telnet/SSH 432 17 ]«
YR FIHTIOS I, 5/ RS S, A SR e
Ao UEASEE T A 1 R SR 1
UEPRFEAE O Sy ] SRR B 2, LARE . SSLidedz .
%Tk%fwmm S, BUEAE U] R I HEHE .
b B S L PL A BRAIA 44 5 URL ESDLAC, 305 g ek
WoR AR NI, RIS RN, RGEAR
R4 0 B 5 5 R E S LA ILRE, 11 S P ML
QAR T R IREIE 4, 1 FF Delete Existing SSL Certificate
( MERILA SSLUETS )0 XAF AR — A HTETS
System Name (or Host Name) | {2 7~ 7 45 B 52 45 T I Association ( S H¢ ) TUHIAR AR 1) R G 44
P T H BRI R B . R FRIRATAE H 244 E
Forb, AZUEHH T @I 2N A R
Domain Name FAZEI 1P 38 (61201, mycompany.com). J4% £ A7 7 F 25 44 1IE 15
T 5 P T2 A S
146 % v A3 /K A AL R 1783-UM006B-ZH-P - 2015 45 1 1
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R 52-HITP TTESEIA (48)

SH 3R

HTTP Port LB E T 1% e BE4h 22 4% Web 15 171 EI'J H. fEH&R
RGP G R D E . BRIME 80

HTTPS Port GBLERE T B A5 22 4 (SSL) Web 1 ] ()3 H1 A 4
R R R DB . BRAME N 443,

Target Help URL SRS 5EEE URL, BLFEHHINAR A S IS
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QoS Policies (QoS FRHEE ) T H

Z U SO VP IC B BN IR S5 BT (QoS). i b DRE, HEmIxf 3
Lo IR e b . fEAET QoS B, BEA AR E (it
FARAL I A BN ) 3R TR S . B RIE SR AR AR LSS T T
MR ZEIR FPR A i B AR AT PRAIE

73 - QoS Policy (QoS TR A% ) TTH

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

D Allen-Bradiey [E S100 Series Auromafig“
Services : Z  RADIO0-802 MIN*®"E |2 RapiO1-802 1NSE |2 a
j SRl F ACCESS CATEGORIES R ACCESS CATEGORIES K ABVANCED
Telnet/SSH Hostname CIP-AP CIP-AP uptime is 3 hours, 24 minutes
Hot standby
cop Services: QoS Policies
DNS
. Create/Edit Policies
Filters
HTTP Create/Edit Policy: <NEW> ¥
QoS
Stream
Policy N: 3 =
T olicy Name: < NEW > E
SNTP
VLAN Classifications: -~
ARP Caching
Band Select
Delete Classification
Match Classifications: Apply Class of Service
IP Precedence: Routine (0) - Best Effort (0) 2
IP DSCP: @ Pest Effort - Best Effort (0) v
(0-63)
Filter: No Filters defined. Define Filters.
Rate Limiting:
Bits per Sec.: (8000-2000000000) Burst Rate (Bytes): (1000-512000000)
Conform Action: Transmit « Exceed Action: Drop +
Technology

%% 53 - QoS Policies (QoS 35 F% ) TA M S &Rk

Create/Edit Policies ﬁu%’ﬁj]\%ﬁﬂilﬂ% T ARAE Create/Edit Policy ( B1)E / 2 S50 )

SER G <NEW> (BT ) (BRIME ). EEImERIN ﬁ%lﬂ%, i
% Create/Edit Pollcy( UL / 24 SR ) S B b L PR SR A4 7R
YR WMM BE S ectrallnk, PRI 2 —IHA
Policy Name ( ﬂi%%*ﬂ)i

Policy Name S N RS T 0 N S S % 1 PR SN 44 B . 0 SRAE Create/
Edit Policy ( G115 / 4 #H SR ) Jok rp e B DA S, Rt E 3))
YN HUEAR

Classifications ST el I A A A A (K, X A R A IR

KR BLd S48 € RIS ARSI . EMTECAE B b e
REE 00 S N IR A

Match Classifications fe el g o 25hnuE, Wlin, PRI, DSCP AL JERE.
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% 53 - QoS Policies (QoS 3R % ) TUE S 3k (4L)

B iR

IP Precedence ;{f@g HE LT NI PR S B o e — R N IL AL
R o

IP DSCP RFC2474 H 5 SLITIPDSCP ( 2243 AR 45 ARAD A5 ) 5 1P DSCP EL

YRRV RCARHE .

IP Protocol 119

% 03 T UL AL SpectraLink 15 35 B o

Apply Class of Services

e MRE 250, DMEEEN A0 N B T 5 Filter (1984 )
SR TR ) JESSAH VT L O B £ . 5 Class of Service
( AR552850 ) S50/ Add (2801 ).

Filter

IR T EAS, RO EE R VL C e 1 8 A
s .

M Filter (1 388 ) FRSEsp, PR E SIS T
SEERS . B, ] A0 FE 1P EE T MAC HihE Y MAC btk i
JER B

A& 01 {5 FH Define Filters ( 7€ S yi€ 2% ) B F2 B 1 21 Services >
Filters (IR %% > i JE 2% ), MATLE e B i ks .

/}1% QoS H {5 FH () U 1) B R ASBE M 2\ i I B 3
RIR -

Rate Limiting

A7/ F5: 8000...2000000000
FEREZR (75 ):1000...512000000
AERIE: Ki%

AR R EF

Apply Policies to Interface/VLANs

FERUIE RIS QoS SIS J, 45 T KE MK ) B 2 X P A2 11
(IR BT S K181 o

Incoming A4 FH T 47 3 5. 3% 459 GigabitEthernet 0 802.11 T2 FELIE LI
3813 43 B 1Y SR
Outgoing {4 FH R 47 37 835 3% M GigabitEthernet T 802,11 JC£8 FEL B2 1 Y

i (YT E A T AR SRS
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QoS: Radio(QoS: JoZkHl )T
o T TR 0 VA8 5 SRR B N 2K (R 3R 9 22 #6977 1) (CSMA)
BH, XSO0 R [ IR 45 2 B B 58 )y =

152 LA 148 T “QoS Policies (QoS HM& ) TLIH >, i & AT AR 55
&7

BT ikrtE, PRI E SO e S5t 5506/t . 35 EARE 3]
ERNE, 162 DA 53 T < 4 WAP B FIEGA W E ~.

Saye Configuration Ping Logout Refre
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

@ Alten-Bradiey L LEZL T

Services

Telnet/SSH
Hot standby
cop

DNS

Filters

HTTP

QoS

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

A Ig RADIO0-802.11N2%"2 5 RADI01-80211N°C |2
= SESHONCES ~ ACCESS CATEGORIES N ACCESS CATEGORIES = ADVANCED
Hostname CIP-AP CIP-AP uptime is 3 hours, 25 minutes
Services: QoS Policies - Access Category
Access Category Definition
Access Category Background Best Effort Video Voice
(CoS 1-2) (CoS 0,3) (CoS 4-5) (CoS 6-7)
Min Contention AP 4 4 3 2
Window
(2-1;xcan be 0-10) | Client | 4 4 3 2
Max Contention AP 10 6 4 3
Window
(2*-1;xcanbe 0-10) | Client | 10 10 4 3
Fixed Slot Time AP ! 3 ! !
0-20,
( ) Client | 7 3 2 2
. AP 0 0 3008 1504
Transmit Opportunity
0-65535 uS
¢ ws) Client | 0 0 3008 1504
Optimized Voice " WFA Default I Apply I I Cancel
Admission Control for Video and Voice

7% 54 - Access Category Definition ( /73] 2851 E X ) TUE £ #iithik

2% ik
Min Contention TR VIRKA, BN A D JEIE ) 8

i e L e A 15 2K ) Bo /N (4 4 L EDRHERE
S, WIREE T RRBAL A MR, TG0 B
T4 PR 7 11/ MEL2 W BB — AV

Max Contention MR RS, A AN K R B . RROR A
PRORIS, g/ o DVECRE R 0, BRI B KM
m%?ﬁﬁﬂﬁﬁ¢ AT FLER, AR A

_1

Fixed Slot Time VBT SN [ E I B S8 I8 7 ) S 2 v e
Bl %ﬁﬂﬁj‘@ﬂhd\ﬂ’]!iﬁ fi?{ﬁﬁkﬂzh‘%ﬁlﬁﬁn%ﬁ
BRI BRI, iR %'JEPEI’J L5 6 A 122 [
SENTBREL, A AR IE]R
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Stratix 5100 A B HABSHE N ETH4

< 54- Access Category Definition ( 175 (2] 2831 E X ) TRE S #Ui#iA (45)
S 730
Transmit Opportunity N — BT (B B ) , fﬁ‘%ﬁ%ﬁt HI R ST AT ZE A
(R d I IE @Lﬁfﬂﬁilﬁ R )
BRIERT R g 2 E’JHTI'ﬂ?Iﬁ?JL_L, AR
Vi 1R ) SEBL S e K Ak A, AR BT U IR S IR s
Ie B ] 23 E
Admission Control Admission Control ( 2442 ] ) 5 U HE 28 ] 25 7 iy o2 754 F
] 2851 o él)i'ﬁﬁ%/l\lﬁl'ﬂ ESliEeZuEc %E?@'H%
N s BRI AR 7S 5 25 2 i o6 201 56 B WIMM 204 ki A2 J5
2 B FH % 1255
Optimized Voice ﬁDS’ﬁﬁiElZlﬁIﬁ W RE TR,
?j(rf?jgs Category Definition ( U5 7] 253 7€ 3L ) FIMA & 5 U5 m]
. %Fﬁﬁ%ﬁ 5 0 6 110 B0 A Ak 2 B SR I B B o
Z: W, Services ( A 5% ) > Stream ({5 Ui ) > Packet Handlings per User
Priority ( Tézﬁﬁ)ﬂ)ﬂﬁt%éﬁiﬁﬁlﬁ@)
o RS HREE S F TC PR IE R (GPR).
2 L, Network Interfaces ( P25 4% 11 ) > Radio1-802.11A > Setting
(K8 ).
WFA Default AR ARG DA S S B BRANE

Admission Control for Video and
Voice

LI (CS4-5): Ja FH B2zl
T (0S67): JA F gz

Max Channel Capacity (%)

BN KB IEAE SN 75%, JEFEN0...100%,. 40 FiEiE
z"ﬁﬂ?m{ APEZS N 0%, I, B S
IR 4 L.

Roam Channel Capacity (%)

W\/ﬁmmﬁ@ £ 14 6%, J6EN0...100%,. i REAY ]

18 U e 3 1 g — NI S R IE 1 20 B

74-Q0S Advanced (Q0S = 2% ) T

@ Avien-Bradiey [ 5100 Series Au?omaﬁ:l\
Services B = RADIO0-802.11N2*CHZ |z RADIO1-802 11NSCHZ B
(— oL T- ACCESS CATEGORIES ~ ACCESS CATEGORIES - EOMNCeD
Telnet/SSH Hostname CIP-AP CIP-AP uptime is 7 hours, 5 minutes
Hot standby
DNS
) IP Phone
Filters
HTTP QoS Element for Wireless Phones : © Enable [ Dot11e
Qos
@
Stream Disable
SNMP IGMP Snooping
SNTP
VLAN Snooping Helper: @ Enable ©) Disable
ARP Caching
Band Select
AVVID Priority Mapping
Map Ethernet Packets with CoS 5to CoS 6: ! 2 Yes @ No
WiFi MultiMedia (WMM)

Enable on Radio Interfaces:

Radio0-802. 11N% 442

Radio1-802.11N°C"

Technology
A
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Stratix 5100 1% 7% & LA S 4E X

152

3% 55 - QoS Policies Advanced (QoS SR E& = 2% 1E 10 ) Th @ S HiA

g

ik

IP Phone
QoS Element for Wireless Phones

LB IR R R TE (LN 7 % i

%ﬁﬁ@%fﬁﬂimﬁ:ﬁ

s%ﬁ%%ﬁ%s PAHES (5 AR A
\éxﬁw%ﬁﬁﬁ%$m

LEh&iEs %Wﬁ’
L. AN, LHF%
TR ) ] o ) 36 3
T 1S 130 o

Dot11e

$ﬁmmwﬁ%%ﬁ%%sﬁﬁ£ 40 SRR B Dot11e, TN

IGMP Snooping
Snooping Helper

I X 4 B R (M3 (IGMP) M T B, %

TR B — AN AR, BPumEE
% ﬁﬁﬁ%ﬁ é TN R IGMP WS U BB
ﬂM%F%%%&i%%%ﬁ%Aﬁﬁzﬁkﬁ%ﬁﬁ
S [ [ A ST A L IGMP . B,
Frmig ey, SRS DAgERE.
U B TFERA NG . AR, By Disable (25 H ) 10
A Apply (RZHH o

AVVID Priority Mapping

Kty (oS 5 T LUK I Bt B WS 21 GoS 6
U R LT RERE AWID JILYE, B Yes (A2 ). 1M 44T
LS A RSB 5 (R ) FE & R

WiFi MultiMedia (WMM)

LD FEH

Wi-Fi 22 S544 (WMM) S IEEE 802.11e J528% 7 18k X b v 55 T AR 5% 5
2 (Q0S) M—AN M. KB TISCRIL S ARG FIHEBN o
)5 F QoS IR, N SER IS A WMM AR 2. BBk o 2k
R AR ME,  DAZA F R 2 T0 26 FEL 32 11 7 WM
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Stratix 5100 WA E HARSHEN B4

Stream (1B{S7t ) 1@

Seream (S350 ) TEHT ¢ BB HOH P AR 6, {E TR Tk
S BB AL

[&] 75 - Stream ( 1B 1557 ) W@

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

ATRET]  Stratix 5100 Series s
) -
Services _fg RADIO0-802. 11N> J2  RADIO1-802 11N"SH* 1 i
Telnet/SSH Hostname CIP-AP CIP-AP uptime is 3 hours, 27 minutes
Hot standby
o servees san
DNS Packet Handling per User Priority:
ERLErs User Priority Packet Handling Max Retries for Packet Discard
HTTP
CoS 0 (Best Effort) Reliable - NODISCARD  (0-128)
Qos
Stream CoS 1 (Background) Reliable - NO DISCARD  (0-128)
ENRE CoS 2 (Spare} Reliable - NO DISCARD  (0-128) it
SNTP
CoS 3 (Excellent)
VLAN Reliable hd NO DISCARD  (0-128)
ARP Caching CosS 4 (Confrolled Load) Reliable - NODISCARD  (0-128)
Band Select :
Co$ 5 (Video) Reliable 2 NO DISCARD  (0-128)
CoS 6 (Voice) Reliable - NO DISCARD  (0-128)
CoS 7 (Network Control) Reliable - NO DISCARD  (0-128)
Low Latency Packet Rates: B
1.0Mbisec - ‘::' Nominal Non-Nominal é Disable
20MD/seC: @) Nominal ) Non-Nominal @ Disable
DSMbisect O Nominal  © Non-Nominal @ Disable
B [y
7% 56 - Stream (JE 1537 ) TNH S #$aik

SF

et
Packet Handling per User Priority

BE VRS I AL SR X]L?Fﬁﬂ )
R A L AL R R A Reliable
Low Latency ( fIRSERT ). 85 52 2 F¢ Hdia EL 1A i

’E‘l\ﬂfﬁi B
mﬂﬁﬁﬁ 5
[k
EOE | S
e 3@1'—;
)‘E+

Low Latency Packet Rates

o 3 I /N R A e R K

f
IHE KA R F DI SE 4 0 00 e ik = 8 i o

=4
oTOE|
= e -t

SRE
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T4 Stratix 5100 WA B H S HE L

SNMP T3 [

SNMP & —F N Z UM, SCRFE SNMP & 3 TAEsG AIAR L 2 )ik 4T
THI [ 9 S IR o 12 D T T B -5 PO 2% A L O 1) 1T P oK) 2% 7 BRI
(SNMP) TAEuh— & FH I EE N fo

B 1 JE ) SNMP 4, SE i — 4 SNMP #E[X . SNMP 4 [X 54 £
FE FH TR P 4425400, B FH T SNMP A EB SRR . DR FIHRAL
MR&%% . 47E Express Serup ( PRE B E ) TUH F I SNMP #1 X 4 BRI,
i AR / 5 D RE SRR X

[%] 76 - SNMP T &
| | |

(ASQPOW PN A Stratix 5100 Series Rockwell

Automation

Services i
Hostname CIP-AP CIP-AP uptime is 8 hours, 19 minutes
Telnet/SSH
Hot standby Services: SNMP- Simple Network Management Protocol
GOl SNMP Properties
DNS
Filters Simple Network Management Protocol (SNMP): @ Enable ) Disable
HTTP
Qos
System Description: Cisco Access Point 15.2
Stream L
SNMP
SNTP System Name (optional): FGL1731W0B9
VLAN
. System Location (optional):
ARP Caching
Band Select System Contact (optional):
Apply
SNMP Request Communities |
Current Community Strings New/Edit Community Strings
< NEW > -
comm-name
Dolf SNMP Community:
= Object Identifier (optional):
© Read-Only © Read-Write

2 57-SNMP TTE S #3014

g biEipS

154

Simple Network Management
Protocol (SNMP)

TEAS SNMP JI] T8, AU T BEE . BR TR I SNMP 24,
TR A 25 N SNMP 4t [X 745

System Description

£ DU AR A1 H AR Gt A0 1 2 AR 4 i i PR A

System Name (optional)

BRI AR, i ] SNMP 5 B gl (5, 3R (K A4 Fcke
B 28 A4 TR 4 T ) SNMP 7 B T A i

System Location (optional)

BEEMBEALE, BN, YL AR5 A .

System Contact (optional)

B RGEH AN .
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%% 57-SNMP TT HI & 83wt (42)

B iR
SNMP Request Communities | 127 [X 38{4Y 24 £ T2 [f TH &K 1 Simple Network Management Protocol (SNMP)

E3%=

(] PR o 25 8 B P ) SR R 95 T Enabled (S FH ) I HL T Apply
M) EA<REH.

Current Community String

=]

(

(

ﬁ ““ > B =5 ; A1
(1) CGBRIMEL )o SNMPAE DX 7 3 ARSI AN U RS, %
1] MIB X SR AT IAAIE o K2 715 S i S A X ?’%?j}o 1€)~ﬂ

New/Edit Community Strings

« SNMP #E X
“M7E Current Community Strings ( >4 §if 41: DX 455 52
TR A DC PR R S, R R XA H Y SNMP
DXAE.  SNMP AL X 45 B A A RN UYL TXS 7 1]
MIB Xt 5 34EAT AL o

« XRFRIRFF
4 7E Current Community Strings ( >4 F 4L X 45 57 ) 51148 Pk 4%
LR AL AR S, R R AR X AT H O B
AT, BONHEIX TR AR EIN RARIRTF o X R ARIR
?ﬁﬁg;{;%%i{ FA T PR P R B A DX S AR R 7 1 11

TR

o

Read-only/Read-Write

Ju
Read-only ( J 13 ) e S5 3 452 AL FK) B BH A sl o o e [X 455
Z AN ETR O SR, (HBH S . Read/Write ( 525 )
EIUR T BB B T AR B 6 RIS BUR, A
%

H
B
FEVFUT AL X F 75

77 - SNMP Trap Community

SNMP Trap Community

SNMP Trap Destination:

SNMP Trap Community:

©) Enable Al Trap Notifications

@ Enable Specific Traps

[C] 802.11 Event Traps ] Encryption Key Trap
[ aos Change Trap O Syslog Trap

] Standby Switchover Trap ] Rogue AP Trap

(Hostname or IPv4/IPvE Address)

comm-name ¥

2 58- SNMP R X & ik

S %

SNMP Trap Community 2 DAY 224 £ DT TH] T5ET 4 Simple Network Management Protocol (SNMP)
( a5 R DX 4% B ER P ) 3P % 3 T Enabled ( J5 ) LT Apply
(M) EA SR

SNMP Trap Destination ww%ﬂiﬁ%@wmmom%M%ﬁﬁwm,ﬁA%ﬁ%

IP Hu kA EALZFR
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7% 58 - SNMP [Eaf 4t X S 83A (45)

g

ik

SNMP Trap Community

SNMP At [X 737 5 [ia) [ BIF H B bRiR K877 o FEBR P
OB AKIERIEPEZ /T, /R B %4

H Fr kit
B,

Enable All Trap Notifications

WP ILIE TS IR s B AT I A A

Enable Specific Traps

F’ﬁﬁﬁtﬁiﬁ%‘é%%‘eﬁzﬁﬂ’ﬂﬁ%m
802.11 Event Traps
;@@F‘ U BRI SR 2% S AR B IR AN 2 S R Bk STk
SRR .

« Encryption Key Trap
Ji5 R WEP 85 %5 B3 i 1 B AP e B o
« QoS Change Trap
Ja FRT 8 MR A5 g S I RERE -
« Syslog Trap

2R SR B SE ( Hﬂ?ﬁﬁﬁ SRCE M) 1
FAFH B S IR BE RS

« Standby Switchover Trap
%E%mﬁftT#%T%)\)ﬁﬁHﬁ@lJiﬁiﬂﬁﬁﬁﬂ‘E Ik

« Rogue AP Trap
HIE I R A ARk SN R R R .
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SNTP T3 [H

T B PO 28 B[] B 150 E R 28 s TR B8 (N'TP) e 1 oK, FH 1 IR0 20 R R T
HTH SRR Bl 7EZTUE b, TTUUBCE NTP 244,

[ 78-SNTP TA @

@ Allen-Bradiey LG U EL T

Services

Telnet/SSH
Hot standby
cbp

DNS

Filters

HTTP

QoS

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Hostname CIP-AP

Services: SNTP- Simple Network Time Protocol

SNTP Server

Rockwell
Automation

CIP-AP uptime is 3 hours, 28 minutes

Time Server (optional):

Simple Network Time Protocol (SNTP): () Enable @ Disable

DISABLED (Hostname or IP Address)

Time Settings

Manually Set Date:

Manually Set Time:

GMT Offset: (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London * (hrs)

Use Daylight Savings Time (United States only): ) Yes @ No

2013/6/25 {yyyy/mmidd)

11:18:22 (hh:mm:ss)

Apply Cancel Refresh

3% 59-SNTP T @S #dtid

2%

biz:pay

Simple Network Time
Protocol (SNTP)

m%@%ﬁﬁww,ﬁ%mmuEﬁUQM%E%mww,ﬁ%
Disable ( Z% o

45 FY SNTP R, ¢ 52,735 SNTP Status (SNTP IR ) 380, 1%38045 7 SNTP
R IE R K. i Refresh ( IHT ) FHZIRES -

Time Server (optional)

AR AT BRI TR S5 2%, S0 IR 55 25 1 1P Stk B

N o

Time Settings

. GMT RS =

GMT Offset (GMT {5 &2 ) Iz SE 5051 1 ARN TR AR JE v Btk A
V] (GMT) RO THE LR X o 3833 N BT AR RIRT X
o HHEASB (VREE)

PeREYes (), NS ESHATE AN .
- FEREHY

WNMETH N, FEaE RS SR AME, S o] FH AR S
I, KB HB. AR H I, ERRFLRRE. H.
H. %40, 20014£2 H17 H, A% 2001/02/17.
o FEhEERE

N B ), 7 A AR S5 AR e, B AT A K RS
2, WERIAL. AR, {08 S0k
BORIFD R, B, ST 18:25:00, AR 6:25.
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VLAN T3 [H

VLAN & —FdZDfe . IUH BB\ BN AT 2 4800 BUR AZH M 2%, 1T
AR B BT R B i, g TARH RBNE I T
ARSI R 55 e8P E R BAH A VLAN,  ANEEATL M) B £
JrER B, BEE NS A S HARBIA & . S nT LU Bt
REHTRCE ML, e DB 7 A N AR 2 B & s 2

AR VLAN PCNAEAE T8 LRI ML P 1) #6548, VLAN Hidit
— A WHEEIE LI 2 A &0 R G ( EHLER R BE & (PR A 28 )
M. 7E% M FSCRMr G i, 7% BLZ RIS Tt
W R AZ L, Hdr, B4 VLAN #A — M oar .

VLAN [I3EAR LA ARG — MRS — AN B L AR S 2 KEk
2 . WARAS BT 5, Ao BN M OEREEIREE VLAN [ 8 218
A E L SSID iR %1% VLAN. 1T VLAN it VLAN ID #47FR 1,

Rk, 24N 5 A SSID fic B N IR A4 &€ VLANID J&, #3723k

VLAN WEH:. SERGER)E, BA AR SSID FIRBATCLR R 7 I i
A LB 82\ S5 ] VLAN.  VLAN b FE 52 7 i 22 1) 4% SR 500 1)
75 5 ARG 2 e A R A 1) 7 AR R

79-VLAN 51T

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

- Stratix 5100 Series Rockwell
@ Allen-Bradley Automation
Services
Hostname CIP-AP CIP-AP uptime is 3 hours, 29 minutes

Telnet/SSH

Hot standby Services: VLAN

CDE Global VLAN Properties

DNS

Filters Current Native VLAN:  None

nrTe Assigned VLANs

QoS

Current VLAN List Create VLAN Define SSIDs

Stream

SNMP < NEW > o

SNTP VLAN ID: (1-4094)

L] VLAN Name (optional):

ARP Caching

Serd e -~ [C] Native VLAN

["] Enable Public Secure Packet Forwarding
[ RadioD-802.11N246%2

7] Radio1-802.11N%CH2

Cancel

VLAN Information

View Information for:  ~
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2 60- VLAN DT 2 50k

g

ik

Global VLAN Properties

Current Native VLAN ( 234 R () A< 11 VLAN) $8 5 /E U ASAiE VLAN 1)
VLAN. 3577 VLANID 33, T 7 (1 B 1R E .

Assigned VLANs 24 {1 VLAN 71 3%
MNAZFZE FR % 4 VAN, 5 32 715 1% VLAN F#) VLANID AT SSID, 445
A] B Delete ( M54k ) MM 4% VLAN, B #4715 Define SSIDs ( <& X SSID)
k% 2] SSID Manager (SSID 5 2% ) T 1 .

Create VLAN QS ELSIN VLAN, ] R AZ XA 2 VAN FE A H AT
SSID.

VLANID T8 € 5 SSID 4 & 19 RE DL LA I Jo 35 o R 5 o Bk T 5 1D
Ak, B T] Y VAN 2 BE— AN 44 PR

VLAN Name (optional) BT HF ID 2 Ah, BRI T] g VIAN 23 BE— N AR, VLAN & 75K
2 0 AL 324 ASCI 27 o TN SR P 8 AR (A7 4% VLAN
ZFRAID XoT

Native VLAN 802.1q F-Ze A bl o 1 b ¥ TohR 45 VLAN

Public Secure Packet Forwarding

NI A B R BH LRSI B AR 7] AP F) %5 i 2[R
HATERE.

Radio0-802.11N 2.4 GHz

1E 2.4 GHz o2k 32 1 _F JA FH VAN,

Radio1-802.11N 5 GHz

1 5GHz To 282 101 1= J5 FH VLAN.

VLAN Information

18 R SR o LRI [ VLAN F1 3% . mss iR Bl R
HIVLAN J5, TJEEE DB ORI AL, ORI LUK
B, CERTEAEUE B O RS LB B E.
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ARP Caching (ARP 7% ) TR @l

PN T R ARP SR A7 E A5 1k N S AN P i £ ) ARDP 1 SR >
TR . BR T ¥ ARP iR K &% P imik & s, S
RER IR ity 2% Wi 7 1 3K

MEEF] ARP S, S sUE I o2k i VR T ARP 15 SR E R 2
RIS o, SR A B ARP SRR A H AR S AT N . 25
ARP ZZAFI, FEN R N RHR S i ) ARP 5K, AR REE K A
e BN KB ANELRAT A TP HUBE R ARP 15K, B
B ZFZIER, AR RIER.

80- ARP Caching (ARP &£ 75 ) TTE

- Stratix 5100 Series Rockwell
@ Allen-Bradley Automation
Services
Hostname CIP-AP CIP-AP uptime is 3 hours, 29 minutes

Telnet/SSH

Hot standby Services: ARP Caching

cop Client ARP Cachi F 2

len aching: (@] @

TS g ) Enable @ Disable

Filters

HTTP ] Forward ARP Reqguests To Radio Interfaces When Not All Client IP Addresses Are Known

QOSs

Stream

-

SNTP

VLAN ;

Close: Window 11000 MMM, Copyrigiht (c) 199:2-2009, 2011-2012 by Cisco Systems, Inc.
ARP Caching
Band Select
. E 3 ETEWTS
3% 61- ARP Caching (ARP ££ 75 ) T H S #iitik
et iz:pu
H H 8 SZ g e = Syl %
Client ARP Caching PR R R 4 TR P AR % 7 i ARP 224

160

Forward ARP Requests toRadio | 21yJ BLR} 5 1 B e 6 G BB A it FLR AL i MO,
Interfaces When Not AllClientIP | )\ s 6 JEJ: A1 2 /4 1P Ik . 01 SRLAAS 7 TC 2 e 4
Addresses Are Known GBI UL, A T (K AL

B AL O P L 2 SR TR, EXS T

6 171) A 1 3 (AT ARP 1B 3K, 4 368 1o HL T 28 v i 11
BEATHE S o PN R R AT R P i ) 1P St Bk i
NG FEAGEIR A H IR 7 35 (1 ARP 1 K
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@ Allen-Bradley

Services

Telnet/SSH
Hot standby
cbp

DNS

Filters

HTTP

QoS

Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select

Band Select ( 5TE% 1 +%E ) TAH

BB 6 SO VPR FTPAAT XU (2.4 A1 5 GHz) #4825 7 o To 24 HL B %
HER BN R EBORHZEN S GHz A Bt . 2.4 GHz SRUBLIH 4 2E .
T =AM AR E A WEIE K 802.11b/g BRI, 1ZAE L%/ i il 2 %2
FUR H A WA P A TC 4R FELE R DL R At N R 3R
BT 9 7R PURETIIRIF L mBEAMEIITERE, ErTRCE A
R RIRE G #E o

BIBCIZE 3 1) J B A R YO ) i (R AR A . e JE I B SR 2.4 GHz 18
T8 B2 v AR MR WA N, A3 75 ) v SEA ) T S GHz JHIE

R] 4 Ry BB X B ANRR A8 1 SSID i B £8  IEA BE X SN i
FERIE P i (lhn, I BUR TS R i ) ZE AT RERT, X AE
WA

BEEEM Nl A RIS TRITME SO ik E .

81-Band Select ( SMEZIZIE ) TAHE

Stratix 5100 Series Roclkwell
Automation
Hostname CIP-AP CIP-AP uptime is 3 hours, 30 minutes
Band Select Parameters
Band Select B
Client-Rssi 20 (20-90)
Cycle-Count 3 (1-10)
Cyele-Threshold (ms) 200 (1-1000)
Expire-Dual-Band(secs) |60 (10-300)
Expire-Supression (secs) 20 (10-200)
Apply
Gl VVincOw )0 0 A RS, Copyright () 1992-2012 by Cisco Systems, Inc.

%% 62 - Band Select ( 571 1£+F ) TUE S #dmik

S ETpuy
Band Select Ja 2

(lient-Rssi 20...90

{{dsgl )%%%LI&(%%%&E%*& E R T ) I A T R
m).

(ycle-Count 1...10
gimjﬁlﬁﬁ TREBE AN H AR BRAEA T
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5 62- Band Select (S5 ILE ) U S A (41)

el iz
(ycle-Threshold 1...1000 ms
Expire-Dual-Band 10...300s

008 P00 2 LU 5 S
BRI 60 £, 7EELATI 2 Jo ., % 7 B B i 2 5
W, BTN

Expire-Suppression

10...2000s

BEE T PR B0 TR 802.11b/g 75 i 14 S HRS [H) .
ERMEJ 2070, RS A2 J5, & sl A R i %
Sy, JF32 BRI RN -
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Management ( £

}E) T[E £ Managemene (2 ) DR, BATEHEDRTEA PR P . £ L,
Al AT I ) — S Web B630E T TH B 2k LR P U 1)

Bln, S AP AR e R R E Y R M, PR SRR
m?ﬁ Wi-Fi i 2K S A B T . — HUOR R332 23 - N\ 2%
T (A E ), AthATTRI AT U5 A X 2%

82 - Management ( =1E ) T1H

MANAGEMENT
- Stratix 5100 Series Rockwell
@ Aon-Bradiey Automation
Guest Management
Services
Guest Management Hostname CIP-AP CIP-AP uptime is 3 hours, 30 minutes

Webauth Login
Guest User Account

Current Guest Users

User Name :

Generate
Password =l

Password :

Confirm Password :

Lifetime o days 0 hours 5 mins

|

Clas e Wirrd 0w | 00 00 A AT Ml Copryright () 1992-2013 by Cisco Systems, Inc.

%% 63 - Management ( &1 ) TTE S #diR

¥ iR

Current Guest Users i i
User Name M4

Generate Password A R,
Password 0

Confirm Password N
Lifetime SN E
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Webauth & 5%

Z LT AT BLE € X Login ( &5% ) WIRIFSMM . WA SSID EIFE T
“Web Authentication”(Web 3 1E ), 24 Web F F* 85— R Ui 0] TEZ& £ 1
# 2 I Login ( B3x% ) WU .

83 - Webauth B E 11

- | ri Rockwell
@ Allen-Bradiey L L L L Automation

Guest Management i
Services Hostname CIP-AP CIP-AP uptime is 3 hours, 32 minutes

Guest Management WebAuth L P
e u ogin Page
Webauth Login 9 9 Apply

This page allows you to customize the appearance of the Login page. The Login page is presented to web users the first time they
access the Wireless Network if "Web Authentication’ is turned on SSID).

Webauth Login Page © pefault © custom
Login Page (path/filename)
Success Page (path/filename)
Failure Page (path/filename)
Expired Page (path/filename)
Transfer Mode Orre Orre
UserName

Password

Web-Auth Acl Configuration

Allowed-In ACL Name
Allow ed-Out ACL Name

Note :
Please Load all the Four HTML Files before Submit

Please Configure ACL to Enable Customized webauth Click Here

Clorsie Wiru 0w I 0 0 A AT o yrighit () 1992-2013 by Cisco Systems, Inc.

%< 64 - Webauth Login (Webauth & 3% ) TIE & #ik

2% izpy

Webauth Login Page B
T U TH
N
A L

Transfer Mode FTP

TFTP
Username
Password

Web-Auth ACL Configuration HEN ACL B FR
THEHY ACL 4% 5K
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Software ( $x1q: ) Biﬁ Software ( 1 ) T FRAE T R 1OS AR AE B .

%] 84 - Software ( EXf4 ) TA @

- 1 i Rockwell
(\OQIEIRIENY  Stratix 5100 Series Automation

System Software

Software upgrade Hostname CIP-AP CIP-AP uptime is 8 hours, 17 minutes
System configuration

System Software Version: Cisco I0S Software

ProductModel Number: 1783-WAP-Z-K9

Top Assembly Serial Number: FGL1731W0B9

System Software Filename: apw5100-k9w7-xx v152_4_jaz 201312022040
System Software Version: 15.2(20131202:055955)

Bootloader Version: BOOTLDR: C2600 Boot Loader (AP3G2-BOOT-M) LoaderVersion 12.4(25e)JA1,
RELEASE SOFTWARE (fc1)

System Uptime: 8 hours, 17 minutes

Cilose \Vindow |10 00000000 S DO W G 0pyright (c) 1992-2009, 2011-2013 by Cisco Systems, Inc.

2 65 - Software ( 54 ) U £ $iiik

2% Eipusy
Product/Model Number BAENAS,

Top Assembly Serial Number E YN =N A= IR
System Software Filename RGBS
System Software Version P2 _LABAT 0 BRH0S B PR IIAS

Bootloader Version LRG| FINBAEFFRIRA . REBGTE S, 5%
INEFE 7 IHAE

System Uptime £ N=W NN EE AN I 8
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166

Software Upgrade HTTP ( 2X {425 HTTP) T2 [

HTTP 2% 5 B UG I ER B N S 2s . IR A LK RGN
FPAT HTTP A2, B FETHRIE . iRk M, 748 T
O, KM m N R IEE (0 WDS) HE R R4 5, il
TFTP F- 2 8L EH AT HTTP F+4.

85 - Software Upgrade HTTP ( ZX{4£F+4% HTTP) T1 @l

@ Alien-Bradiey [ A TS

Rockwell
Automation

System Software J/s HTTP UPGRADE

Hostname CIP-AP
Software upgrade

System configuration

System Software: Upgrade- HTTP Upgrade

System Software Filename:
System Software Version:

Bootloader Version:

Upgrade System Software Tar File: No file selected.

& TFTP UPGRADE ]

CIP-AP uptime is 8 hours, 19 minutes

apwh100-kawT-x0c
15.2(20131203:055955)

BOOTLDR: C2800 Boot Loader (AP3G2-BOOT-M) LoaderVersion 12.4(25e)JA1, RELEASE
SOFTWARE (fc1)

Clos@ VVINCIOW A b C-opyrigit () 19922009, 2011-2012 by Cisco Systems, Inc.

< 66 - Software HTTP Upgrade ( EX {4 HTTP A4k ) T E S #$EiA

2%

P

System Software Filename

ARG LR A S

System Software Version

PN LB AT A0S A RIRR AR «

Bootloader Version

LRG| FINBAEFFHIRA . REWUETESIN, 51 i
FP AN

Upgrade System Software
Tar File

LA RUERH0S B4, UL T DI

1. 38 N HT R G tar SO IER RS AR AN SCAR 44

2. BREEF Gsco.com I FHOE A3 A JK ) 25 101 R R G A FRUAS

3. Bl Browse (W% ), FREVH R GRS

4. ik Upgrade ( TH48 ) 4 S B BEN 550
FETTREFELaeh, HTReSBEEAN M ER.
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@ Allen-Bradley

System Software

Software upgrade

System configuration

Software Upgrade TFTP ( 2X{4FH4K TFTP) T @l

{8 [} Software Upgrade TFTP ( 81 7+4¢ TFTP ) TUif#d TFTP fR 55 4%
THR L AP, (1575 AR TFTP ARG 4% ) iX S0 VF WAP JERE 4
PEAEM) TFTP RS #8, HF NEIKAFIHRA, RETH.

T EN TFTP (1) IP Hbhik 5 DNS 8K, SR 5% N B2 e i A T+ 4%
FRAS B8 AL ) SR 44

[%] 86 - Software Upgrade TFTP ( %X {4-F+£% TFTP) T1 T

Stratix 5100 Series Rockwell
Automation

$ HTTP UPGRADE A TFTP UPGRADE bl
Hostname CIP-AP CIP-AP uptime is 8 hours, 23 minutes

System Software: Upgrade- TFTP Upgrade

System Software Filename: apw5100-kIw7-xx.
System Software Version: 15.2(20131203:055955)

Bootloader Version: BOOTLDR: C2600 Boot Loader (AP3G2-BOOT-M) LoaderVersion 12.4(25¢)JA1, RELEASE
SOFTWARE (fc1)

TFTP File Server: (server name or IP address)

Upgrade System Software Tar File: (pathfiilename)
Close: Wind om0 AR PR Copyright () 19922009, 2011-2012 by Cisco Systems, Inc.

3 67-TFIP AR S Hidthik

B 730N

System Software Filename ARG b B A Sk

System Software Version BN i LIS AT 0 BARL0S B AE AR AR o

Bootloader Version TR G| FINBREFHIRA . RGEWHURTE S, 515
BAEFP AT L

TFTP File Server X TFIP R 45 8310 1P Mkt o TFTP 24RO AR 55 2% -

Upgrade System Software Tar File | #2355 3 i JERH0S B01F, 32 LR Ul A#RAE .
1. a‘fﬁ)\%%é}f%\#tarI{ﬁFEEﬁaE’JE&é%HI{ﬁF%
2. %iﬂ Cisco.com F T Fi&E A A Hh IR B % I BB R G

3. Fpali Browse (W% ), HREHT RGBS
4. H¥1f Upgrade ( ﬂf& et EH YN =
FHE AT RET B Lo 4h, JEATRESEURASEHE.
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Hostname CIP-AP

System Software: System Configuration

Current Startup Configuration File:
Load New Startup Configuration File:
Technical Support Information:

Reset to Factory Defaults:

Reset to Factory Defaults (Except IP Address):

System Configuration ( R&HACE ) TTHE
RS T IR B R AR EE S %0 B, T RUmEs e &
A R R REORAE B BALR R DL #E PoE W E

[%] 87 - System Configuration ( 2Z:ECE ) TUE

CIP-AP uptime is 8 hours, 25 minutes

config.txt

No file selected.

Show tech-suppart

Reset to Defaults

| Reset to Defaults ( Except IP ) |

Power Settings:

Power Injector:

Restart Now:
System Power Settings

Power State: FULL POWER

Power Source: AC_ADAPTOR

© Pre-standard Compatibility
[”] Installed on Part with MAC Address: DISABLED

@ Power Negotiation

(HHHH.HHHH HHHH)

Apply
Locate Access Point
Blink the Access Point LEDs: @ Disable ©) Enable Apply

- s

168

#* 68- M ARG i E S ¥k

Y tiik
Current Startup G, 1 anfigtt AHREIA TR AR ES . B

(R KR 18 60 75 T R SO AT B N

15 I Load New Startup Configuration File ( 11 %%:57 5 shic B SO ) Thig
HOCAE A% 2 2EE F AR RO B BN R

Configuration File

Load New Startup
Configuration File

X1 % 244 FH Current Startup Confiquration File ( 24 /(7 1) J& sh it & ST ) Th
AE 1T config.txt SO HIALE

BT Load ( ANEK ) BB A AL 3 LA FHAH R C B 4N
LR E IS, AN ES.

Technical Support
Information

show-tech iR AEMGIR LN B RGE R, X T 52 ™ i il
EEE%E‘EJJ SR AR S B3 T B AT e b T 75 22

ih]
Az, J%EZ?EE%%%Ef%ﬁiﬂﬂiﬂﬁﬁﬁﬁglzz‘w%%c Bt e fi
it

i AR IX S K L7 A AR A BOR SR LT, AT Bt
TIBCEERHEN R

Reset to Factory Defaults

R AN R BRI B 1P HBHERE B 500 DHCP.

it Reset to Defaults ( Pk 2 ZIBRIME ) - SBUEAN SE . AR
I ER A 2555 2 wirelessap o
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F68- MU ARG ES KL (£)

2

ik

Reset to Factory Defaults
(Except IP Address)

{lﬁg?%)\ﬁﬁﬁ‘ﬁgﬂf?ﬁﬁ\ﬁ, {HF 5 P kR A B
154 N o

B Reset to Defaults (Except IP) ( 18 52 21| BRIAE (1P Hudik 41 ) K5 S 5k
BANREE . B BRI wirelessap

Restart Now

P Restart (FE 5 ) FJH R GL, Lo A RAI TN A,
ggﬁﬁj\%ﬁ%ﬁﬁﬁgﬁﬁﬂﬁM%I"ﬂ%ﬂ‘fﬁﬁ)ﬁ, A HREERE

System Power Settings

SCHRERRLE RE R B RO N AR B DN RE . — BB N KT SCH
AR, BAB LB TH A fE 3 4% (PSE) b B BRI«

Table A RIRRT ARAS, JFRR A& CRE.

Power State RN R R, B RS HE AR PSE TCVE TR L U I
P, BT R ERIECE
KT W IEZ B UE, ES 0 REBRERE ",

Power Source RN SR B B LR

Power Settings 1% 4% Power Negotiation ( FEL 1) 75 ) BX Pre-standard Compatibility ( T & b5

AP ), FEHRR PP B, 10 % 54 P S AL A R
T s A, 5] et B A 5
SR P R A L, U o e B

Power Injector

SUFEAS SRR EURHE e FLUR R B SR PSE 2 BT T i 2%,
I 25 25134 7 Installed on Port with MAC Address ( 22255 7E DL MAC His ik ()
g 1 b ) STURAE . B CRAS AL 1P MAC HiLSIE 2 735 7 MAC address
(MAC i ) 3o 2 SR RE R SE 3L S 1 8 RE FE SR PP 7, )
Elﬁriﬁﬁi 1 Installed on Port with MAC Address ( 222 7E DL MAC Hihk ) i
HE).

Locate Access Point

TN RARES TR AT N AR
i%Enqﬂe(E)ﬂ), RN R ERPRES TR IT AR, BAE R
FRE B

1
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Event Log ( E'ﬁ: E ,:Ll\':\ EZnm T EEFHHE. fECLIH, ZMmAEREESRE.
A

Saye Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

@ Allen-Bradiey [ELC U T Auf:ﬂg\gglr!
-
Event Log m
C ion Options CIP-AP CIP-AP uptime is 3 hours, 34 minutes
Start Display at Index: 1 Max Number of Events to Display: 20 l Previous ] [ Next ] l Refresh ] [ Clear ]
Index | Time Severity Description
1 Jun 25 07:50:01.031 Error Process CIP EtherLink Init Process top-level routine exited
2 Jun 25 07:49:58 811 #Notification Line protocol on Interface GigabitEihemet0, changed state to up
3 Jun 25 07:49:58.607 Error Process DPAA INIT top-level routine exited
4 Jun 25 07:49:58.607 #Critical HW crypto FIPS self test passed =
5 Jun 25 07:49:56.851 #Notification Line protocol on Interface Dot11Radiol. changed state to down
6 Jun 25 07:49:56 851 #Notification Line protocol on Interface Dot11Radio0. changed staie fo down
7 Jun 25 07:49:56.847 #Notification Line protocol on Interface BVI1, changed state to up.
8 Jun 25 07:49:56.467 #Notification Line protocol on Interface GigabitEthernet0, changed state to down
9 Jun 25 07:49:56.035 ‘Warning Full power - AC_ADAPTOR inline power source
10 Mar 1 00:00:29 463 #Notification SNMP agent on host CIP-AP is undergoing a cold start
il Mar 1 00:00:29.463 #Notification System restarted —

72 69-Eventlog ( E1 HE ) mE S Hiik

2% P

StartDisplayat | %y N 22 MR 26 AT AR A8 B S H 76

Index
Max Number of | %y NAHBLAE SR H &b s i FA- 40 .
Events to Display

Index FAE S H SR IB RGBT 5 .
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%< 69-Eventlog( EHHE)

NHSHHER (5)

S iR
Time JIAT@H%{L-F—‘%_—LB%E/]HT[ETJ& SR ¥ 3 AT £E Event Log: Configuration
Options ( SFF H & g B0 ) T ke, i [a)Ek 5 onms sk T
1¢7i$5ﬁﬁﬁii?$ﬂﬁﬂflﬂﬁk*%iﬁ SRR P RS K
o RBLIBITHT (A
RN RGBT K. NACRITIR DM BER, SR8
wmEy. BARE . i, wed Ras—HER.
o AERERAERS [A]
AR A I UTC IS A) o 225 5] LA Month dd hhzmmss.usec il = = BEA [X.
g%%ﬁﬂi BRI AR AE AR, 20 B RGN,
. H
A S A IS 24 s X B (] . 15 (8] LA Month dd hh:mm:ss:usec i = =&
B X A% ek . R PRI (R B IE 5 TAE, Wik B RGN 8.
Severity TRINE T HEAEAEEN.
EEM Eipuy
BE(mEEESO) RGATEH
Al (T EMEDN) AL R BT A .
FEE (P E PSR ) MHPROUEE
B (M EE PR 3) ek BRI
g (CEMNES 5T BRI A RR L
AT (™ E PSR 5) AT IE A, (HATRE S EU™ ERML .
B (TEE L 6) 5 R BRI IEE WSS BT E R,
AFRIREE R
PR (P E SR ) FRAIHAHEE .
Description R AR

SORIEBEN A H E I MACHIEE . 242 P A — N
%m,%AﬁA&ﬁﬁ% AN (FEN B I, FAERR AN T A
$4¢ SHER—FHEE, FHHE P CEEREA N B, FHHEE
¢mT%MMﬂmE%A.B%&%ﬁﬁ%mmﬂm,ﬁﬁﬁﬁAﬁs
FAT LA PoX ity 11 7147 MAC H ik

DIF

AREZBRBENEZER, EZS WA 531 T < SR E e 2.
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Configuration Options ( fi & 1% 151 ) T1

XL E VI E Pric s A AS Rl 0 3 0y 3 DAR R AR T %
) o

[%] 88 - Configuration Options ( it & %151 ) T3 E

- es Roclkwell
@ Allen Bradley Stratix 5100 Serles Aufomafisn

Event Log
Hostname CIP-AP CIP-AP uptime is 3 hours, 35 minutes

Event Log: Configuration Options

Dispesition of Events (by Severity Level):

Configuration Options

Display on Notify via Record for Display on
Event SNMP /Syslog SNMP /Syslog Telnet /SSH

Leg Trap History Table Monitor
#Emergency Display Notify Record Monitor
Alert Display Notify Record Monitor
Critical Display Notify Record Monitor
Error Display Notify Record Monitor
Warning Display Notify Record Monitor
#Notification Display Notify ] Record Monitor
#information Display Notify ] Record Monitor
#Debugging Display [T Notify [ Record Monitor

Syslog Server Host Name or IPv4/IPv6 Address:

Syslog Facility: Local use 7 A
Time Stamp Format for Future Events: ) system Uptime @ Global Standard Time ) Local Time
Event Log Size: 4096 (4096-17087458) Available Bytes
History Table Size: 1 (0-500) Messages
Gl VWirvd oW )10 0 0 e CopyTigint () 1992-2009, 2011-2012 by Cisco Systems, Inc.
Technology
R10-FHHITHRES KA
B i::pu
Disposition of Events (by Severity Level) | 4k Fe— AT LB, MO RBTE ¥ &k
GBI .
Display on Event Log T 5 2% ™ LR SE 2R R A S R B R
HEq, %Emﬂ‘]&ﬁiﬁﬂi*ﬂiﬁlﬁﬁlﬂ R0
H & B A A 1 B .
Notify via SNMP/Syslog Trap Eﬁinﬁ%ﬁ‘fmiﬁ;—f&T P AR, R T
SN%/;ysl%g FABRBAT. AL, (e AT I
U

Record for SNMP/Syslog History Table T 72 ™ B S 0 ST 15 B0 5% 2 SNMP/Syslog
{952%43 R B SREA T, EREME T BRI
bR

Display on Telnet/SSH Monitor B 7 % 7™ B P A R A 2 15 N AE Telnet/SSH i
WAL R BRI B RS, ER kD
T EZ kbR,
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Stratix 5100 B B HIZS S H e X ET4

x10-EHHERESHIEA (£)

BH i
Time Stamp Format for Future Events ﬁ&%ﬁ%ﬁﬁ@&E%ﬁ%%ﬁ@%ﬁ SCFF
Pl Bkt S, iR P
. REELTH A
FERAR RGNS ATI A %I A R4 LA

o SBRERUERS
HIERAR
I [X(UTC) #%
/ﬁﬁﬁ/v}i

o b A
HERAR
R X A% 20

JEIBHIMB . H R B

a, wod Ron—JHER

I
UTC I 8] B Month dd hh:mm:ss.usec JiF 3 ?l
%1%% LR RN TR AR IE R A

2 IS [] LA Month dd hh:mm:ss.usec Jil1 3 5
o3k EEHLRET A1 BRIE R TAE, W

WE RGN

Event Log Size e B A T ICoR A S WISt XK/, 2 liigs H

VAR, T A i B o (8 P A A7 R

History Table Size et IVl

SRR 2 TR AE I syslog TH B AU

By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H

173



EZ154  Stratix 5100 WA E HEE S HUE X

174 By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H



1/512] Logix Designer 5 A Stratix 5100
Te&ig s [ T1ELR M

ARBRPA REARBN L TEAMSHNEE, Endidx e
SHAE Logix Designer R BN IR S S B .

F5 gt
General ( ##H ) X TG HE 176
Connection ( %42 ) X & HE 178
REHUE BT IEAE 179
Switch Configuration ( AZHeHLEC &L ) KHEHE | 181
Access Point ( $2 N\ £ ) S 1 HE 183
Service Set Identifiers (SSID)( AR 55 SEARINSF | 184
(SSID)) A 17 HE

Event Log ( S35 ) X AE 185
Radios ( 54k L ) XiEHE 186
2.4 GHz B8, 5 GHz Radio ( TG 2k i, ) X 1 AE 187
Save/Restore ( fRAF / K ) X 1HAE 189
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General ( M ) F1EIE

General ( FH ) AHEHESRAL S MBS, AR DUK MR FI R A

89 - General ( 5 ) XHEHE

| Module Properties: To_WAP (I783-WAPXK9 1.1) =R E=T
[ r 7
Connection Type: 1783-WAPXKS Stratix 5100 Wireless Access Point, Gigabit Uplink
Modue Irfo Vendor: Alen-gradey
Switch Configuration Parent: To_WAP Srene Sade
- ’“;555‘;“‘"‘ Name: WAP _Test 8 Private Network 192.168.1.| 200
Evert Log Description: P Address:
£1- Radios
24GHz i Host Name:
5GHz .
Module Definiti
Save/Restore ocus beton
Change ...
Revision: 11
Electronic Keying: Compatible Module
Cennection: Input Data
Status: Running ok | [ Cancel Apph Help

General ( 7 # ) XPUEHE 5 LS 240
=N -ERSHEHER

2 Ei:p%

Type TR IEAE B AR B R B R ( R ).

Vendor SR IEAE G BRI (R IR ( L),

Parent SRS AR (R ) WIERBRAL T AHUHLZE, WEIR “Local”( A3 )o

Name LIPS B i
g%ﬁ%ﬁgﬁ‘élﬂml—ﬁﬁﬁo R ESEL, FULDAIURS; B0, 7ER HIZAEHER S IR
HIR{H /S o
G RSN B4 PR IR BN B AR, & BORERRIE . . AR B VR RN AR
B, BN 2

Description iﬁﬁ)\?@?*ﬁﬂ%ﬂ‘]ﬁﬁiﬁ; 2 128 N F o BRI BT AT T D277 nSHB /i KK
BE, ARG BREAT AR BN .
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7 5] Logix Designer - ) Stratix 5100 JTCZBHEN o5 / TAEHM:  EF55

RN-ERSHEER (£2)

g

i

Ethernet Address

B NME— R P bk, DL 4% F B .

%@%}ﬁﬁwﬂ%‘%iﬁmﬂ%%%,t%iﬁﬁﬁ P 5 = PR AEAS TCPAIP 715 s b 204 AT HiE—
P

wﬂmmﬁﬁﬂwuﬂ%imlﬁﬁﬁanﬁﬁ% X e bR R S TU 4, 8 A7 B 7 ( By
0...255), /N

%%%?H%m%\ﬂimmﬁﬁﬁﬁ W2 PR AL By CElHAl. PIZESRTIPRE 1 IP itk
I

TMﬁ&ﬁﬁwmmmﬁAﬁﬁE%wﬂmm Al
— W ER N 2% 1 (PIREAN T s DA 2R A A [R50 (14 1P b kb AR [R] e IR 25 1D
-H W% bR s AT AR EALID, BIME— 9 1P k.

wﬂm%E¢A&?%Iﬁ%nLibﬂﬁB%ﬁiom%ﬁAEﬁﬁ%ﬁ,#ﬁ@ﬁ%m
(B ) PO E, BEREREE, R EAS RIERIRE,
B, 32467 1P Hudik

00000011 00000000 00000000 00000001 # 5 A J93.0.0.1.

A I /INE A 1P kb AN RUX 40 1P BRI 285, SRR
%%%&MEI %%

usm B

192..223 C

224..255 HoAh

TR R M B R BN R AE B RO, R i — S ME— 1 1P Hs
TELRINE, P bR TR

Revision

PN R RRCAS o

Electronic Keying

TEV AT B 3R], o B B e rp — AN LT 3 T

WA

TR TG SHULILHES, 75 W N s 10 46 5% 2 .
RERER

T A0 A2 LR 260, 75 T4 N AR 4 2 i

FEERET | P2 I H S5 A R B RRA A AT L

W FEASEER P VR B AR 06 055 T B8 T3 R 4 S AR .

=T

a2 AN R AT AT TG 3 R

E&mﬂ%?@mﬁ%Tﬁé%ﬁﬁﬂm ERHUR, IS EEEE E k.

B5: IR ZRE SN G AR A S, ik
IﬁiTﬁa%%ﬁU\m’%%EﬁEt\ WP 45 A B B K

Connection

LT PR REIN T OB HUE S e I BRI SRR G Ptk . PO B SCPRR SR AR i B Y
P B . A 0 TE T RE B St e i B BRI . — N IR, XL i o
FASEA TV, B P % U B A R k.

THER: OV GR, WEAERATIA Z AT R RS, N ERR R R AR
THCE RN e B R

B

AR B AR MRS . RS ZE R, HAEARCE: JFo=mA

Mt

AN S B AN B R SR AR . IR IE R, AR EAM R I FHA
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Connection ( %1% ) XHEHE

7E Connection ( 1%z ) X[ TEHEH, W s, gk

B H SRR

[&] 90 - Connection ( %1% ) X 1EHE

' Module Properties: To_WAP (1783-WAPxK9 1.1} == =d ]
:: Recuested Packet Itenval (R} 1000.0 ] me (300.0-5000.0) 3
S Cofurtion e
Access Poirt [ Major Fautt On Cortroller  Connection Fails While in Run Mode
Ef;?n Log Use Unicast Connection over EtherNel/IP

=+ Radios
~24GHz
-5 GHz
Save/Restore

Module Fault

Connection ( ZEH ) MUFHER & LS4,
RN EES R
2 iR
Requested Packet Interval (RPI) 53R A% 5 1A B (RPI) LxﬁﬁﬁiﬁTﬁ?ﬁﬁﬁl@ﬁ%?ﬁﬁ’]ﬁ@ﬁ“ (BAf7: ms). RPIISHIEIRE
BoR, RO S 2S8R0 B Qi RS E
Inhibit Module 2 P fR

Z

AT BB . A FTBEMETT s 2 SECRIBEM A BT . AEFTBEMETT i 2 9
BRI IE AR, ﬁﬁ@i&%ﬂli‘&%f’i

A‘.

I

Pl
3

Major Fault U RAEHOE R R, W] e 2 3 Bl 4™ d .
Use Unicast U SR HTRRA ROREER S ok, ELRCHR AR A AE AT 38 73 38 1L EtherNet/IP, JU)J
Module Fault ERAERER — 2 S oL BB IE R, HARAERIR . SRR,

R 55V SR 1R — P 2R 2 MR HUE SRR 5%, (BB R . IR ST I AT -
1 Mo (IZAR R UL ARG RIG S . )
R TULECA — B — B ILECThRe A, BRI 2 TR B B 7 DL R A5 B AN o
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7 5] Logix Designer - ) Stratix 5100 JTCZBHEN o5 / TAEHM:  EF55

HR(E X IEIE

7£ Module Information ( #HAE & ) XEHEF, T ARSI E AL
=

91 - Module Information ( #£3{5 2 ) X11E1E

| Module Properties: To_WAP (1783-WAPxK9 1.1) (=N R ==|
+ General v
.. Connection Identification Status [
Vendor: Allen-Bradiey Major Fault: Nane
Switch Configuration Product Type: Communications Adapter Minor Fault: Nane
) Access Point
. LssD ProductCode:  1783-WAPxKS
g Revisian: 11

E| Radios

- 24 GHz Serial Number: FF300E6S5 Configured: Configured

et ProductName:  1783-WAP-A3 Stratix Owned: No

. Save/Restore 5100

Module Identity:  Match

Refresh Reset Module | &

Module Information ( #EE(E 5. ) XHEHERL S LN S5,
= B-ZREESHER

H iy
Type LR IEAE G AR A SR AN A (1)

Identification ikT*r;;ﬁ{ ]
VA
. PEARRM
LA
. fRA
- PHE
o FERATK
Revision IRPAR P IR E AR S . B OORAS, 1 I8 B Change ( BE 2R )
AR 17 7] Module Definition ( #5558 S ) XA AE o
WRAR 53 N E BRRAS AR BRI AR o F BERRA A R IR 12X TS HE
s B Select Module Type ( e P&tk e A )Xﬂtiﬁﬂiéﬁiﬁﬁ@o
Hﬁiﬁ%ﬁ&ﬂﬂﬂ??‘é%ﬁﬂw@%ﬂﬁ&ﬂ& RE R A T 187w A4

Change... BT, 717 Module Definition ( ALER E S ) SHEHE, £E BLALTT
B e SOBEER S SR T UG RIR B R AR

Faults P AR R RRRAS

Configured EEp o R RS N T

Owned SRR A AR TS R B
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RB-ERESSHHER (5)

S| ik

Match 5 General () £ 48 € I — L.
TARVCRC S RS, PATR &I 45— 3%

£
o RLERIST (R g R (07 i ST AN P i ARG ZH )
o ERRA

5 General () IR L 2N EA—EL.

Refresh A58 AR r ) 50 R i R A o
Reset Module AR H R AR (R 2 e HUIR S .

B HAMRS RS IARR
ISR, A TVE AT I ] .
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Switch Configuration ( 32 #ALAC & ) FIEHE

£ Switch Configuration ( ZZ4HLEC & ) X TEHEH, PIXHE AN MUHATHCE .
AU E IS aHE: 1P Hhhb. ARSSASHLBERAT =ML FK

IP bt v LFBh 20 e (52 ), BT Lt ahas LA & Pr X (DHCP)
W55 a% HEh 7 Be. BRI E Y Static (4 ).

FEEFE Static ( FHAS ) FHFAZINLF 20 /0B 1P Mok, BbfE, Wi vim
AL, D AT BE R E A% 1P Huhk .

92 - Switch Configuration ( 3Z#RA AL & ) FIEHE

T Module Properties: To_WAP (1783-WAPxK9 1.1) [olfe ks
-~ General
- Connection @ Static “ DHCP
Bodule Info Coliec]
: (Configure DHCP ta retum a fixed address)
- Access Point
i L.8SID IP Address: 192 . 168 1 200
i EE=IE (Must Match IP Address on General Tab) Geographic
- Radios Location:
24GHz Subnet Mask: 255 . 255 . 285 . 00
5GHz
=Rt Gateway Address 0 ] 0 0
Primary DNS
Server Address: U-0-0-0
Secondary DNS N ]
Server Address:
Domain Name:
Host Name: AP200
Befresh Communics! tion Set
Status: Running oK | [ Cancel | Aop Hep |

Switch Configuration ( A #ALAC B ) AFIHHE AL FEIX L5 A,
x"74- THRAECE S Mk

i Py

Static TN G | TAEAL R P ik, 7 PR AT
RISC. BRIN B E NS

DHCP BARH KJJM DHCP I 5 #5 SR EX IP b dik . BRI A

T I %‘&%)\ RAREFEB, e gkekii i
MR P

IP Address FNFEN R 1P T

AL P LR 32 AR IR S . BRI A R A A
SrBE T 44 )AL (oxaxxxxxxxx) o PFEEAS J\ L F
BRATF0...255 2 [A]

B 215 Express Setup ( PRIE T B ) WA 7E 1 & B A%
E%ﬁé)\ﬁﬁwi&iﬁu&&neral (HRR ) E IR i Hb

SR AL Hr AL E R AN [F A 1P Motk R
Set (W B ) JG¥ R E5AHAL E’JJJD EEE I
EE, M/WLIE]@JE xpress Setup ( L 1 B ) F General (
) IRTR, EHTIIP R, %FT%@U#?E'J

IP Hu ik AN B AE T 0.1.0.0 34T 224.0.0.0 F1 255.255.255.255
Z 18,

TERR M B A5 S, B S
—ANIE— [ 1P Hkik

0
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FT14- THAECESBIEA (4)

e R

Subnet Mask RN s H AR R PR
ERGCEL Y REVE V- S & 5 WA VAS S kb /S P
F0...255 2 [
PRINE N 255.255.255.00
ZAB V2015 Express Setup (PRI B ) WA [R]85 &% B A%
FRE N\ 1T TS ITRC .

Gateway Address (AT ) N XSS 1P HhukE .
W SR e N\ 5 HL Al o 24 1 [ 2% f s 4% 1R 4T 38
13 I 158 FH P 8% P 5 0 FL A R 285 152 4%
X3 1P ik [F] 432\ 5 1P M hEAE [ — M. JEA
RUIP b FTER A Y ¢ 1P MU AS BT AR F]

Primary DNS Server Address HINFEIA R (DNS) IR 55 2% 1 sk
BEA )\ FAT NN T0...255 2 6], HAS )\
FARGER: 127, BT 23 %T.

Secondary DNS Server Address (AT ) N SS IP HhbE .
DX K 52 AT -5 At [ 28 3 7 X 4% b I e & adb AT
15 BT AE FH 1T %% 2 B Al X 245 15 45
X5 1P i1k B [F] 432 N 5 1P bk AE [B]— TR . 4N
RLIP Mt AN BRI RR 56 1P AN AT AR ]

Domain Name WY B4 . A AR AR — &
B S WRARZS, 1540 rockwellautomation.com. 32k 42 K J IR
TN B AFHF, FEPRSIN R AU B a... 2. 3L
0.9, A ANEFERT

Host Name AT E N AME— I BN FR.
FHLATR R FPE N E— T BN 2R HIR%
BV UK, AT R TR IS 4 5
2, M AR BB LA — i EAL B AR B
. R —AN3E 5 W & www.trading.com,  EHLAL R
%WV\%, IXLEMZS B FEARME—, (HIEAL 5 Al
AR, Dﬂ‘imﬁ%%@?‘é%%@iiﬁ% (FQDN), Bk Lt A
oo www.trading.como A 42 7 VE— R TR B S A o

Contact WIANBEANSMBERNER, BE 200715, %6
T IEDIRE
BERNE BT A& E R 75 Rk 2 /AR 4 .

Geographic Location NN RNHEAE, &2 20010 F/. ZIIGeE
ATIEINRE .
AT B A A A R A R AR

Refresh Communication Fhy DL AR 38 0 Rl B o A
TEELIILN,  Refresh ( BIET ) FREHANATH .
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7 I7] Logix Designer H (] Stratix 5100 L&z N 5 / TAEZAMMRE  ZF Y5

Access Point ( 2\ = ) X 1EHE
A N TEAE B B A RN S G S . EATTE Access Point
(FEN ) XEHE BB LR AR

o PN S HEEI,

o PN SURINE ) F Y

o TEFEAN B E IR -

o AR BISTHRMLATE AR SR A TR A .

Kl AR AE LRI B

93 - Access Point ( FEN = ) 3T IEIE

21 Module Properties: To_WAP (1783-WAPXK9 11) s
Gereral .
| Connedtion Access Point
- Modke Ifo
Switch Corfigurstion
g Power Services Enabled
SSID —_— .
Event Log Poner State: Full porer ® Tenct
inghiadic Poner Source: AC_ADAPTOR @ Secure Shel (55H)
24GH .
5GHz Software Image isco Discovery Protocal (COF)
Save/Restore - © Access

System Software Filename: apw5100-k3w7-30xc, 1524, JAZ ® Qulty
© Simple Ne k Management Protocol (SNMP)
@ virtual Local Area Network (VLAN)
@ Vb Server (HTTP)
@ Network Time Protocol (NTP)

Status: Furring oK | [ Cancel Ao Hel

BEARSH

Access Point ( #2 N\ i) MHTFAE R & IX LS4,

R15-BARSHEEIR
g DU
Power State PN R RIER: TR, REAL
Power Source PN SRR F IR . A2 IRTIE T A% LKL E (PoF)
System Software Filename AL A B SO 44
Services Enabled é?gﬁﬂ% BREEHT I AR SS o SRR A I ) 5 H RS -

o« BAHPIT (SSH)

o BRPRILYML (COP)

o il s A1 (ML)

« R Q)

o {7 B X 5 EL ML (SNMP)
o JERLRIEM (VLAN)

« Web AR 5538 (HTTP)

o ZEHRL (NTP)
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Service Set Identifiers (SSID)( BR % EEFRIATF (SSID)) X iEHE

g;ﬂ ZAHEHE 7R A 5% SSID [ H . #E AT 7E SSID XHf#HE E & B LR
7.

o SZ R B UK SSID

o 5 SSID KK VLAN

o FHT SSID [5&AIE /5%

o JHF SSID VLAN st

o AR % SSID

o FT SSID M EMIIRY": AR AEBRIRAELN IR .

94 - Service Set Identifiers (SSID)( AR 35 EE¥RIR 15 (SSID)) X 1EHE

% | Module Properties: To_WAP (1782-WAPxK9 1.1) (=0 E=0=

Genera
Connection
-~ Module Info

Swich Configuration

E1- Access Point 2.46Hz| 5GHz | Authenticaton Broadcast| """
551D =D VLAN] “Band [ Band|  wethod [ EMEMPRON| 55

Evert Log
di

Service Set Identifiers(SSID]

4
B

Frog 0 | ves [ Mo Open WRAVZ Tio

Toad 2 | Mo | ves Open WA Yes

- Radios
24GHz
5GHz

Save/Restore

Siaius: Runring oK | [ Cancel Ao Help

Service Set Identifiers (SSID)( IR 5 £EARIRAT (SSID)) X IEHEL S LU N 244
7 76 - BRSEARIRTT (SSID) & ik

S ETpu
SSID T 5 To 4 B R BRI e — FR TR A
VLAN L5 SSID SCHR T VLAN
2.4GHz Band T/ 24 GHz BB 2 AT SSID J5 HH
5GHz Band FR7 5 GHz S B2 T % SSID JE .
Authentication Method SSID FH T PR £ BIE R BIE 7 5. IXELHE TFIBER

IO AE . FmE IR UEFI EAP Bk
Encryption SSID [ VLAN I3 it

« WPA

o WPAvV1

« WPAv2
Broadcast SSID TR SSID A2 TS A2 HE -
Management Frame Protection2 (MFP) SSID A A PR T LR 1B B

. AH

i
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15 1) Logix Designer 7 [ Stratix 5100 L2842 N i / TAEALRIME

5155

Event Log ( E410 3R ) X 1B HE

Event ( S ) SPUFHE B/n 103K . AT 7E Event Log ( A1 ) X iHHE

EHAT UL AR

W ENE R B R A IC R FE
HIERAENEE.

BEFI R EN.

BRFFHA

BHRAAERL AR LR B TR
95- Event Log ( 12 3R ) FHEIE

Eloes|

5| Module Properties: To WAP (1783-WAP:K3 1.1)
General
Connection Eventlog
- Modhe Info
Swich Configuration :
i-5siD
et Time. Descriptios
e 06125 075548 AN
i-24GHe i
5GHz 06729 07:55:48 AM
Save/Restore 06720 0755 &7 AN

06725 07:55.47 AN

06729 07:55:46 AN
06728 07:55.46 AN
06729 07:55:37 AN
06728 07:55:37 Al
06725 07:55:16 AN
06729 07:55:16 AN
06728 07:55:14 AN
06725 07:55:14 AN
06728 07:65:14 Al
06725 07:55:14 AN
06729 07:55:06 AN
06728 07:49.28 AN

AccessPoint_Noti
AccessPoint_Nofification

Process CIP EtherLink Init Process fop-level routine exited

Status: Running OK_ | [ Cancel |

Help

Event Log ( FHH0 ) MHEAELL Ll F 4.
£77- BHITR SRS

B ik

Severity Filter

« AccessPoint_Emergency EE Nl

« AccessPoint_Alert — 75 BT BN P ATHRAE

« AccessPoint_Critical — 4 Hi IR /0 ™ B

« AccessPoint_Error — 135 B EE RIR I

+ AccessPoint_Warning — F8 738 75 [ £ 7R 0
AR E R

AccessPoint_Debugging — $& AL iR &

None — Rt

i ﬁ%%&ﬂiﬁ%iﬁﬁ%#iﬂiﬁ%ﬁﬂ ) A 1

o

AccessPoint_Notification — /3 7] I ¢ #5.4F , EL ] g S 2™ BRI
AccessPoint_Informational — 15 JE.7H B3 4t IEH 1R B BT 15 B 5

Time

IF TR BRI [ P i) — 2 3%

Severity Ok
AccessPoint_Emergency
AccessPoint_Alert

AccessPoint_(ritical

AccessPoint_Error AccessPoint_Warning
AccessPoint_Notification
AccessPoint_Informational

AccessPoint_Debugging None

Description

HHRFLFIE o
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186

Radios ( FToZk B, ) 1B 4E

A5 FHAZ X TR AE S5 7 A 9% Stratix 5100 H BT AL TR 26 ML/ 2. .
Stratix 5100 3 75 [F 25 AU TG 2k W% B (2.4 GHz 15 GHz). ] 7E

Radios ( JoZkH ) X 1HHE 5 FH L FE B
o TLHILERIA.
o SRZHILEE KRN MAC Hiudik.
o LA MAREE A BNIFRFELIZAT I [
o BAFFIREAEIRZS
o HURAERBIRAELT IR

Radios ( Fo25 1 ) MHFHERL A7 LA T 2.
18- T IHEES Btk

7

[WTY
N

B

2%

oy

+H
H

Radio (GHz) KB TCEE HL . Stratix 5100 6125 2.4 GHz A1 5 GHz o4k FE2E & o

Description Tok AR

MAC Address 5T 28 F ORI MAC Hbdik

Uptime 28 5 B AR ST ARIZ AT A 8] o

Software Status HEORME RS
. BAT

i
- B

Hardware Status TR L LR B PO IR R 225
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7 I7] Logix Designer H (] Stratix 5100 L&z N 5 / TAEZAMMRE  ZF Y5

2.4 GHz 5% 5 GHz Radio ( ToZ&H2 ) XTiH4E

Al iZ A HEHER B A 2% 2.4 GHz BY S GHz I R E s B H1E B
AJ{E 2.4 GHz 5% 5 GHz Radio ( TLZ&HL ) X iEHE R P47 DA R 21 .

o BR ZHT 5 I AR B ORI G B To 4% ) i A AT (R 2R R
o BR M T RIEERE 1 DR PO AR 1% far i
o BRI E I AN i v g (2R

o HAIPHINE. MACHINE. 207 s &R LUK % ) i A& AN
PRI H

o {TJT Diagnostic ( 21 ) X 1EHE, AI & H Jodk e B Kl 2 1) 7HE

ANGETHE .

BARAN AR RAE LR R
96 - 2.4 GHz I} 5 GHz Radio ( ToZkER ) XHEHE

| Module Properties: To_WAP (1783-WAPxK8 1.1)

e =
-~ General 0
Comnection Hadios)
Moduie nfo
Switch Corfiguration
& Access Point Radio (GHz)| Description WAC Address Uptime: 5'”5?":" ";’f‘;’m
o atus | Status
i Event Log
8 Racios
246Gk 24 Dot 1Radiod FEAFS778.C7:00 Down | Disabled
i-5GHz
Save/Restore
s Dot 1Radiot FBAFSTZACTAD | 12Min 42Sec Up | Enabled
Status: Running ok | [ Cancel Aol Help

2.4 GHz 5% 5 GHz Radio ( TLZk 1 ) X iFHEE & L R S8
7% 79-2.4GHz 5§ 5 GHz To 2% 1 25 B £ Btk

2%

ik

Active Wireless Clients

TS %O LR SRR L v

Active Bridges

RTS8 O R R R .

Data Rates

B T RO
-

. RV

o EAERME

« 1.0, 20. 55, 11.0. 6.0, 9.0, 12.0. 18.0. 24.0. 36.0. 48.07F01
54.0 Mbps

- REL M. ZEH

Transmit Output Power Level

T RIEEIR I TR G . ThER R TS
e RMEA:

« 24GHz 4 : 22dBm

« 5GHz3i7: 14dBm

Channel

ELIR(E TR
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188

2R 79-2.4GHz 5% 5 GHz Tk L %

2%

ik

Radio Role

ﬁ%%%%%ﬁﬁo
FEHR R #r
-i%&EF%%#ﬁH%

o A
« AR AP

. AR
-f?%ﬁF i )R DO A

o LARHMMF

Diagnostic

¥TJ¥ Dia gnostlc
ﬁﬁﬁﬁﬁﬁﬁ

ZI ) RPIEHE, ] AR Ak R R R
P TEAESR At 7 T MR A2 W A S

Device Type

u%%ﬂ

0: AKZn
1: WGB % 7 iy
2: WGB
3: B i
4: FRYERS
5: MIMFEHR

Name

B M4 R

IP Address

B U 1A A 1 1P L

MAC Address

it 1 A% 1 MAC Hbtik

SSID

T 504 H SRR ME— FR iR T

Last Activity

Bk b —UGE S T

State

%qu%m%*
< 0: KRB — &b
-hEM——%H
o 2 MAC— KB
< 3 SKHK

Parent

RTCLH P 31 B R A4 R

Transmitted Packets

HIE B v K AR

Received Packets

M P i F WA e B

97 - 2.4 GHz 5§ 5 GHz Radio ( TLZ& B, ) XHEFEXTIEIE

e

# | Module Properties: To_WAP (1783-WAPxK9 1.1}
G | .
— 2.4 GHz Radio
-Connection
Module Info
Switch Configurati
=1 Access Point

SSID Transmit Qutput Power Level: 1 Diagnostics...

Event Log
- Radios. Channel: ]

5GHz Radio Role: Root AP-only
Save/Restore

Associated Devi
ice P WaC Transmited | Received
Typs | Name Address. Address. S50 | Last Activity | State | Parent Cets Packets |
Status: Running [ ok ] [ caneal Hep
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Save/Restore ( R 7F / R & ) XH1EHE

Save ( R1F ) Hl Restore (PR ) XFEAE AT [ 42 A s EAE I H BN 5

N
NI .
s
L
98 - Save/Restore ( R 77 / R R ) STIEHE
2 Module Properties: To WAP (1783-WAPx311) =3 =R =
Exchange Configuration with Switch
Uploed | < Upload full configuration ('canfig text’ and 'vian dat) from switch
to project
Downlond | € Download full configuration (‘config text and 'vian dat) from project
to switch
ImporyExport Configuration
Import Irportiull configuration (eonfig text’ and “an dat) rom files
into praject.
B Expartfull configuration (‘canfigtext’ and “an.dat’) from project
into files
Status: Running oK | [ Cancel 0 Hep |

Save/Restore ( PRfF
< 80- 1R 17 / R E S ¥k

/ B ) FEHE RS UL T 24

A= izpy
Exchange Configuration with Switch &

TELRIS, AL A 1 B AR B0 H X B3 config.text 1
vian.dat SCfF. 7RSI AT .

&

TELRIT, A4T0 H 1) B N BB, X A4 config.text AT
vian.dat SCfF. FEBSRAR T FECRRTH .

Import/Export Configuration

SA
FELRIN , Bk B T SEALA A S 0 5 S LE B N 3135
H k. 3% AL config.text SCZEAT vian.dat S22
2 H I Import () R IEHE S «
1. NSRS N 2 config.text SCAF (RIS 8RR A% ) U 44 R
2. B Import (N ).
Import (‘S N\ ) X UEHE HHT R .
3. BINAE SN[ vian.dat SCAF (I SERERR AR ) AR
4, HAl Import (2N )o
ARG HA XA SABITE F .
AZ AU B SCAEAE Projects Samples ( 15 H 7l ) H 3% Fhefit. w1
R AN LIz A S B TF R T BROAEL, 1K S AN F
WiH, FTIEBIHA.
SH
TELRR, A2 ML B Hhs NI H 5 250 24 2R Export
(S ) XTIEHERS, ARHE DL D IRERAE
1. 4\ config.text SCAF (A58 EEHAZ ) A4 TR
2. i Export (S ).
Export 3¢ HF ) X i HE BT S 7S
3. H N\ vian.dat ST (FISE B4 BR AT ) A FR
4. ol Bxport (511 ).
R NAESH BRSO
TER LT FHATH.
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Counters ( TT2 ) XT1EHE

FEFZAEAE, AT EEA RIT S o P UK B IO IE 1) Hcs
A5 B o 1ZXTTEHEF Statistics Per Rate ( SR G 1HEE ) X 1iHERL AL
TEEMZWHEAN S TAERSEHE R

AJ{E Counters ( 114} ) X[ 1EHE_ E&EFH UL MME L

RN RUGE / S sk )1 Es M2 R
HIFEN GRS / FRCTE SRS (RTS) A5 ER &S (CTS)
YN Wode S A E N IR) € 1

W1 53— L B I AR R IK T 3 S50 S S e
(i UES] 7/ P SRt

it CRC fif i £

HE AL IRAE LG I 7
I Diagnostics (2.4 GHz) g

Counters | Statistics Per Rate

Fl
2
g
iy
o
b
@
o

Receive Counter Total Last 5 Sec.

Unicast ets

Unicast Packets.

ic
Broadca Broadcast Packets

Beacon Packets

MutiCast Packets MuttiCast Packets

Requestfo Send(RTS)

Request to Send(RTS)

Clear to Send(CTS) not Received

CRC Errors

Wanagement Packets.

Close Help

Counters ( 114 ) XTEHER & LR 25
= 81- T MRS Rk

B iR

Transmit Counter RIEGH R .

Receive Counter Bl gt i

Total 7 i 30k B UACHICHE £ 1 B

Last 5 Sec. IR 5 FP N Rk B B B
Unicast Packets FHAEN RURIE [ O B e 0 2
Broadcast Packets HH N RURIE [ U ) 3 s 0 5.
Beacon Packets HEN UK IE 1 B A5 bR B 0 5.
Multicast Packets HHEN RUKIE [ IR 2 3R 8.
Request to Send (RTS) EHEE N RURIE [ BB RTS KB
Clearto Send (CTS) not Received RTS T R 32 (ELIA 7 Hp K AU 38 CTS R IR
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=8-S HEIA (4)

B R

Unicast Fragments RIE ) A S B o T A A B

Retries N USRI B ERTS R IREL .

Packets with 1 retry e N SN — IR E R BE AL IR B

Packets with more than 1 retry NS Z IR ERKRIESIE IR E

Energy Detect Defers T RE R I L B 4R R ) — AN o4k B Re B IR AE R ik
T 3 B 0, 28 1 A 3k PRI IR B

Jammer Detected AR I ) 45 S I ) e v R 802,11 B 0 IR X
B THuian 2, HEE L.

Management Packets EHEE N RURIE B S AL A0 3

CRCErrors iy RCEE R I AR 30
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Statistics Per Rate ( IR ZFE Zt 11 24 ) IT1EHE

FEFZAEAE, AT EEA RIT S o P UK B IO IE 1) Hcs
BAE R o ZATEHEM Counters (714 ) X IHHESZ LA T I A2 BN
AR S AE B
AJ{E Statistics Per Rate ( IR G 1HEHR ) X iEHE L& H L FNA

o FHTRIZEEAE 1) HE 2

o FRSCE B A0 T HL

o FENRHIRAKIETE RKIE (RTS) HIREL

o MIEN RURIE I HHE AN 554

Counters | Statistics Per Rate
[ Total Last 5 Seconds
Request Request
Rate | Received Receved | toSend | Transmited | Transmited | Data |Received | Received toSend | Transmitted | Transmited Data
(Mbps)|  Packets Bytes (RTS) |  Packets Bytes | Retries| Packets Bytes (RTS) Packsts Bytes Refries
Refries Retries.
Close Help

FHRAAERL AR LR B TR
% 8- BEL IS I

e e

Total % F v R Ak B WO AL IR S

Last 5 Seconds IR 5P A R 1% BRI B L

Rate (Mbps) T ROR BRI A . AR BRI EERE / 7
Received Packets IEFEEW S B4

Received Bytes IETEBIR 30

Request to Send (RTS) Retries BN m 2RI RTS S AL TR

Transmitted Packets MFEN sk =

Transmitted Bytes MEEN ERIER 7T &,

Data Retries PN R 2 ROE B B R
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7 17] Logix Designer A fft Stratix 5100 24N &/ TAEH M ZET55
TSR M HOBIR AT TSI BB T Stracix 100 JELEH A £ e UM S
TREGHTRMANGE, /M T Hx.
7% 83- HERTE B E . AB:STRATIX_5100_1PORT:1:0
R 51 TR RKE AN TR
Fault DINT k)
Radio2_4GHzEnabled BOOL +-s3k
Radio5GHzEnabled BOOL 53k
Radio2_4GHzUptime DINT 3k
Radio5GHzUptime DINT + 33k
(lientsConnected INT -5k
WorkGroupBridgesConnected INT 3k
UnicastPacketsSent DINT +33k
UnicastPacketsReceived DINT il
CRCErrors DINT 3k
TotalPacketsMoreThan1Retry DINT +s3k
TotalRetries DINT il
SSIDsDefined INT k)
PortGiConnected BOOL i
PortGiSpeed DINT -5tk
PortGiFullDuplex BOOL 3k
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BRH0S A SR

FRHSSITAEMBGE Stratix 5100 WAP

AREA T 0] T B I B K R 1OS Ay AT F 1 (CLI).

g TUHG
AL 0S Hr ST 195
BRG] 196
G5 197
87 FH iy 4> (¥ No 71 Default 4% X 197
THRWHEE 198
i 4 7 198
18 FH Y AR 199
HZFNIL I show Flmore 4 % 202
i in) U 202
18 22 A 4152 T (U 203

R 1OS P AL 0 N 2 P AN R . A e FH R e ey 2 Bk T 185 24 i
Frsb i fEam IR BRI S (2), TIIRECSar 1)
AT AR .

MIE WS Ea sl AR B, EE AP EXEC
B M EXECHEUT, A 1 ar4 2 B FHOS fr & i —4
T, B, KZHHF EXEC ﬁ*ﬁ #RAE— IR PEA 4, W show un/v\
(BN YETBCERE ) %D clear 7% (FEBRIMEAS B ). UL R &
A, H P EXEC in S A S HARAT

EYj R A A, AU NFIAL EXEC R W, B NAAL
EXEC #i30, WAl NS, DIHER NFFA EXEC #ER 5, A fE
FEMZARE N 4 R T B A
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G DL RS E A E SUEAEIZ AT I RCE . &R, FIAMaG 1T,
WRORAF T ECE, RAETCZ % B0 5 ORAF A X e & 25 1]
HRECESN, AU EREERNX G, NeRIERAAF, "
NS T B A O i AT HiE B

TRNE T BB AR s A A AR R R R R
DU tndm iR A A B 48 I E LA K ap

= 84- SR

R A RRFF REFE KTFIZRR
FI P EXEC TGS RLRH R 2. | ap> 1\ logout BX quit. i 1A
- NI E

o PATEEANR

- WRARGER

HPALEREC (EHIP EXECHIUR, | apt fHi N disale 32 (IR R AR I
i\ enable i< - RIS . P B (0t 1%
IV
ZEAiE TERFA EXECHE 3 R R ap(config)# BRI EXECHRE SN, N | A A 2R U S Y )
i\ configure i 2> o exit B end, EGIZ R Ctrl-Zo AN &S
PO P4 R IE B AT ap(config-if)# LRI R B, BN | A B DR AN TG 2
i N interface iy % ( 7175 E exite R [ FREALEXECEL | SRS
IR ). o T w-zsdimANend. |+ 802110 2.4GHz Fo2k i /7 30 A radio 0

« 802.11n 5 GHz Fo 2k B2, 77 2 M radio 1

5 BN EE By S TTAE RYSARR TP LS (2), LASER 40 fir & BT I 9 4

HF o TIET]IRIUEA & R T S5, Rrp s i aT 1
VIR
< 85- FENRE
W Rz
) FEARAT i A5 FT SR B SR G 3 At iR
abbreviated-command-entry? SREL LR B 2 L i 2 01 3% .

B4

ap# div?

dir disable disconnect

abbreviated-command-entry<Tab> SNSRI R T RO
#lin.
ap# sh conf<tab>

ap# show configuration
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155 FH dp < Y No F
Default %5\

T 85- FBNMREE (&)

W Ri&

? HI R E dr 2B BT A AT i 4
4

ap> ?

command ? B HA iy A A R e B
B

ap> show ?

command keyword ? B H R IR A KR S 4L
il :
ap (config)# cdp holdtime ?

<10-255> FEUR 28 05 AR BR 1% 308 B F B K (s)

REGS

LA R 2 7T, DME o Z B8 LAME — 2 R R fr %
TR T T\ show configuration FFAY EXEC i 4:

ap# show conf

REZHBCE ar 2 IE BA no #30. BH, AIEH no i EE ] ThRERK
G A IEEAE . B0, no shurdown FHIHIFC B iy 4 S F1HI (11 %A1
Bl A RBE T no AT I CAE I ThRE, 508 FHBOA
ZEFRIZhRE -

BLE 210 F defaule #5521 defaule 4% 20K iy 2 15 B IR [7] 31 L ER
IWE. BB, R AZEH, I, default #%3X5 no #
IRCRAR R (H—tean S BRI E T, AR R BONR € FBRME -
FERXMME LT, defaule dp 4553 H a4, IR ERNERINE .
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BYe fliflamed

AT FLTHIEC & Stratix 5100 WAP

Tﬁgqﬁﬁﬁi TR TR CLI G B To e W A& I ] Bl B 1 — Lo HHRTE B .
£ 86-CLISEIRIER
BRHE 3 an{a] 3K BRAG Bl
% Ambiguous command: show con WHBMANRWEZ T, TREE&ELE | AmS, FER—-NRS O, ffMEs 2 mE A
P4 o 75

Fi G T A & — Bl N

% Incomplete command.

%E?ﬁﬁ)\iﬁfﬁé‘ﬁﬁ%%‘%ﬂ‘]ﬁﬁﬁ%%?

iﬁJ%un , JEER—ANE S @), S 2 E—

ol

K o TRl A & — U B T

BANMS @), PLERZa AT ATE v H a4
H R T i A A — B\ 1 R B

% Invalid input detected at ‘A" marker.

iﬁJ)\Ef’]un?KEﬁ% et

EHR A

(M) FRid

ﬁé\mi CLI 32t i NI 2 i D se s sk . MR EE IR K EE 42
E’J i AN (BIEVI YR )N, ZIEERAEH. BaREE 2
EHE AR
BEUGHSHEERX KN

BINEOL T, BE&EAH T AT IR B L R X . FERFRL
EMEﬁﬁTT%A%mv,E&%%&%Téw%ﬁéﬁ%@ﬂi
M AT HL

ap# terminal history[size number-of-lines]
TWHLA 0...256.

TE A ﬂfﬁﬂﬁi‘%iﬁTiﬁu)\L e, MELLREERET LA 21n

FIiE e I 24T 50

ap (config-line) # history [size number-of-lines]

JLHEHN 0...256,
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N
&

EiglEle

{5 F 4w 4 1%

%E&U\FEQJ‘E‘/EPEEPE%}?WH%D‘/%, AT PRI EZ —
= 87- A SBRIEMS
120

FZ T Ctrl-P B 1A) 1 7 Sk

= | oF
3

2k
gl
=

&
A
g =25

AR ﬁﬁﬁf&'&%ﬁlﬂ[ﬁfﬂﬁ’]u
FE T R B R A A
-

Hik B M a4 e, IR BB P s 2
Vind . HEPHLRF S, T

‘g>

FZ T Corl-N 3% ) T 7 Sk

=2
iy

m—\

ek
=
=

A

2
-

» BRI B S LA 2.
?%rmmal history 4 =) Fic 2 iy 41 history

YN/ES

m
~

(£

T

= | B

S

{

O
7

QENE | BEE |

IR
GEE | E
g
el
>
SI

>

o=
[l

o)
="

(1) AMHEZE ANSI 1 280ty ( 140, VT100) b vy 5 P 7 Sk

R ShETIRE
P shse 2 H R .
o EIEMHT SRR ZE T iZ 206, N terminal no history 574X
EXEC éﬁé\ o

A T 0] TR A AT (AR

JB RANZE M #RAE T RE
KRR A L B P (B TR
A 21 L0 S e T IR AR AR, R EXEC BT

N Z
ap# terminal editing
T HHTIC B E K A 24T DU g iR A, EAr AT RO E AT
B NAZ AT 2
ap (config-line)# editing
B4 R ARG R A A, FE AT AT I BB T 1% %

ap (config-line)# no editing
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E156 AT SINALE Stratix 5100 WAP
ERREREDS
FEREIR T YAy 4T B i i
= 88- BT IR REH S
Ihge g0 Mg
AT REIHHTER | al-BEkm A | BothrmEE — TR,
HWIZIE, Skt
Gr-F AR | KRR RTR — A5 .
ki
Ctrl-A B AR R S B L RTAT A ko
Ctrl-E BRI B S H TR R
EscB BRI GRS — A A
EscF B bR 1A A RE — > B
Ctrl-T %ﬁﬁEW%?ﬁ%%ﬁ&ﬁ%?ﬁ
W °
ﬁﬁ%@%fﬁﬁﬁ,ﬁ Cerl-¥ WM X PRI — 2
e ORI Y TR0~ dn s
S AR X SR DX s B B B 1) ) B 10 %%
il . MHRAE N EscY 2k, Al 357
XA — %4
ﬁggg%ﬁﬁ%ﬁ&ﬁ Delete BIIEHE | MBS kR ZE A — 24
AR (trl-D IR Ye o Ak 1 7 755
Ctrl-K @%M%ﬁﬂﬁéﬁ*%Z@%%ﬁ
Ctrl-U B Ctrl-X TR A b Bl iy AT FF R Z A B BT A
FIFo
Ctrl-w IR YR 22 M — A 5245
EscD IR MG R 21 B3R A 2 2 8] [ 545
ég%g5$ﬁ,ﬁk5 EscC KE AR 755
AT EscL SRR AL 1 B A AN
EscU B BRCK R 2 [0 7 R NS .
f{j"ﬁﬁfﬁﬁjﬁ TE AT Ctrl-V 8% EscQ
174, W'Jﬁl]: LEYSES
gk,
%%%%%@g%ﬁ%i Return ) NRBE—4T .
i, BshiTs Hij ] — —
é&ﬁﬁgﬁgﬁé%ﬁﬁ? SPACE o R RS A AR T -
T E 24 e o 5 A S
NS, KRR More $EUR
FF (B show iy %1 H ).
25 3| More HER TN,
A e i Return Fll 2544 58 R
NELZER,
IR TR B R e | Crl-L B Crl-R BOH R M AT AT
Ki% %ﬁ%,W§%E
TN HTHAT 24T
(1) A e ANSI )2 (5101, VT100) A5 7 Sk Bt
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5 i 247 A & Stratix 5100WAP E35 6

IIEIRIATR 1T

&7 A8 A 2 1) wraparound ThRE, TERE%F B REBAT AT, HI6h5
BIEATLFN, AT R AN TR . BICRE Bl e AT ET T
NFLRF, BRI SRS, BF I kIiEE.

B SR sh Bl 24 BTk, EE N Cul-B 8 n) A 5 Sk, &L
A% R Cerl-A LRIV 20 26 47 BT Sk

IS ANSI {235 (fltm,  VT100) b A] 4 F a7 Skt

TEABIH, access-list global configurationﬁﬁé%%%ﬁiﬁLE%
=47 BN IREIKATRER, AT AT, EER
RNe RICHT s HRIT CWIR LIRS . IO BIRAT K ER, 17
£y T Vo o 2 e L i
ap (config)# access-1list 101 permit tcp 131.108.2.5
255.255.255.0 131.108.1

ap(config)# $ 101 permit tcp 131.108.2.5
255.255.255.0 131.108.1.20 255.25

ap(config)# S$t tcp 131.108.2.5 255.255.255.0
131.108.1.20 255.255.255.0 eq

ap (config)# $108.2.5 255.255.255.0 131.108.1.20
255.255.255.0 eqg 45

TEFEREMAN G, 1% T Cul-A K58 MIEVE, SR)5 FF4Z T Return
PAT IS ATREHIEITFT T () fiaiT A RS-
ap (config) # access-list 101 permit tcp 131.108.2.5
255.255.255.0 131.108.1$%

TR AR B 2% it o % 0 N 80 4] o SR F5 FEANTA], AJAd ] terminal wideh
R EXEC iy & W B & 6

i P B B AT R fir 4 P SE I REEHT I I AME 2 AT I R 2 26 H
R HEFRAZ BT HIE S, 152 ILEE 200 T « {f A% 6
QE iné\A »
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s i_i),ﬁ show Bl WHEZ A UE show Fl more fir &It . 014 5 TEHLH S
S HE AR LR, i SRR
more FIP < Eﬁiﬁﬂj

BASFIZINEE, Hi show BX more 74, A5 P42 EIESRT (|), REEF
begin. include B exclude Z — DL St 4B L 2% Bl B 1 2k

command | {begin | include | exclude} regular-
expression

RKIEAX KNG Hiltn, WA | exclude output, WPREAS E R ALE
output 4T, 1R ERHE Output 1T .
AR T A R e R T B R RIE P8 protocol 4T
ap# show interfaces | include protocol
Vlanl is up, line protocol is up
Vlanl0 is up, line protocol is down
GigabitEthernet0/1 is up, line protocol is down

GigabitEthernet0/2 is up, line protocol is up

Pia) CL 4T ) Telnet 5% 2242415% (SSH) 4T FF 4 ¥ & CLI.
155 FH Telnet 3T FF CLI

FR 4 DL R 20 3R A% Telnee $THF CLI. X 4625 35& A F-12 1T Microsoft
Windows H.7f7 Telnet £35S I RE IO THE AL . AHTHENRIEU M,
TR TR R E R G ESR B .

1. 5.if Start (7146 ) > Programs ( FTAFE/T ) > Accessories ( Fi£F ) > Telnet

IR Telnet N7E Accessories ( 4 ) 2, A Seare (FFUH ) >
Run (1817 ), TEHIAMERIN Telnet, SR 515 T [ 448

2. MR Telnet T J5, H.ii Connect (%42 ), HEFE Remote System
(IZERG ).

3. {E Host Name ( EHLEAFK ) HEH, HANTCLB % 1P Hikk, A5 5
i Connect (1E#2 ).

4 B A AE SRR, fan NSRS B 3 P A A

BN P47, BRINE RN wirelessapo  BRIA 5 FH 2 G /2
wirelessapo  F 1 44 FIEE L IX 73 K/
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ERZEINFITF W

LA — RO B S i e ST REE R I P R ASh e
(SSH) /& — il s B iR L & RS M. SSH R
A SR BAIE I E BRI IIRE . KT SSH MTRANE R, 1/
111 SSH Communications Security, Led ) 351 http://www.ssh.com/.

YIRS, SSH A 58 7 A $E AL L Telnee 58 H B i FE 2
At AR SSH 25 1 WIS 2 filo

KT WE L AT SSH YT AU, 152 W 243 TUH < D
BN gUfE R4 477,

EH WkERAZE

FE: ERMBONGE SEFINERA 0T, ASMER
AT R G S A

WERER BN UK E BBV E, W T a4,
write erase

erase startup-config

TEFFRL EXEC 30T, wfER] CLIARYE LA R DR B N . / I
Bl & K E 2 BRIAE:

1. i\ write erase B{ erase startup-config?
2. BiiN write default-configo

3. MHILFA CLIEERE, %A v:

Erasing the nvram filesystem will remove all
configuration files! Continue? [confirm].

4. HHILH I CLLE 2N reload:

Erase of nvram: complete. This command reloads the
operating system.

S. I RA CLLTE SR, #IA v:

Proceed with reload? [confirm].

WA 2R A AR SRR TR IR (), AT QU

c AR BEBIAE, AEPWEERE. FAEAR
BEN
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E16 AT AL E Stratix 5100 WAP

24 L EERG

FEFEN AL/ WIMFE R e, ST A & PGS B CLI HB e &
BN

BRANTEOUT, TP E M DHCP #2050 IP ik, R RN /
WA IP Huhik, PJf# ] show interface bvil fii &

AT IR B R T SR TS Securivy ( Z24nE ) SRR & Fh e 4
KB gd SSID 1 CLI 4o AT & LB E R

B TReH

AEVERT —EB0BLE, M Security (224t ) TLHBIE — N2 N
no security ssid[fJSSID, ¥ SSID B &E(EMrt, HHIBLE
VLAN 10, Jfi%#% VLAN 10 {ENAAE VLAN.

N UFRBIIEA R e B E, s 1R ELE W i
B
!
dotll ssid no_security ssid
authentication open
VLAN 10 :
!
interface DotllRadiol
no ip address
no ip route-cache
!
ssid no_ security ssid
!

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0

rts threshold 2312
station-role root

!

interface DotllRadiol.10
encapsulation dotlQ 10 native
no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
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bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding

bridge-group 1 spanning-disabled

KT VAEHBWY], ES I 62 T < RLE 24,

Radio Configuration
Radio 2.4GHz
S5ID :
[ Broadcast SSID in Beacon
VLAN : @ no vian () Enable VLAN ID:
(1-4084) [] Native vian
Security : No Security E]
Role in Radio Network : WEP Key -
X X EAP Authentication
Optimize Radio Network : | wpa

v

5 2: A WPA 55t = 25 £8 (WPA2-PSK)

AHIRR T —HBEE, T Security (%41 ) WHAIE—N2A
wpa2_ psk_ssid M ss1D. HARAEZN SSID HEBRTEEARSL, #4 SSID
SrBLZs VLAN 20, ff FFIL 2% 50 5 AES I AL & WPA2 % EHE HE,

ssid wpa2 psk ssid
VLAN 20
authentication open
authentication key-management wpa version 2
wpa-psk ascii 7 06345F2247590C48544541
!
interface DotllRadioO
no ip address
no ip route-cache
!
encryption vlan 20 mode ciphers aes-ccm
|

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0
36.0 48.0 54.0

rts threshold 2312

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control

bridge-group 1 block-unknown-source
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no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

ssid wpa2 psk ssid

!
interface DotllRadio0.20

encapsulation dotlQ 20

no ip route-cache

bridge-group 20

bridge-group 20 subscriber-loop-control
bridge-group 20 block-unknown-source
no bridge-group 20 source-learning

no bridge-group 20 unicast-flooding
bridge-group 20 spanning-disabled

!
interface DotllRadiol

no ip address

no ip route-cache

!
encryption vlan 20 mode ciphers aes-ccm
!

ssid wpa2 psk ssid

!

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0
36.0 48.0 54.0

rts threshold 2312

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!
interface DotllRadiol.20

encapsulation dotlQ 20
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o
<+

no ip route-cache

bridge-group 20

bridge-group 20 subscriber-loop-control
bridge-group 20 block-unknown-source

no bridge-group 20 source-learning

no bridge-group 20 unicast-flooding

bridge-group 20 spanning-disabled

KTWHEHBNEZELE, B2 WA 64 UK« & 5 s E — ML
g Il

o
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7~1513: WPA F0 EAP

AR T — B E, ] Security ( 224z ) TUH:
. @U@%?’wapa_ssid ] SSID
o MCE WPA HHEH Y EAP
o MAEARHERR SSID
o K SSID 734 VLAN 40
dotll ssid wpa ssid
VLAN 40
authentication open eap eap methods
authentication network-eap eap methods
authentication key-management wpa
!
aaa new-model
!
!
aaa group server radius rad_eap
server 10.91.104.92 auth-port 1645 acct-port 1646
!
aaa authentication login eap methods group rad eap
aaa authorization exec default local
aaa session-id common
!
!
bridge irb
!
!
interface DotllRadioO
no ip address
no ip route-cache
!
encryption vlan 40 mode ciphers tkip
!
ssid wpa_ssid
!

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0
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rts threshold 2312

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!

interface DotllRadio0.40

encapsulation dotlQ 40

no ip route-cache

bridge-group 40

bridge-group 40 subscriber-loop-control
bridge-group 40 block-unknown-source
no bridge-group 40 source-learning

no bridge-group 40 unicast-flooding

bridge-group 40 spanning-disabled

ssid wpa_ ssid
!
interface GigabitEthernetO
no ip address
no ip route-cache
duplex auto
speed auto
bridge-group 1
no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
!
interface GigabitEthernet0.40
encapsulation dotlQ 40
no ip route-cache
bridge-group 40
no bridge-group 40 source-learning

bridge-group 40 spanning-disabled
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ip radius source-interface BVI1

radius-server host 10.91.104.92 auth-port 1645
acct-port 1646 key 7 091D1C5A4D5041

RKTVAEHBNWY], 1§20 62 T« RLE 24,

{8 A cLl ST IP Hbit S T S B BRI, Tk 41 ) 30 G 1 B
FEAE T (BVI) BRSNS . [P 4006 i B3 JE 2 Y A ST 1 TP it

DA AT 2 i o 1, 1772 A5 FH BV

24§ CLI 45 TE 2 ¥ #5 0 Bic 1P Huhikisf, 052045 BVI ZrFoHidil o 7E4FAL
EXEC #3045 UL R PR NI L 5 % BVI 7 fie 1P Hiuhik:

1 AR ER, fE %,

configure terminal

2. #E\ BVI B 5t BC B
interface bvil

3. N BVI 4 IC IP M bk AR bk RS o
ip address address mask
R AN SRALH Telnet 2 THIEFE R L e %, 2445 BVI 7>
BB 1P s, K ER B LA HOIERE .
RF LA BATH Telnet L B L2k B &, AEATHTA P
HREFTIF 53— AR BT Z B I Telnet 23175

RKTVAEHBNUI], 1§ I SS TR < GoR BN 7.
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(G RIERAISRE MR SRR AR CLL PRSI FiE
/_\iﬁ'ij]_ I\EJ cu Microsoft Windows H.7# Telnet ¢35 N FHFE P HITHENL. B A THENIE
= EULEE, T s A TR IERE RE TRl Ui R .

1. Hiil7 Stare (R4 ) > Programs ( FITAFE/T ) > Accessories ( FiHF ) > Telnet

U Telnet NFE Accessories ( B4 ) s, A Stare (i) >
Run (1817 ), TEHIAMERIAN Telnet, ZRJ51% T [ 448

2. MR Telnet T J5, H.ii Connect (%42 ), HEFE Remote System

3. 7E Host Name ( EHLAHK ) HEH, FIANTCLL & 1P bk, 285
F. Connect (£ ).

1= TRIL T AF o FE Y, A PuTTY o PuTTY s —Fft SSH A
telnet 25 ' 3t . 1] M http://www.putty.org/ R Z N FHFE R -

A E 802.1X 153K & HRIR,  dot1x ERS / 4 PR K R IAL S BLRIRL B 4 15 A AT
SR IRINER, B A EHL P L AU T IRE, LA
TR, R, T2 R LSRR / % P % R I T A
SIS

B, BANSAREML T AR, WA IR, Mg &R
REMZ AN N G o LU, 2 4k g8 e N sl 9l 45 R 3 0 2k X 4% AR
WAZR A5 %5 i A TR ) 5 ARAEAR B2 N A 34T 500E o
ERE DA B TR E -

o CUEFINC B A B S

o PSRN 24z 10 88 SSID

AT DME SRR 76 X M ASBir B, AHAL ZRTE T SR #1847 i 58 C &
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BB EFR E TERFAL EXEC BEAUF, AR LA R AP BROIE 802.1X SR ERCE 3L«

KT RFEHBNEE, 1§53 I 122 UK AP ik ”.

1 BRI B, B E K.

configure terminal

2. B dot1x FEUEACE XM, N dot1x FEUERS & T

dotlx credentials profile
3. MO ANEAERIMIEA By o % IRAF R TR
anonymous-id description
4. (T3 ) H ARG B SO AR .
description description
S. A S RAER] T ID.
username username
6. HNEUER AN B
o 0, J MHIERBEA N Z G o
o 7, JETHIERBERGRE AD. 2N Z BT ORAF S BN, K
R o
o LINE— RINE (WI3C) W0 AN A EI B SC# A .
A 0, JEHIERPISCRY, BAE IS 0 IR A BISCR

password {0 | 7 | LINE}

7. (A&, f0O&H T EAP-TLS) — % A BRIA M pki-trustpoint.
pki-trustpoint pki-trustpoint

8. iR [EIFIFFAL EXEC B,
end

9. (k) BN R B B S

copy running config startup-config

i dot1x creden &M no ¥ XK E S 4L

TR T —AN N test WARIERC & SCHE, F P %N Rockwell, RN
RSN wirelessap o

apl240AG>enable
Password: xXXxXxxX
apl240AG#config terminal

Enter configuration commands, one per line. End
with CTRL-Z.

apl240AG (config)# dotlx credentials test

apl240AG (config-dotlx—-creden) #username Rockwell
apl240AG (config-dotlx-creden) #password wirelessap
apl240AG (config-dotlx-creden) #exit

apl240AG (config) #
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WU B X F B E1Ti & P e A AY sSID

WRAE LM TG — A TAEHMM B P RS RN 1L IR R
AT 802X TR, ALK 802.1X 1 K F FEUE I ] 2 T A 2H M4
MrER 4628, F T ORBAANSGUE BIRR 2\ AU SSID .

FERFECEXEC BT, AREE LA A0 SR SR I 21 _EAT e % P Ak F 1)
SSIDo

1. AL R E R,

configure terminal

2. i\ 802.11 SSID.
SSID B E WAL 32 A BHCT 74, SSID KA KNG . — A4
AEEEE . #8; F/. TR+ ). /v " TAB A EZ MWL
) SSID 74
dotll ssid ssid
3. B NG B R IE A B S I A2 R
dotlx credentials profile
4. 1B dotlx FEIEAL B F A
end
5. R BRI NRAT B E SO . 3R AE R TR
copy running config startup-config
TP FEUERC E S vese B 2 P 4R SR 1 LI ssid testaplo
repeater—-ap>enable
Password: XXxXXXxX
repeater-apfconfig terminal

Enter configuration commands, one per line. End
with CTRL-Z.

repeater-ap (config-if) #dotll ssid testapl
repeater-ap (config-ssid) #dotlx credentials test
repeater-ap (config-ssid) #end

repeater-ap (configqg)
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S3EFNS FH EAP 53 TR FRICE EAP J5iR03, USSR R0 R5 € 1) EAP J57%.
fl =<0 2 W55 351 GUHY “ 9 802.1X 115 K G 3F W ] EAP J7 ARG & A 7.
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ETE WAP i3 [a]

AREAE T I E L

3 iy
2 PR AR 216
B L N R AR R 1] 217
AL EXEC iy 2R 75 Tl R4 27
IE I RADIUS il 45 N RV 1] 23
18 FH TACACS+ 2 il 48 N s 175 111 230
e 25 DA PPV T3 R X T8 233
AR M B E R AT B B\ A 234
e B 36 1E 2 A7 0 T B SCA 236
HiC B 4 N s Rk DHCP IR %% 240
Wi B N A 22 4 Ah 243
e %% - ity ARP 2247 244
EHE ARG [R) R H 245
SE SCHTTP 15 17] 250
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i%ﬁﬁ*ﬁﬁj:ﬁ%ﬂ EA{$FH [no] boot mode-button f5%, ZEHM#EHI G U L HIEEAN
5mﬁﬁf%o Zan 2 W] B7 b BRI, 3B AT B 1R RIRA I 7 315
FEN AL CLI 17 1 BB

ZaASEHEMNIKE . ERMANZmSE, MREE
PN RFBEXECRE 1A, ) 75 B R Cisco F AR 3 #F
HRACs (TAQ),  DAEE BT FREUR $22 N A CL U7 1)

EEEM

BOAEAL T, By 8 AR . ER R EXEC 0T, MRAELATH
L R YN LS 4

1 NSRBI

configure terminal

2. ZEFER N R

no boot mode-button

3. N IRAFIECE .

end

BT ZEFF A EXEC A2 F 44T show boot Y show boot mode-button
w4, BERXZHIRE. ZREARIESITREY . LIS H

7 show boot Fll show boot mode-button A2 K LA N

ap#show boot
BOOT path-list: flash:/c1200-k9w7-mx-
v123 7 3a.20050430/c1200-k9w7-mx.v123 7 ja.20050430
Config file: flash:/config.txt
Private Config file: flash:/private-config
Enable Break: no
Manual boot:no
Mode button:on
Enable IOS break: no
HELPER path-list:
NVRAM/Config file
buffer size: 32768

ap#show boot mode-button

on
ap#

HEHIERFA EXEC %15, fER[f# ] boot mode-button iy 4R
FRE VKR B s AT IR
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3K

oI SHHEN S OSRISAY Bk R EEBUR P AT L B P AR (2 B
gl\ﬂi N R AR b v 4 K LA 2, MY I o 50
RSB P2 7 i

B IEX R A ARG ), PTG E LA N e ThhgL —:
o UM ARERN, ENRAFAEARMEL B & E. O HE

NI G P14 FVBE R A R LT o St T R A
44 FNBE R4 WS S R AR ) (RSB / 5 ).

/R
(RN

o BIHFPLANT, BINFI A wirelessap. HIF ZHEHEIGX 5>

KANF,
o KT CLIMNEZER, BSILEE 220 011« FlE H 7 44 fIE 6
HE 7.

R TAB(fZRAT )y v S + A& T IR s A 71 o
o JH ARV RS A A ORAFAE 2 A IR 55 A IO BdE o v

HZEL, ES

Ez,{%l%" i%g%y—ll_‘kk 62 'H‘Eﬂ “E %% éE ”O

LAY EKEC Y S BB 1a] R IR IO o AT U R, R AT
fﬁ@? LB AR o S T L 1 0 2 0 0 24 1 6 U . AL 2 L
=¥ T P S I 248 A I T LR iy

W T ARG N BEEMARAGER, 20

Cisco 10S Security Command Reference for Release 12.3 ( FF} 10S %41y &
2%, #1230 ).
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E57 T WAP T

BRI\ IO RS R B  TREH TRIAEHARA I E .

BcE #2.89- AT AR

IhkE BINEE

I RE I BRIV P2 R7, BRIERD N wirelessap o

Jet FH B RS R AL 2R ) BRI BB A wirelessap . ERINZI] 79 15 ( 45 EXEC
GO e HALERC E SO 2 .

JE R SR S AR LR ) ZRIN S 25 65 wirelessap o ERINZ A 15 (RERL
EXECZ M ). BERGZE N 5 5N B AR

24T Y ?%%@%WMWO%@EEEY#¢%ﬁ
.

iﬁﬁﬁi% Eiﬁ%jt)g Fﬁ Ja AR AT R A EXEC BNl . no enable password

L " AR Ay W IR AT, Ly S L. R
= Bl T A ST, W EXEC BB M B2

FERFAL EXEC BEIUR , AR DL T 20 BRR B B e Je S
1 BEA AR BRI,

configure terminal
2. 5 SUF TV R EXEC B3 1037 36 T sk 38 AT 6T
enable password password
BRAINFERD N wirelessap o
Xt T password, TIHERE 1..25 N FATFHBRBIZ/AH . ZFITH
AREDETFITL, X KNG, SR, Ho 2R ET 322
7R TAB(HIRFF ). v S + BT R ELERF.

3. IR[E BHEAL EXEC

end

4. BONERRIA

show running-config

5. (TG ) A DRAF 2 B

copy running-config startup-config

Ja S pg AR s, HaJ e N B Jo gk st & e & S
ARG8T WAL 3 P SRS 58 A L u2c3k4yS o S AN, FHHt
XA 1S v 1A) (A& SRR EXEC AT ] )

AP (config)# enable password lluZc3k4y5
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ST R S B RD BRI S G, R 94 T R A o 4 S

B R ZCEE

f§¢ﬁtbi¥(TTYFP)E&§§%§EPEQ%§ﬁ%, A enable password B{
enable secret RJHMLE ML WMarSHERME, BEuiEn
QA INEE R, A P R EXEC B (BRI ) B EE
SE AR ), b R N Y o

HUEH enable secret 2, KIAEAHH T ok B e Hk,

WAL E T enable secret i, HMELE T enable
passwortiﬁﬁé>y fiﬁﬁﬁ\ﬁﬁé>3ﬁkgﬁﬂﬁfiﬂiio

FERFECEXEC B30T, AREE LA A0 BRIC B S b A s 8 S0 5 1

.

L NS R ER.

configure terminal
2. & X TU5 R EXEC AR b sl 5 o A %5 6

enable password [level lIevel] {password |
encryption-type encrypted-password}

enable secret [level level] {password | encryption-
type encrypted-password}

S SCESCERY,  FAS AN W] I s 7 VAT IR AE

o (k) 1level MITEEN 0 E 15, % 1 2% A EXEC
BB BRING R 15 (R EXEC B ).

o X T password, TIHEIE 1..25 NFEEE 7T R B 745
Ho IZTFRRARUBTIT L, XaKRNE, AT,
{H2x BUEHT 3248 . BUAEOL T AR E U,

o (HJIE)XF encryption-type, NI S, PV RS
BINEEE . RS EE I R, b R A %
— BRI —AN N U BC & S R I 35 2 6

R= WRFRTE TN RAY, WA AW SCEAGIT, K
ToE T AR EXECAR 20 F TG AT AR AT
TTAR BRI I
3. (AT ) FERE SCE RGN BS M B ORI N A D
service password-encryption

JIn T iy 1k S B SO AR R RS S
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4. IR A BREAL EXEC 5
end
5. (AIiE ) B IE B N CRAT B B S

copy running-config startup-config
WSS FH 2R AN S F B O3 R AR e S, P e A5 N e 8 S

i 1evel KRBT SURFE RN B RS . LE48 58 Fl I B E Y
I=E Rﬂ%%ﬁ%éé‘%%‘?%tﬁllﬂ@ﬁ%ﬂ%ﬁﬁ)ﬂo 15 F privilege level
S RlCE AT TR E S HN AT VTR 2. HEEE, S WA 222 T
(1] P 2 MR ] .

SR A M T, R S B A R, SRR RS SRk
WED L R S LR G R e A2 I iy AT D

. %E?%&%%ﬁﬁ%%ﬂé&%u, ﬁﬁﬁ%no enable password [level
level]Eﬁno enable secret [level level]i%ﬁ%@ﬂ%gﬁﬁé?o

o EESHEEALNNES, {FH no service password-encryption

EREE WL

AL T U] AL ) 2 C N R
$18FaDO0$XytiSRkls3LoyxzS8:

AP (config) # enable secret level 2 5
$1S$FaD0SXyti5Rk1s3LoyxzS38

=B F 2220 & EREZ AN BN, ENIRAERMI L s . XA
ReER PR RERES JUANERS SR Bogh - AT B 1, B/ BN EAT S A RE VT 1]
ToE B WIRE TR, B W] R4 44 0 G O3 IO RS

FE IR ( SAHSALBRAIEFAL ) o

FERFECEXEC BE3UT . AREE LT AP SR G 75 B8 R Y P 44 A b HL 2k
THPARSIE RS .

1 BEANE R ER.

configure terminal

2. BN A RGO AT R .

username name [privilegelevel] {password
encryption-type password}
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o XITF name, fRE—NHRIFENH T ID. ARVHEH ST S,

o (TIE)XT 1evel, FRTEIRTGVIMIBLIR G T FIRAL L -
HIEHE M 0...15,

90 15 T TR EXEC #E 35 RIALRR » 231 13 H /™ EXEC
H 27 A BURR -

o X T encryption-type, HA 0 BI¥REE S HEII— AN

.

o HA 7 RIFEE JE HTRIN— AR .

o password T 48 € FH 7 E5 Al T2k B % AL AU A KO #
FAGAANHT 1..25 DN FRFAL, a4, HAau2
username A H Y5 — MR E LI

3. BHERMPAT A SR A IRIEEE 2 PR E A 4
BEATIRIE -
login local

4. IR A BREAL EXEC 5

end

5. BHINERIHIA .

show running-config

6. (AR ) K5 fE B N\ ORAF B HC B AR

copy running-config startup-config

o EEEMMEEHFBIHPZWAE, WM nousername name 47

LB
o TREIKE B AVEFERE, £ no login M4 (TRE
ES

2R s/ E — AN %, 2215 E login local iy
A, DAFTIF BT LB 45 (1) Telnet 2315 o 20 51 V3 A5 i A\ e
—MH 4, AR BB fE TR R Z b
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il B & AMEFLE R BRUNL R, SR 108 §PEAT BRI 2 Bt L EXEC A1
FFILEXEC. AR Z ATRCE 16 MR f . IBISRE 24
T, PRV AP L BT R R R 4

B, WRAHLFZHP ARV clear line 4, A 0HCZH] 2
o, RIEIEDON 2 )2 A E A IR AL . AR SR EE AR R
Hil%f configure tr 2 MIVF, WOAHSECHE 3 watt, FEixEw
SrBLE A BRI P 4.

% E SRR 5
TERFRL EXEC AR, AR DL R 53R iy A B s B R AL
1. 4R B

configure terminal
2. BCE L KR .

o XFTF mode, i configure B/nERALEMRI, i exec
FTn EXEC B, B interface o BEAR, i
A line FRnanATHE M.

o level VU N 0..15. 25l 1 2% #MH " EXEC B URAAL .
Zenl 15 2B R B R VE AU 17 0 .

o command FT¥8 & AR BRI U7 1n] (1) i 2

privilege mode level level command

3. F8 & RO B A Y
o level WVEHINO0...15. 25 1 2% M ' EXEC R

o XTF password, FI$RE 1..25 N FREF A RFH T FR/F 6
ZF PRSI L, XK, AfEHTHE, He
BHEHT A& . BRINE DL AR E S

RR TAB(HIZRAT ) v S + A& T IERINEILF1F

enable password level lIevel password
4. IR [A BFFAL EXEC B

end
5. B IIHIN .

S kA AR AL RS AT R O B EL . B Ak A 2 SRR AL
AL E .

show running-config
&

show privilege
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B3 RADIUS 3T HIIEN 5

[UKNNRN

e

6. (HIIE ) AR DR AT BIC B S
copy running-config startup-config
HONRSK A S VBRI, W5 %Ay & TR I fir & AR
BEBENZE . BN, TS show ip route AW ARA) 15, N
show i &M show ip a5 R E SN BRI 15, FRAR SO
WEAF K.

B2 E M 2K E BIBOAIRIAL, I no privilege mode
level level commandé%@aﬁﬁ?/&'\o

I G245 configure fn3 1 B R A 14, F5E X
SecretPswdl 4 {E NS, T H P 2% NAZE 05 A4 ge il FH 201 14

L
AP (config)# privilege exec level 14 configure

AP (config) # enable password level 14 SecretPswdl4

BRI HEFNR A
TERFIEXEC BT, HRAE LA T 25 BB AR H R 5 MR AL 00

1 G RAE BRI o
level [RYETE 75 0...15.
enable level

2. B HVRRE R o
level [FJTGIE A 0...15 6

disable level

e

AT T anfarfd A AR LIE R 5 F 7 %S (RADIUS) 28 i) & B 53 %6
ToLR ARV . 0T IC B TC 2R 15 4% 18 S0 FF RADIUS [P 58 3 1500,
152 WA 377 T < i B RADIUS Al TACACS+ R%52% ”.

RADIUS TEIGAIEFNZ AT FE Fh LR AN F) 45 5 A5 B R IS BB F ).
RADIUS RJiEIT AAA fr & ik, [FIRF HEeid i AAA fr2 8 H .

N T RA TR B a2 M e A A GE R, HE R
Cisco 10S Security Command Reference for Release 12.3 ( A} 10S %44
2%, 1230 ).

By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H 223


http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html

g17

BT WAP 7 7]

224

LN
BRIEAL T, RADIUS fil AAA #5245 .

R b A gk, SR T] A SNMP 3 Ik 9 2% A5 BN RS R T
RADIUS. JAHJ5, RADIUS AJGAFiE CLI Bk HTTP ( %4 FL e )
Vil o R & A B0 .

it & RADIUS & RIS

RO E AAABIE, A€ M AsIR, Wk
BB o T30 358 U UESE AL LU R ARAT RIFP s ke
RIS UE VAR BAIRAT 25 e B A8 1% 1o P — (51 412
ERINTHESIRR . bR T Sl Wi E S 4 R8I, BOAKI A
FoRE B SN 2R oAz O

JIEBNZRAGIE T Bk FH P I BN BL R Y ARS8 IE 5 . S mT R

=B LAY TIGIE, AR OR 2440 4R 7512 5% O 7T {8 A
F AL RS BT L S — A2k ISR s iRz 5%
RBEMIN,  BRAFRE L 352 (1 55 — A IRIE T3 s o

AR R AL, ELEEE AR VRIRE LS, B E SRR T
AR . WOREAEE A HIE— FURIE B 22 4 i 55 4 B
AR 7 44 R R AR LA P U 1) RrEd ARk sk, HA SR
FABIGAUE T

FERFECEXEC BT, AR DLT A0 BRI B8 S IR IE » 12 AR L THRAT

1 BN R ER.

configure terminal

2. JAH AAA.

aaa new-model

3. QIS FIUETTESE.

aaa authentication login {default | list-name}
methodl [methodZ2...]

e M login authentication iy A TEEMAIIZRE,
REQEBATIR, A defaule KT, HEREMNBIA
BRTERNE. BRANTTEYIRE B B rE R .

o list-name HTRE— TR, LlanHNIEIERIFIER.

o methodl.. H THRERIEEEZ A I TE. MmgeiEJr
FAAERT— PO LR B R R A 2 (AR ).
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HEFE LA Her —For ik

o b
fdE AR i FH P 44 Bt PEREAT B0 AIE . R 250K FH P 4415 RN
i”i&*}%ﬁ EF‘ o ’Tﬁﬁﬁ username password é%gaﬁﬁé\o

e radius

{5l RADIUS B63F o £EA# FIiZU0AE ik 2 1, A%l &
RADIUS 5588, HLER, S WA 380 TUK “ iH A

RADIUS S ML
4. NG AATRCE R, SRS .
line [console | tty | vty] line-number [ending-

line-number)
5. RIS UE SR N B 4y AT B AT 4L
o WRIEE T default, MPKAHHIEIT aaa authentication
login A &I I BRINGIER .
e list-namef8EIHIL aaa authentication loginﬁj‘/ﬁr\ﬁﬂﬁ
P71
login authentication {default | list-name}
6. IR [B IR EXEC #23.
end
7. WINEIHIN
show running-config
8. (At ) W IR N ARAT B C B S

copy running-config startup-config

o HAAT AAA, f#f no aaa new-model &FELE M2

o EZEH AAARIE, ffH no aaa authentication login
{default | list-name} methodl [method2...] &RHCHE
.

o EARFESKETI RADIUS 46k 80 B 2ERIME, 1 no 1login

authentication {default | list—name}ﬁﬁ4>?f@ﬂ%§ﬁﬁé?o
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7E X AMA i 55 254H

TR E LA R AAA RSS2 4, K BUA IR S5 4% BN G 1E
—REATIAE. AR E D ORE RS ES TR T, REREA]
M TRERIRSS . IS a4 2Rk ss s EASIER, Kbt ik
JIR 55 4% AR IP Huht

U AR AR 55 A B REAS EHL K HATHE— BB IRTS (IP Mtk AT UDP 35 1541
&), MRS ST F RS HNZDENZH, AIMTEAFE
fiy i 11 Bp s SOARMERE 52 (1) AAA IS5 1) RADIUS EHL. R 1E [
— RADIUS iR 5545 EONMIF AR SS (Ban, 2555 ) BCE 7 AR
Q%H,MEE%%:AIm%Hﬁﬁﬁﬁ—ﬁ%E%ﬁ%w%%%
&k Ho

AT server 4RSS 2RI B iy AW 4 e IR 5548 R IE B T Uil
el s 1Ptk RO IR S5 4s, AT ATIE R auth-port
Fl acct-port KEETFIRA LA FEH LK H .

TERFAL EXEC B0, MRIELCL T DI T L AAA MRS 74, ¥R
Y] RADIUS iR %5 8% 5 2 =Bk,

1 BEA AR B,

configure terminal

2. JAH AAA.

aaa new-model

3. 182 EFE RADIUS R 5528 E ML 1P k8 E LA FR

radius-server host {hostname | ip-address} [auth-
port port-number] [acct-port port-number] [timeout
seconds] [retransmit retries] [key string]

o (W) MM auth-port port-number f&EWEIE KA UDP
H bR o

o (M) MM acct-port port-number ¥85E &5 HIE KA UDP
H bR o

o (AL )M timeout secondsfiE LW AT FIRKIEL
HISE1F RADIUS AR %5 #% B 5 (IR [R]Ta] R . FLYE A 1...1000
R B2 radius-server timeout ERELE MK E .
R AAF ] radius-server host W2 W EHBH, B{HH
radius-server timeout if & MIXE.

o (ML) retransmit retries $8E 2R 75 A i B
IR, EH ) R 55 2% A ik RADIUS 1SR I, Lt
N 1..1000. TR ARAEH radius-server host fir& W B HHT
KIEME, NBER radius-server retransmit 4 /RHC &Y
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o (ML) fHH ey string ¥R ETLLB S RADIUS %5 #% 1
1E47 1 RADIUS daemon 2 [H) 4 FH %) 56 11E A1 28 25 4 o

7N FEH R T SUR TR, B A0 RADIUS AR 254 1
B 2 M ILEC . IR 20K % I BN
radius-server host # 2 5 o — T . HI P25 A& W5 4% 2
W&, HE A RFR BT 24 . R
R 7 234%, WIERIE 5| 51 N B AR —E8 47,
T3 WA ZAS 5] 5 B HFE R

BINC B LR WA R UM AN 1P b R 2 A EWLKEH, IR E
2 kN Z a4, B UDP i 15 &AM . ToLk st
PR YRR E T HE 2R M. BB R € RADIUS E N R |
HHT R IR TN % A
4. I —ANHAE L AAA R4
SR A A BT RS S A B A
aaa group server radius group-name
S. 45 E RADIUS iR 55 a8 R HR B2 LIRS 452 X AAA RS54
H R RADIUS % 2% 5 2 1% D IR
H R RS B AL AUTE D IR 2 AR T 5 X
server ip-address
6. iR [A[FFFAL EXEC i3
end
7. BN R .
show running-config
8. (AL ) K s N ORAE BN B S
copy running-config startup-config
9. Ji H RADIUS & 5IE
EZfER, HS I 224 T ¢ RADIUS & 35 6F ”
o EMIERTEE B RADIUS IR%5#8, M no radius-server
host hostname | ip-address é%@aﬁﬁ?éo
o ENMCE VIR MRS 284, 1/ no aaa group server
radius group-name EREEWS.

o EHER RADIUS AR 552511 IP Huhik, ] no server ip-
address R # AL E W2 .
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TEARGIH, AT B & B U PTALAN R 1) RADIUS 41K 55 45
(groupl M group2). Groupl {E[F]— RADIUS k5585 EAPINMELE T
HFEMRS AR ENEE . 5B FNKBEVERE —A 5% H IS
Dl 2 H

AP (config) # aaa new-model

AP (config) # radius-server host 172.20.0.1 auth-port
1000 acct-port 1001

AP (config) # radius-server host 172.10.0.1 auth-port
1645 acct-port 1646

AP (config)# aaa group server radius groupl

AP (config-sg-radius) # server 172.20.0.1 auth-port
1000 acct-port 1001

AP (config-sg-radius) # exit
AP (config)# aaa group server radius group?2

AP (config-sg-radius) # server 172.20.0.1 auth-port
2000 acct-port 2001

AP (config-sg-radius) # exit

Bt & A P4FALA [a) 0 P48 BR 55 B9 RADIUS $54Y

i AAA BAPRBIR S F ARG . A AAA SBUA, Toskins
5 FH P i LSO ( ORAFAEAS I ) e e B iR S5 4 v ) AR 4R AL
FfE ERECE P ik, MBS E AP E B e vrmy, ) #a%
T YT AT SRR S5 IBUR -

f&n]{#H aaa authorization é%@ﬂ%ﬁfé PAM radius KT HE
IS HL, FREH 5 AL EXEC #R .

aaa authorization exec radius localﬁﬁé%ﬁi?ﬁ&%gizggf%fl
ZH.

o U O H RADIUS $0AT56E, W8 RADIUS #7454 EXEC
Ui 1[5 B AIE

o WIRCRMEA] RADIUS $ATERIE, UM FH AR st ot e

B T DIl B SRAE A , EERE  RA,
ALt
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TERFAL EXEC #0R, RS DL N DO RFRL EXEC T 17 Fl R 25 iz 2%
& %€ RADIUS % AL

1.

BEAN 2RI B

configure terminal

Fo BB, XA M2 R IR 551 Sk 34T F ) RADIUS
AL

aaa authorization network radius

. e B o2 B AT F Y RADIUS #3280, e F 2 B A R AL

EXEC 15 PR .

exec FPEF AR A A P ECE S B (#140, autocommand
2y )

El‘uLn o

aaa authorization exec radius

iR [ FRAAL EXEC R

end

N NBY UL TN

show running-config

(TR ) A A N DR AF 2 B AR A
copy running-config startup-config

%gééﬁﬂf%fl,ffﬂano aaa authorization {network | exec}
methodl é%@ﬂﬁéﬁé\o

< RADIUS fit &

ST

EI I8N RADIUS it &, ffiHH show running-config 5L EXEC 4.
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{5 P TACACS+ FESIl38E N AT AR T oo 263 i I i 51 1 b 2R S 3
=i ] (TACACS+) $ 8 B G0 L B4 i

ST E IO LR 1 A AH S B TACACS+ 52338, i5S WAE 377 7
[ “ Bl E RADIUS 1 TACACS+ 55 %8~

TACACS+ 7EIUE AR AL FE F 2 (L7 41 1) 45 545 B A R 1 B4
il TACACS+ AJi# I AAA fin2hni, [FF HaeiEid AAA 2 )5 H .

WF T EARERM NGNS BEEEAREERE, 3L
Cisco IOS Security Command Reference for Release 12.3 ( BB 0S %41
2%, H 1230 ).

é\

RAALE
BRINEOL R, TACACS+ Fl AAA BE2EH] .

ST 1k 22 A e, AT Ad P SNMP 3 i [ 2% 4% 35 7 FH e e
TACACS+. JAHJG, TACACS+ AJ¥&iFiEd CLI B HTTP (&
TS ) U 0] LR WA I R B .

it & TACACS+ & SRIEIF

FHCE AAARIE, ERE XM A RIERIR, RIakizsR
R BIANR 2 o 7RS35 AT VIS IE SR R A AT e s 22
b5 SCRISUE T V2AF BAARAT e 2SR N 2105 5 3% 11

ME— ISR BN AR . B T Caeid Bl e X dn 4 JES IR,
BN TR 2K B BN B A et o € TR R R 5
TR IR

JTEFNERANA 1 Bk 7 I AR DL R R S8 IE T . S mT 4 €

=B LAV TIGUE, AR OR 2440 4A 75 12 5% O T A
F ARG BAFE A SR — A5 2RI IE R s iRz 5%
R, AT A BB 51 R T 13 RIS IE 5

WO R AL, E RN P AIIE T EIANESE, BE E A T
AR . I RIGUEAE LG A AT — RURIK 22 4 i 55 4 B
AL 7 44 R R AR L U 1) AR aE, B R
FAIGAIETT 1%
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FERFEC EXEC HE3UT S ARHE LUT AV BRBC B S SR I %I R JHRAT

1.

BEN AR ie B

configure terminal

o F AAA.

aaa new-model

- QUSRI T IR

aaa authentication login {default | list-name}
methodl [methodZ2...]

‘é’llogin authentication M2 ERBIEEMAIIER, WHE
ERIEBIATIR, T defaule KT, HEREMARKIAER
TEAMTE. BOATNES K B3N B A 80 .

1ist-name I THRE — M7, lag A RIGIESIZR.

methodl... FH F 48 € WL VR 2 I 057 BYOINSGAIE T3 92
IAERT— M7 R IR AR A 2 (AN RIK ).

HeFE LR He A —Rh 5k

A

At A s 7 42 B8 PR BEAT 30 IE . SO 0K T P 445 B3
%&*E)E‘F:E':IO ’ffﬂ% username password é%@aﬁﬁé\o

tacacs+

i TACACS+ iiE . 7Ef8 X UE 7152 B, 205l B
TACACS+ JIR%5 2%,
N AATECE AR, NGRS % .

line [console | tty | vty] line-number [ending-
line-number]

W90k Z R N B fir 47 B 2 AT 4.

o WRIEE T default, MPEFHIEIT aaa authentication
login fr & BRI ERINTIZR

o list-name 8 € IMIL aaa authentication login x> BIZEHK]

VIS

login authentication {default | Iist-name}

I 7] FRF A EXEC A3

end

ENOYIDE AN

show running-config

By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H 231



E17 B WAP I

8. (WTif ) R s N PR AT B BC E ST

copy running-config startup-config

o EEEH AAA, fHiH no aaa new-model &/ E WS .

o B AAATIE, i no aaa authentication login
{default | list-name} methodl [method2...] &= RBCEMZ -

o EEEH]E SR TACACS+ W B8R [F1 B BRAE, 1 no login

authentication {default |Zst- mzme} TAITHCE A4 .

Bt & 4354 EXEC 377 [a) RN [ 28 Bk 55 BY TACACS+ 524X

i AAA SBURBIIR AL I RS . 5 AAA BBUR, Tkt
5 FH P BC B SO (ORAFAEAS IR P Bt e B 22 2 iR 55 2 ) AR
HfE BoRECE P b 2 B B SO RS B e vemy, R #dx
T YT IR TE SRR 55 FIBUR -

W aaa authorization &JRACE M2 AN tacacs+ REF
BAHRSHL, BRI 257 M FEAL EXEC B,

aaa authorization exec tacacs+ local fig ?ﬁ%&%ﬁﬂ‘f;iﬂ

ZH

o R CEH TACACS+ HATHRAE, NI{EF TACACS+ #EATHFRL
EXEC 5 [ 38 IE o

o WIRAKAEH TACACS+ HATIRAE, I A Hb 48 o
R Sof T O (LB F I BeEH o, B B AL,

o Geit AL
TERFAL EXEC B30, ARG DA T AP IR NRFAL EXEC 5 1] Rl 25 iR 45 45
€ TACACS+ 1%L :

L #HAERIER.

configure terminal

2. BLETCEW A, XA M AH GRS 15 K147 F P TACACS+
AL
aaa authorization network tacacs+

3. BCBE LW AT I Y TACACS+ AL, Hie 7 2 A R
EXEC V7 I AR
exec RPN A H P ECE SCHE B (#140, autocommand
8.

aaa authorization exec tacacs+
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Fic & LUK MR 0

WL E

4. IR A BREAL EXEC 5

end

5. HHINERIHIA .

show running-config

6. (AR ) K5 fE B N\ ORAF B HC B SR

copy running-config startup-config

%5 ﬁﬁfﬁfﬁ ﬁﬁﬁ%no aaa authorization {network | exec}
methodlfﬁf%@ﬂ%gmlv

SR TACACG+ B &

ET TACACS+ R4 45 8eit-2dE, nIfEH show tacacs Rl
EXEC 4.

@ﬂ%%%ﬁ%ﬁ%%ﬁm%mﬁﬁﬁﬂiﬁﬁoﬁﬁ@uﬁﬁﬁﬁ
LA A WA 11 )5 AN T v AR BRIA I L auto. RZRiR
B M AZHALFMC P B LY, SRt g B A T B B e s DA
RKPEERHS, UK S B

W R E B TR R & AL % BN auto, BRI ILLW %
MO E N N hals B full, A IEX TASLED, XFHEARSEREE LK
WEERR . [HS2, WM hals BE full o8] auto, BERREGHEE, W
RICL & NI IAE N YR, TCR W& B ET .

FERI LA LUK R A T8 B A R
2L 1A o 11 (1 LUK 9 B2 EAH DL -
IR DY T RO B i I BCE, AL AT B
oLk v A LUK R v B, LAE P AHDLAC -
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BRATEOLTS, DUKRIE AN TAHBEN auto. ERFH EXEC #EAT,
AR LA 22 BRI L DA X 3 PR A T

1. AL ER.
configure terminal

2. b NFCE B O
interface gigabitEthernetO

3. FEEDOKMIEE . FRATEUEERBRIARE auto,
speed {10 | 100 | 1000 | auto}

4. BLENTRE. BAOTBENEERZRINEE auto.
duplex {auto | full | half}

5. R[] B FFH EXEC 2 3K

end

6. WG .

show running-config

7. (AR ) AR B N\ DR AF B B S

copy running-config startup-config

FAHIS TEFNFSAYED S TR A R I AU IT AAA, BLIEARSS 8410 77 sUEAT
A AAA. LR B R AR E ARG, (EVAIR B, AR
LAY Ijjﬁéo

BR TR ALK To 4R 1 25 TC 9 802.1x 28 7 ity 18 % ) AS HbL 56 HIF
&%, AE LRSS A B, B0E FE A RADIUS iR 55
RIS EARBEIE AR 5
SR ARG To £k e A T B O A 6 I 45 A VR4 1 B
TS W 55307 T R RN s G E N A GG R ES 7

FERFECEXEC BT, ARG DL T AP BREC B JC R B A AAA.
1 BRI BRI,

configure terminal

2. JAH AAA.

aaa new-model
3. WEERKE, AP 28 E.
default KT AH - 2 PE Sk B FH B A 2 H

aaa authentication login default local
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4 TREF AAA B, JEIEKY B AR BT 2 A2 75 o VAR
1217 EXEC 4h5%.
aaa authorization exec local

5. BCE-SMIZEHS I ISR I AAA AL
aaa authorization network local

6. FENAHBARE, @I TP ARG
XA T R %A

o XT name, FaE— NP ID. ARVFHEHI ARG 5.

o (TIE) XS T level, 48 EFAZVIFIMIR G A IR LA . T
K90...15 550 15 Wk T4 EXEC B AR . 2751 0 Tt T
FH 7 EXEC #2118 ALK

o« XIF encryption-type, N 0 BIHE & 15 5 S I — AN I 28 254
N 7 BDHE 2 Ja TH s 0 — A el 55 0

o password F 48 € FH 7 EE U5 W Jo 26 045 HI A i N [ 35 0 o %55 B
WA 1..25 NP, A el inN A%, Hoab g
username & G — 48 £ TN .

R TAB(HIZRAT ). v S + A& T IEBINE D 71T

username name [privilegelevel] {password
encryption-type password}

7. IR A B R EXEC #E o

end

8. HINERIHA

show running-config

9. (AT ) KA N\ DR AF 2 HC B

copy running-config startup-config

FEAAH AAA, i no aaa new-model &R E L. BEHIZI,
ffﬁ%no aaa authorization {network | exec} methodléiﬁ%

Mo B .
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il S 18 FLE S FN {6 T ST SR R B SC R TN B , BN A S P B AP I/ FERLI B,
o = SR ( /R 5 B ) AAA FRZ 38 R 5 BRI RAEE / SRR

RR FEFRN L, DUE PR RIGIE SCRRIZ DD RE

FERRH10S A 12.3(7) K mifRA A, Tl & SC %R :
cache expiry
cache authorization profile
cache authentication profile

aaa cache profile

KT IHEOS 54 CLIFIZFK, 152 W Cisco IOS Command Reference for

Cisco Aironet Access Points and Bridges Guide ( B} Aironet #2 A\ A1 X
BFHOS i ZH T ).
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ST WAP 7 1)

817

R ANECE S, BN S B ONAE S B AR S A 1 T A
TACACS+ HHATEH RIGIE. %523 T TACACS R%5 2%, (Hul k%

NS NS F RADIUS #3E47T8 F 51 5640 «

version 12.3

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

service password-encryption

!

hostname ap

!

!

username Cisco password 7 123A0C041104
username admin privilege 15 password 7
01030717481C091D25

ip subnet-zero

!

!

aaa new-model

!

!

aaa group server radius rad eap

server 192.168.134.229 auth-port 1645 acct-port
1646

!

aaa group server radius rad mac

server 192.168.134.229 auth-port 1645 acct-port
1646

!

aaa group server radius rad acct

server 192.168.134.229 auth-port 1645 acct-port
1646

!

aaa group server radius rad admin

server 192.168.134.229 auth-port 1645 acct-port
1646

cache expiry 1

cache authorization profile admin cache
cache authentication profile admin cache

!

aaa group server tacacs+ tac_admin

server 192.168.133.231

cache expiry 1

cache authorization profile admin cache
cache authentication profile admin cache

!

aaa group server radius rad pmip

!

aaa group server radius dummy

!

aaa authentication login default local cache
tac_admin group tac_admin

aaa authentication login eap methods group rad eap

aaa authentication login mac methods local

aaa authorization exec default local cache
tac_admin group tac_admin

aaa accounting network acct methods start-stop
group rad acct
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aaa cache profile admin cache

all

!

aaa session-id common

|

|

!

bridge irb

|

!

interface DotllRadioO

no ip address

no ip route-cache

shutdown

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-
11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface DotllRadiol

no ip address

no ip route-cache

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface GigabitEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

|

interface BVI1

ip address 192.168.133.207 255.255.255.0
no ip route-cache

|

ip http server

ip http authentication aaa

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/
779/smbiz/prodconfig/help/eag

ip radius source-interface BVI1

|

tacacs-server host 192.168.133.231 key 7
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105E080A16001D1908

tacacs-server directed-request
radius-server attribute 32 include-in-access-req
format %h

radius-server host 192.168.134.229 auth-port 1645
acct-port 1646 key 7 111918160405041E00
radius-server vsa send accounting

|

control-plane

|

bridge 1 route ip

|

|

!

line con O

transport preferred all

transport output all

line vty 0 4

transport preferred all

transport input all

transport output all

line vty 5 15

transport preferred all

transport input all

transport output all

|

end
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fig B 3\ 12 {4 DHCP
AR 5%

240

BROATEOL T, BN SR C B o A 2% 1 1) DHCP IR 45 #8428 1P % .
TR TR N U E OV I VE DHCP IR%5 8%, A ZefI T2k Joy 3 15 &%
S IP WE .

7N U SRKs 2 N S5 B M DHCP IR 45 8%, TN ks A1 R R )
WG 1P Hohik o 7 e ) % W] S AR % A
LS FWIEE. RS MA S, 2
FBE—ANEOABS 2% . BB 2310 1P shhk A 21
1 4 DHCP AR 5% %% B8 N\ A AT A0 [F] 1 W o,

KT 5 DHCP iy 2 ML R 2 M HEAE R, ES I
Configuring DHCP in the Cisco IOS IP Configuration Guide, Release 12.3

(BRHOSIP FL & W DHCP Bl B8/, 25 12.3 iK ).

1% E DHCP PR & 25

TERFRL EXEC AR, AR LR A B4 N S e B A4t DHCP IR%%
A BN 2
1. AL R E R

configure terminal

LM%%W%%%%%H&.*#H%%W%W%H LR
FFi N IP Hoht, fdn, 10.91.6.158.

To Lk B %5 € DHCP Hudikith 7 A (K B 1P bk &R m) 40 i
%5 DHCP & i . #7546 € DHCP RSS2 ANR 00 Bl 45 75 7 i

1P ik
(Al ) B BRI REVE ], e NVE R R ML, S5 TR R
Yo PR k.

ip dhcp excluded-address low address [ high address ]

3. IS oLk B i N, DHCP i 3R 2B 1 1P Huhibyth G 8 — A2 85,
FEiE N\ DHCP Bt B A,

ip dhcp pool pool name
4. NI AL NG T . TRER A A EL 1 ) TP Hidik

(Al ) gk gy B T RS, BHE E AR TSR A 2L
R 282 o — M7y BE W 28R 1 05 3. BT RS P2 b R ARLAL (/) 1

;ﬁm@?ﬁ:

network subnet number

[ mask | prefix-length ]
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S. M M o4 Beat 2 BC i 1P Mk ARSI 4G

REL, W BRI R

(FTIE ) /NI E, O A I /N

(FIaE ) Zreh s, Mo E AN o

TR, R AR I B E Y TERR K

lease { days [ hours ] [ minutes ] | infinite }

6. 18 T A DHCP % /7 b R ER At 2510 1P bk, 2 /b 7R 2
—/NMIP it (B2 v fE— a4 e e )\ A Hudk .

default-router address [address? ... address 8]

7. IR [F FIRFAL EXEC #3.

end

8. HINEHIHA

show running-config

9. (AT ) KA N\ DR AF 2 HC B

copy running-config startup-config

il X 28 4 2 ) no JE A KB BIEIA R E

AR T A Jo e 4% BiC B O DHCP 54 R —> 1P Hidik
V0 BT 73 BC BR O 1 25 -

AP# configure terminal

AP (config) # ip dhcp excluded-address 172.16.1.1
172.16.1.20

AP (config) # ip dhcp pool wishbone

AP (dhcp-config) # network 172.16.1.0 255.255.255.0
AP (dhcp-config)# lease 10

AP (dhcp-config) # default-router 172.16.1.1

AP (dhcp-config)# end
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W3R FNZE R DHCP R 5%
EAE

o
H

i

/o

AT show fll clear Ar 2 Watl

show fp &>

£ Exec BT, HIAARLF 1474,

WA TIE R
#90- ZRDHPP REZBH S

F4E4 DHCP RS54 Ao

S RVEN DHCP RS 28 1 o 26

DA
WL

R

show ip dhcp conflict
[ address |

TEARF 8 DHCP il 55 2% HHic s (14 i A7 ko
Ry, WANTLL B P b, BIR7T0
o3& ST IR I

show ip dhcp database
[ url ]

PRI DHCP 203 FE i de T i 80
ATLEASAL EXECRE 20 T 1% 4.

show ip dhcp server

PRt T IS5 S ST Bt AR T B
THEfEE.

statistics

clear 52

TR EXEC AT, (A% I /iy &1 Fk DHCP [R5 #8208
3 91-55R% DHCP AR 220 S

A
e

&

T A DHCP Hicdls PRSP 52 11 | Stk . 18 7E
I B MO R S ( %10 ) P ML
%g%ia%i*¢é%ﬁﬂ%%%ﬁﬁ
BIIFPFE o

clear ip dhcp binding
{ address | * }

X DHCP g4 e i Bt ik % . R5E 1%
HudiE 2 Hn] 5 BRAE P HBRE AR . $RE

ONHEI

N5 (%) RIS BRI LR R

clear ip dhcp conflict
{ address | * }

H4 BT DHCP AR 55 2 1T BB B A0 M 0,

clear ip dhcp server
statistics

ik A4

25 M DHCP 5543 6,  AIERFA EXEC BT th i %

debug ip dhcp server { events | packets | linkage }

il FH i 2 1Y) no AR JC Lk B0 % DHCP iz 55 48 1 i1k
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AERARERARE

S

ARITAH T T & 2 44 5¢ (SSH) Bhag

W 7RG EBIEEAEE R, S0

Cisco 10S Security Command Reference for Release 12.3 ( A F 10S %44
5%, #5123 ) P Z e 2.

7 #% SSH

SSH /& —Fhtiril, $2{LEIZE 2 Bl 3 E RS 1 7 eimfeidE i,
SSH A /ANA: SSH 45 1 FAT SSH 56 2 fite 1% f S04 [ iy =2 5 P Fib
SSH A . iR AFE AT, N SERNEHZE 2 iit.

MIGUE & )G, SSH AlE I 53 A7 I A LE Telner 5 H (LI FEIE %
A, SSH INREALTE—A~ SSH AR 55 28 A1 — A~ SSH &£ & F i o 25 1
oty S FF LR P B8R 3K

« RADIUS

fig & SSH

KTHCE SSH AToR SSH W B 5 E R, 1ES LT HRPY):

e Cisco IOS Security Configuration Guide for Release 12.3 ( £} 10S
7 S 12.

o [LIZATHELT1OS 8% 28 FN A # 8y FC & 22 447
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fid & 2 ik ARP £ 75

244

TSP E E R, il H M R i B & PR B ARP 2217, {ETC4k
B2 EAOREE ARP 22 A7 AR To 28 R B s S k. BRI
T, ARP ZZAFHI2EH

FETCL B EAREE ARP G247 A5 I 446 Hh 2% ) i B0 % (Y ARP 1
R, NI AE To 2k Jy I _E (RIS Dk . ok b e AN ) % ) i 1A 46
K ARP IR, M RARGR IR ™ b 1 46 M B 5K

A ARP 247 A, O BB TO L i oK T A ARP 1R B K
FISRERZ 0, IR g R . 2R ARP A7, EE B
Wi S DRI B ) ARP SR, AN SR R 2% o . 02k e &
PUEIA B T 247 P IP HBhEF) ARP 18RI, T BERK E 7%
R, WAFRZER. EHERT, BRR&EOR—ME 2R, A
FRRMRE ) i B T A RIS ANITTRE A HL T A

Al % ARP 277

W P 24 R B R JE RN BN L, AL, WLk
P TOIE IR P 1P Mk o 0 SR ) 0 26 R X v 8 B b s
WL, HEAT S A% ARP 2847 24 ARP 247 NIRRT, TCLLE&ICE
BTN, ( TCLR A TS TP Mk ), BT R B R A% b
[PATATT ARP 1E3K, il o2k g AT 86 k. M TCZR & RIIE B
AR i 0 1P bk, e 5 FE A R 3R 1A L OGP i 1) ARP
Ko

BCE ARP 277

TERFAL EXEC B30T, ARG DA T AP IR B o 28 W 4 N R B 7 i R B
ARP 217

1. FEANE A E .
configure terminal
2. ETREW A A FH ARP Z247 .

o (AIIE ) AR LA 1 A% T RN L TP Mk (1) 7 i 14550 FH
optional K& T i H ARP Z217-

dotll arp-cache [ optional ]
3. JR[AI B EXEC #5250,

end

4 FINERIHA

show running-config

5. (TG ) A A DRAr 2B B

copy running-config startup-config
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=18 Z g it a] Fn B #A

AR T A AR fBC B ARP 2247
AP# configure terminal
AP (config)# dotll arp-cache

AP (config)# end

J AT A FH £ B X 28 IS TR 3L (SN'TP) [ BhA8 B IE 26 e 4% b 1K) R 48t 1]
FHE, BETCL W% b F sl B Ta A H 3.

KRTFAFTHFH P4 R e BEEAAEE R, ES
Cisco I10S Configuration Fundamentals Command Reference and the Cisco
IOS IP and IP Routing Command Reference ( £} 10S At B A f 2 5%

AMUBFR1OSIP AT IP B A5 % ).

{7 L0 28 IS [) 0 (SN'TP) A& — AR X BR %5 ) i (1 fRf AL B N'TP. SN'TP
HAEM NTP e 55 ae i S (8] ;& Jei v Hoft 22 Ged (i 1] A 55
SNTP i 7 T it 5 HE R I (8] AN IE 100 Z MR ZERIN H], (EATRf
NTP (8 A M Ge i Al .

TETRCE SNTP 7] i B AR 55 25 15 ROF 2 a0, B AR RIR
HINTP R8I R 90 2 KIEKIE NTP Bl i, Rk il s
R IR ST 45 o

IR Z A GS A BATHFR R Z 2, R e FRCE IR 55 &, AN
]RGS A WR 2 AR 55 4% R I AL IX PR ARV, DR I AR — A
FIEIT I AL RS 2% o R SNTP 45 1 MY B 8 1) e 55 2 bz
Wk, SURBLER AR 55 & (AR¥E DA _EbRiE ), s Ik FHr i
HR 55 4 o
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246

fic & SNTP

BRI N 25 SNTP. BEAEAN A B SNTP, AJ7E 4 R & AR
N A B i 4 A ) — ol 9 o [ e
72 92-SNTP 75>

W i

sntp server {address | T B SNTP, A NTP file 5545 17 5K NTP 248 ..

hostname} [version number]

sntp broadcast client fi & SNTP, i‘%xﬂ%EEﬁNTPf‘%H&%%&
47 NTP %048 £

N NTP RS 285N sntp server i —{K. WK NTP k55
P B o B ok H 32N R SNTP 1 &

ﬂﬂ%‘ﬁ'@lﬁiﬁ)\ sntp server Tf 7$ﬂ sntp broadcast client up
L, NN AU EERZ T R AR SS A5 (S 8], 10 AN A Fic 25 110 IR 55 2% (1) e [
(@W%A%R$MFﬁmﬂ)SEﬂF%$$ﬂPm%u,Tﬁ%

show sntp EXEC i %o

FEhific B AtiE) %0 B HA

U SR HAt I [, G RTE R G 5 T BB B AT H . R
—IREJT ARG, B RRRRG . BT SO T 3hiic BAE N
BRI TF B MR HEL B & FD AR, LR T3 E R4
ingzip

W E ARG

WER 2 EATSRALS T AR 55 HOANERIR, B, NTP HRSS 4%, WL
T E RGN

FERFECEXEC BT, ARG LT AP BRI E R e B

1 A LR g — T3 E RS o
o fEH hhimm:ss 2/ (24 NI )L 20 BRAIRD B RS A E I
[E1IPE =9~ =t 1 1 D o W= ] R
o M day #85E H 4 H .
o M month $8E H -
o fiiH] year fREFM (LHE ).

clock set hh:mm:ss day month year
%

clock set hh:mm:ss month day year
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2. FAERRIA .
show running-config
3. (Wi ) MR R B E SR

copy running-config startup-config

ARG T I RGN BT E N 2001 427 H 23 H, T4 1:32.

AP# clock set 13:32:00 23 July 2001

SREEF BEARE
BRI AR BARC B, {1 show clock [detail] 44! EXEC fir 4.

RGO AR E — BRI ] 75 BB 8] ( BIARS Bf A
B )o MR RGN PPt e YR (a0, NTP) wEM, WK E %
bridio WA AU ], WNAE S BoR. RN BB REU
1 N VET e % o v = D = 4 51 Y 7 e S M b
J7 iR HoR R A
show clock Z BT 5 & XU T

o * I TR AN A& AR (]

o (ZFH) IR ZAVEIT A o

. . B T2 AU ], {H NTP KR .

AL E R X
TERFL EXEC BT, AR AT S IR T S0 E X
LA RRE .

configure terminal
2. WEMNKX.

2R £ DL F Wil 18] (UTC) fr¥F N 8], DRI, &4

AT o R 38 DL R T3l v B TR] R A5 400

o XIT zone, HINUFRAERS [A] AL RL I EL R R X A FR. BRIA
fER UTC.

o XTF hours-offset, FHAFMXT UTC KI/NHwHE & .

o (W[iE)XIT minutes-offset, FNFXT UTC 155
.

clock timezone zone hours-offset [minutes-offset]

By 3R A S H R 1783-UM006B-ZH-P - 2015 4 1 H 247



E17 B WAP I

3. IR [EI B EXEC 55
end
4. HRINERHIN
show running-config
5. (AR ) KRR N ORATE BIRC B S

copy running-config startup-config

clock timezone ZJRHALE AT A H M) minutes-offset M T 4
X5 UTC R ZAN—/NTIE 2 s, Flan, s KR
By (AST) — L XIS X A UTC-3.5, HAr, 3 FKR3 /M0, 5FR
50%. TEIXMIELLT, RATH P64 4.

clock timezone AST -3 307?

FB A UTC, W f#H no clock timezone JRIALE 4

REEOH

FERFECEXEC HE3UT S ARHE LA A0 BRI A 5 X S B A R4 5 1
R E — RITAERGE R A

1. A2 RN E .
configure terminal
2. MCEAEREEARE R H BT RM SRR I

BT N E A0 . tRFEE clock summer-time zone

recurring AV ZHL, MK BRI K F 26 [ B 4 R .
o XT zone, F8IEHE LM A RN E W IR I X AR (45110,
PDT)

o (WL )] week 82 H A HIZE LA (1...5 B last).
(A% ) day $i& € A H W — K (Sunday. Monday...).
. (” ) A month $53€ H 43 (January.  February...)o
(HTE )
i)

H

]

A nh 2 mm 4% /NS AT B 2K (24 /N ) 8 RE IR 1]

o (i) G5 offset fAAE ELATTWIMBER G S 6 5. BRIMH

N 60,

clock summer-time zone recurring [week day month
hh:mm week day month hh:mm [offset]]

3. & [Al 2L EXEC #3.

end

4. BN

show running-config
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5. (TG ) A s DRAF 2B B

copy running-config startup-config

clock summer-time 4 /AT B a4 15— #7018 E 22 I TR [A],
S ARG AR R o P I TRV AR T 2 X . TF AR ]
HARE T B e [A] o S5 PR TR A T =B R) o W 2RJT 4R A 45 K
A2, R BUE AL TR 2R

AR T anfal 48 @ M 4 H 38— H 19 02:00 THEE A, F7E
10 A &5 — A H 02:00 4595 A0

AP (config) # clock summer-time PDT recurring 1
Sunday April 2:00 last Sunday October 2:00

AR R P AE XA (0 A I AN R A, IR EXEC BT
B VLT DB AT (HCE T — O A I AR AT ] ) o

1. AL R E R,

configure terminal

2. @?%%—4\ H I E N AT AR ], 255 — AN HHE NS
s [a] o
NN =V N E R
o X T zone, FRIEUE LM AEMIN EEI RN XAFR (F140,
PDT).
AT ) f5FH week 48 € H A H 28 LA (1...5 B last)
Al ) S day 485 AP HIWE—K (Sunday.  Monday...).
AIi% ) ] month 45 %€ A 47 (January.  February...).
AL ) A5 bhzmm 4% /NI R 73 bt 2 (24 /N 1) ) 8 T8 I TA]
o (W% ) (EH] offser 18 1€ H A I IRV E G NI 7350 B . BRE
60,

clock summer-time zone date [month date year hh:mm
month date year hh:mm [offset]]

5

clock summer-time zone date [date month year hh:mm
date month year hh:mm [offset]]

3. & [Al 2R EXEC #3.

end

—~~ ~ —~
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4. BN
show running-config
S. (Ti% ) RN CRAF S B S

copy running-config startup-config

clock summer-time 4RALELAr4 IS — A E HL A0 TF A ),
S5 MR SR I . AN IR HSREAR T 2 [ T 1
HEXE T BRHERT ). 25 KON DALY TS A1) SR T4 A 6 7E 5o
AW2IR, RO BEEL T kR,

FAHE AN, i no clock summer-time & RAELE T2

A s T AT B B AE 2000 4F 10 H 12 H 02:00 FFEE AR, 7
2001 4F 4 H 26 H 02:00 45 1 5 A

AP (config) # clock summer-time pdt date 12 October
2000 2:00 26 April 2001 2:00

E N HTTP 150 BRNEOL R, 3 80 FI-F HTTP Uilal, %51 443 FIF HTTPS Vi Il .
B n] B E X .
fil X 2 452 S HT'TP Vil o
ip http port <port number>

ip http secure-port <port number>

B ARG ZMAIR R BUREATIRAELESNRGELK. SRAELT, RELHMRE
NFFN apo

WARRBECE RGRRAT, R RGO 20 M RN RS
RARTF o K —DRTRES (>). BHRGAIRELNS, FERTT
R MBEH, BRAMEM prompt 42 RC & & T Il B IR AT

KTARZRMH PN EBEEEMHEEE, B0
Cisco IOS Configuration Fundamentals Command Reference and the Cisco
IOS IP and IP Routing Command Reference ( £} 108 At B A & 2%

MR IOSIP AP B i 5% ).
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T WAP 17 ]

B\ ARG B FRANIE TG ARG AFAIR N ap.

=

AL ERG AR
TERFL EXEC B F . R4 AT S BT AR B R G475
L A RRLE

configure terminal
2. FABLE RFELHR.
BN E N ap.

KR E, RERIZ ) o B & R R SCI, AR e R

c AR UHEBRGLIRN, THRRSHTLLES

o R ORI

KRG AR ] 63 MR HATLB &R SN
FU ey, R RGEAARITAT 15 NPT iR AUER

J PSR X AR R, W OR RGEAAFRITAT 15

JEME—1.
hostname name

3. IRIE BHEAL EXEC R

end

4. BONERRIA

show running-config

5. (TG ) R N DR AF B HC B

copy running-config startup-config

FERE RGN, WAl E RS RAT .

BWREFENFEHAZHR, (] no hostname RELE AL -
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T 1% DNS

252

DNS Wl #3854 R 48 (DNS), ‘B e — /MK EHL ARG 1P Hhdk
()50 A0 B . U &k & FBCE DNS B, fEFTA IP v 4 (1
Zl[], ping. telnet. connect) &*B%E/J Telnetif%fy"téf/lfﬁp, m%fﬁﬁ
FHLAAFRACER 1P b

IPEX T —MEHRNar477%, DA B s iR n) . 34 H
PLA] R () PE N BRI X BE A fE—2. B, Cisco Systems N
FMLZHEZ, TP PL com 3R A BEATAR IR, SR A
reckwellautomation.com. %3k H R 8 W& (14N, SCHAEHTPRMX
(FTP) R4 ) #hRIRA fep.cisco.com.

NERERIE A, P € ST ARG SRS, EORE T L) 1P Mk
FIAAFRIN G A7 (BB ) o BRI WU 21 1P tudil, AZRSEFRiR
PLAARR, TR T M P84 g5 25, JF A DNS.

ZRIA DNS L &

TRER T BN DNS L E .

< 93-ZRA DNSEL B

Ih&e HINEE

DNS J& F IR H

DNS BRiA I 44 PN W=

DNS IR %5 %3 e B A R 55 A U
% & DNS

FERFECEXEC BT, ARYE LT AP IR B I 4k Bl 45 A DNS..
1 BRI ER .

configure terminal

2. T XA TANEANE M ENL IR (Toh) BRIk ) 1
B4
ANEAIEH T BAE A FR 554 Ik A) .
TER BN HARBLE 4 (B R L &AL E K H T BOOTP 5
A ENE E P (DHCP) k5545, WPKsHH BOOTP 8¢ DHCP
55 as BB BN A (IR S 2 E T ZER ).

ip domain-name name
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3. FRE — AN T A B AT 38 R 55 A
B % AR T N IERAL IR S5 4% B IS5 de Z 8] A% 0 B 58— A
B MRS 8% TS5 ds . oA S i 1 5% 28 A% DNS
WK WRE R, TR i 25 R 55 4%

ip name-server server-addressl [server-address2 ...
server—-addresso6]

(I ) fEJC % bR F2E T DNS B EHLAFR
Theg. BRONEOL N A iZIIRE .
T SR X 2% 6 5 B A X 24 R AN AT el J s 1) 44 B i i O A R
#, TSR g Bk ELEKIN dr 44 77 %8 (DNS) 3125 73 e A e — 45 17
B BB PR
ip domain-lookup

4. IR [FFIRFAL EXEC #3.
end

S. BRI .
show running-config
(AT ) R R N DR A B B

copy running-config startup-config

BEURE| RS

SR IR & 1P M hEAE N LA RR, WPK A 1P bk, ASit
17 DNS i, R A E 1 EALZ R A A A S (), MEFAT DNS
EEUKG A4 RIS 2 1P bt 2 A5, BAE ENLA ARG M D — A5 s BRI
4

BINKAZ 2 H ip domain-name 4 JRFLE AW EIME. WRENS
FREA A (), BEHOS BARK AT ENLAFRE BRI 4, T
B R 1P k.

. %ﬂﬂﬂ%&@i%, ﬂ{iﬂﬂ no ip domain-name name é%@ﬂﬁﬁéo

o EHIBRIE AL ARG B bE, W no ip name-server server-
addressfﬁﬁ%@aﬁiﬁﬁé?o

o BIETZ WL F2EH DNS, " ffif no ip domain-lookup &/
(RIS
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ERDNSECE
FER/NDNSHEE R, A show running-config A EXEC

M. H[IETLLE % FECE 7 DNSH, show running-config fiid
B2 Eon RS 2% 1P Hutik, AN 2 AR S5 2% 44 K
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AREAIA T AT E 2 B T R B E

£ T
Je G WM 256
A TAEH MR 259
T4 B R 260
[ v A €Y g TR 261
PN sl DA e B A T o 12 22 AR T 263
fic B MCS R 265
i B T 2k i R 5 T % 267
Wi B o4 H I E 269
fic B &I AR OR 2k 276
JE RN B To A4 e 7 277
25N 5 F Aironet 7 8 278
T B DA PP s 2 A5 ke 79 280
Je FURIZE F B T AR 20 WA (0 AT 5 2 4 281
JE NS A ke 4 HuR i Kk 282
i £ 15 4 ) A0 DTIM 283
i B RTS BRMELAN EE AR I3 284
e B i R A8 B i O 285
W B 7 BOsI A 285
AT B BT A 287
P & ClientLink 287
WAL T ag 288
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ERRgEED TR AR T i FARE .

FEZI AEFRHS RA123@IA LR, AL SSID, i
B —ANSSID, SRJE A RE S BB .

FERFRLEXEC BN, RN NP E N S Lk L.
1. AL R E R,

configure terminal
2. i\ SSID.
SSID & % Al A5 32 NP R F4F . SSID X3 R/NE .
dotll ssid ssid
3. BENTELR B T T E AR
interface dotllradio {0 | 1}
o 802.11n2.4 GHz L& AL E & L H 0.
e 802.11n5 GHz L& E L H 1,
4. BAEB IR 2 Th IR SSID 3 Bo 4 A S (K ok L 11
ssid ssid
S. Jo o4 i .
no shutdown
6. R[AIFRFAL EXEC B,
end
7. (AT ) R ) N ORAE B B SO
copy running-config startup-config
il I 5% A i 425 ] Jo 4 Fi o 11
BB L&k MNERR Stratix 5100 T2k i/ LARLH IR AE TC A HLI 2% B DA R i e
o o AR
o AR (KHALLHBIENER)
o BANR(HUBEAEANFE)
o LAEHMME
o RS
o HRPIHE
o AEARPIME
o HTICERE ) Ui AR P
o HICEE ) i K AEAR PR
o EH TAEA M
o A
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244 ]l AES-CCM TKIP B & 38 TAEA MRS, ARAR 1545 00 4
TKIP 8¢ AES-CCM TKIP {E % SCRBRBIR & & . iR EALE [
AES-CCM, NIHEMR & &AHHICEL . 2 E S EURMEENR % & 2 8]
(EZ S TY NN

EARTT ORI RBCE 5 &M . 3L DIOK R 28 BT 5
A LRI IR, BB AR R &M . AR R
Ja &t

o ke

ALK I, Jegki s SO P gk, IR IR ML i
RIEN . EIEFARE G &S ZORRIIRIEN 1 4K 48
H 3 SRR RIS it To 2k rIE R IR IR 5

o KM
TEEN A | TARA MR AL TR L, R R A 25 ) i i
IHPRIR

FERFAL EXEC IR, AR DL TR AP BRI B o2k #2511
e At

1 NS R ER.

configure terminal

2. HEN TR e O D B A
o 802.11n2.4-Ghz JToZRHLAE B & 4217 0,
o 802.11n5-GHz T HZEE &M 1.

interface dotllradio { O | 1 }

3. WELLE&ME.

o AV S TAEHMMrE / AT TCL 2 i 1
BRI kBN S B . MM A E
SCHR RO R SO 2 SR E T

o IR Ao B E O R kAR T, B O A LUK Y i
Mo BN RAA —/NTOZ 25 B v 9 e B o8 TAEA MM
B4k ES .

o YBINSECE NPT AEIFS, dotllradio 0|1 antenna-
alignmentﬁﬁ%%ﬁIﬂ%o

o (AL ) EFMWEAN BGOSR ITCE W5 LUK B 1
B2 FH BN 82 JR 8 BT e 432, WU o 2 1 5 mT DA PR
To 28 i BRSO — AN S AR AR AT AR B2 N m R 1 4k 4%
FEN o

station-role

non-root {bridge | wireless-clients}
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repeater ( PUEET)

root {access-point | ap-only | [bridge | wireless-
clients] | [fallback | repeater | shutdown]}

scanner (¥ #5E8%)

workgroup-bridge {multicast | mode <client |
infrastructure>| universal <Ethernet client MAC
address>}

. IR B FREAL EXEC A

end

(AT ) RS A AN DRAF B BC B

copy running-config startup-config

& 7R AIGAE LML T a RN/ AR, JF

A ] no shut i Ji FHAZ I, AR 53— I 9N i B
WO IR 1R AR, A B8 L ELRES A
BAPIRZS . B, AR RIS . RAAT
7w i e CECE IR R TAER, 4 Bos ik i
BARIRES -
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MELLHERE BT8

18 F TAELE PR

ALENTLBEE

ML E A TAEH MMM ary, SBAEFEE F im MAC Hiuhk. 4
TAEEMM B BEMMR L, BAR—NEESZKE, MM H e
Ltk MAC ik oele . anSREGUERIM, TAEH MM 5 H BVIMAC Hitik
K. 7B LM, AR DA 2 i )
MAC il 5 BRI R B RR % 5 S 38 TAEH MM 2% B 1,
AT,

BEEEW WA TAEEMMCR— A&

Ry LUR AR AL, IR 48 DL 2 s R 8 8 2 T A4 )
e, AR IE A TARALMARE A B i BVI R RIRE B 5

UL % DI RE SCVFIEHC BN i, AT R BN s HE 432 28 P 4 2
Bt IBE It T A F AR UM B B A A B iy, RN U BE R (%) i i 0%
RN )RR RAMRIEN MBS = 2% i@ i 2 51—
@%g%o&ﬁﬂwﬁﬁ,gﬁﬁﬁﬁ@%ﬁ%Aﬁ,@K%MW%

99- WLk E&

BEALS na i bt

"
z
=—Ir

11a FEAR WX #Fr

THRUAR g )
N i 11b/g 4%
1a FR AR P ‘\
i\ i
— %)h —
BN L]
.‘—"
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AT PABRC BN RORIB BRI AL i — N Je 2 R B RS . Y
PR R B I DU B AR ], AR ) R E L
ERCBER AR AR E I, AR — Aok E

o HEIBEETLHEIEE 0, WAL TS

# station-role root access-point fallback track dO

shutdown

o HEBEFTCLHEIEE 1, WAL e

# station-role root access-point fallback track dl

shutdown

PN R LK 99 3 14028 Y B T 5 7 2 SRy 3R (R B FE I, 4

B LN

B TR MRS S AR R
16 FF L & 7 TR HL 0 T B I B T A R
802.11n FEN /Ai:

# station-role root fallback shutdown

BRI
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MELLHERE BT8

MAC Hiib 8 B

Ao & Tk B BRI
R

Erridd L MAC IhEIB R 7y — DML R B IR iR A L KA
COVRIEN ST 2 B B G B O R B Y. B R - e B 5 4%
N RIE, RN R AR B IR i BB R RN
s MRIEA R AR E HE R .

B i R A LA LM AR PR S, MAC $hhikig
BN o

Bltn, FEEIBEE MAC HihEA 12:12:12:12:12:12 & i, BIALLT
il

# station-role root access-point fallback track
mac-address 12:12:12:12:12:12 shutdown

T R FH MR 1 ok e 8 SR B 2R A% F T AR S I I B AR
R, HRRACAICER / B R R S B
[ s AR s ALk . WRAAE RSB T I, A& TRE
FOVFERAL S ) b e T 2 . RN HOR AL T B = RIS
‘Z—‘:

o Basic ( FEA )(GUL R EE AR A « Wb75 7)

FVFLLZHE AL A R, WiRmmesE. 204
LA JE 2 80 % (1 Kt A S i 2 A BN Basic (2545 ).

o JAH

T2 e AN LhZ I 5 AR R s ABEN Basic (564 ) [
R A i R ORI SRR .

« A
o B2 AN LIAZH 26 R IEHE -
R WL IR ER DK — R AR A R A B A

o] DA FH Bl A e R B BRI BN AL, 9 € B A Hinide 2 1
=P B AR AR S

filtn, E 2.4 GHz o4 3 B WO T 11 Mbps IRS5, K 11 Mbps
HFRIN Basic (A ), IR HABBIEALHEZ N Disabled (25 ).

o T 24GHz, 802.11g JuZk e B BN 802.11g 2 7 Uit B £
ROBEIRSS, WA IS Z I (OFDM) HiafLmiz % (6. 9.
12. 18, 24. 36. 48. 54) BN Basic (FEA ).

o ZKE S GHz LA AR E BONIH T 54 Mbps k5%, ¥4 54 Mbps i
YN Basic ( FEA ), K HAREAR L4 E R ¥4 Disabled (£5H )
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R LA BBl B s B BT R, R s, fE
24-GHz LR E b, YU BCERE 1.0 MR AR R E D « A,

W HABBARAL IR R BN « 3CFF 7. 7E5-GHz ok E b, JuifwE
K 6.0 Bl AL R B < A7, R H A BOR AL R e < STRF

03 [ B B SR VPR N it P Bt A o ARy K e v . (AL,
WRA R I AR EREIRN L, HARE i e L, R —
FRER IR I A TN R i XN . RIS DL, VEE
WA BT R E Ve, B R BN R B

HAE, SOV EIZ 2 AP I AR R MO AL d i R AT 5 =™
BEARILAN 2 7 o U PERE . 7E R 2 HUIE DL N AN U F Y R R T

W B RN A SV RIS . A5 S R TR (ATRE
T S SRR ) I, SRR T, DUREEERE (E R
RIEE LR R ). A, 2055 HE T R L LUORRR P BCE 1

e B R R AR, BGE T R B e R R R 0 — MR (W
RAFAE ) N, BCE TR A R AR & TR

filhn, AR JC L I H BT 0 SR E P (kR SV ) Z
P, XERAZBOIHREZ —:

o HFEIEN IR EIAY

o PRI IRSS 20

o RENIHJH&E

S AR A MR (LS R, JCA WL R S i
BN I
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MELLHERE BT8

}%)\)ﬁ u%%‘ H z]g@z AT FR R 1OS RUAS I N £ DA BT IC B 1) 5 v 22 AN TR ik 22 JR A
ﬁiﬁ% %ﬂiﬂ %rﬂmjﬁ BT, X R ST EEME A R O

BN Z 3k ANE MAC JREFTA0E, DL, 950 Z w5l BE oA
EIECEA o Ui 2R A AR SR, 0T DUIREE (R i R ik 2
o WURESRSCRrm HE (kR 2 5%, Wi/ Mg s R, Zbprf
BAR I H e A i 2

MRIE I AR ZER, AT DICRE A $if it

o WRFEELIRKHI W EEME AL LD RREEE, HXRZ R 58 e
Aok, MIECE AR AR, 2 R E] 2 LR To Lk
W B 1L 25 o

o RFEELUIEANREE (AR 1 fani 3 A0k B AR R, DASEILRS
SE MR, MER R E O i s AR, ] i —
MEARIEEATE AR, DAE s AR 2 R 5

FERFECEXEC #E3UT . ARHE LA A0 BRIC B Jo 2k o i AR i <
1 BRI ER .

configure terminal
2. HENTCZR B B DR B A
2.4 GHz N Tk A BN L 0, 5 GHz N NTE4H 1.

interface dotllradio {0 | 1}
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EH8 METLAHEEE
3. 1HZ ILIE L A FH I RE
< 94- 1R dp S F1 &R
#% ke
speed Ay et YR N
o RATER, SR R .
802.11n2.4GHz LB E FIN10. 200 55, 604 90, 110, 120, 180, 240. 36.0. 480
[36.0] [48.0] [5f5] [54.0] [6701 [9.0] HIN6.0y 9.0, 120, 180, 240, 360, 48.0 F1540, {E5GHz oLk
[basic-1.0] [basic-11.0] [basic-12.0] HEAEE ik E S B IX L B R AL R R
[basic-18.0] [basic-24.0] [basic-36.0] ;c?j?80211g, 24GHz LR FE IS B R X e B AL R N
[basic-48.0] [basic-5.5] [basic-54.0] b%i‘ él?m)\U\Tug/v\ basmLO. ba5|c2l()) .ba5|c55b basic-6.0,
[bas1c 6.0] [basic-9.0] [default] [m0-7] bgz:i?‘go*uﬂ;:}fo asic-12.0.  basic-18.0.  basic-24.0,  basic-36.0+
[mO.] [ml.] [mlO.] [mll.] [ml2.] [ml3.]
[m14.] [m15.] [m2.] [m3.] [m4.] [m5.] B P i o TS R R BRI A
[m6.] [m7.] [m8-15] [m8.] [m9.] [m16-23] HCOR, BINTEERBERITC LR %
[m16] [m17.] [ml18.] [ml9.] [m20.] %o ﬁ[]%802.11g§62£%§5§§5‘]
[m21.] [m22.] [m23.] [ofdm] [only-ofdm] %ii&?}%ﬂ%iﬁﬁ$iﬁ%umps
th hput N NN
| range | throughput) o A, U 802.11b 2 ST Mk M
802.11n5GHz LB L B ANBEIRER B TC LR 15 7% 802.11g TGk,
{[12.0] [18.0] [24.0] [36.0] [48.0] Eﬁ%ﬁiio
[54.0] [6.0] [9.0] [basic-12.0] [basic-
. . : BILE SGHz LR e B O S B te it ooy A 7,
18.01 [basic-24.0] [basic-36.0] [basic- BN, R 754 basic60. basico0. basc120. basic-180,
48.0] [basic-54.0] [baSlC 6.0] [basic- basic-24.0.  basic-36.0.  basic-48.0 A1 basic-54.0
9.0] [default] [m0-7] [m0.] [mI.] [mI0.1 |. (W3 )4ANEANZE B A0 Lk ot AT 700t i, %
[mll ] [ml12.] [m13.] [m14 ] [ml15.] [m2.] i”*)ualﬂj‘ JEL B R IS S A R ey ¥ HE A 7,
_ B HoAh s 2R 15y Eﬂ% éiﬁj)\ﬁﬂigﬂf T2k W &K B
[m3.] [md4.] [m5.] [m6.] [m7.] [m8-15] R e 2 0y
[m .] [m9.] [ml6-23] [ml6.] [ml7.]
m18.] [m19.] [m20.] [m21.] [m22.] -OFngz’%gsoz11g3162&ﬁ%zﬁgiﬁg%\ni);ﬁg%ofdmhﬁﬁﬁ%
[m23.] | range | throughput} BT CCKHER (1, 20 S5RI) &R 28k . 1% B A5 802.11b
HIERA ML, #7‘38021195F1ﬁﬁ%ﬁiﬂiﬁﬁﬂii HE, ©
2 BH 1k 802.11b 75 F ity FRER BN 551 o
o (AT ) FNBRUME, RO ﬁﬁﬁﬁtﬂf%ﬁ)\fiﬁ
- E802.1In 24 GHz o2k A 1, BRIAIEIIUKT I 1.0,
5SA10 A B .
- f80211n56Hz%6%%%<§J:, FRINIE TR E 2 6.0, 12.0 F1
80 AR,
P 802.11n o2k HL 2 B (BRI MCS B2 B 194 0-23,
IR [F] F4F A EXEC #E2.
end
5. (A ) R B E N IR AT BB E SR
copy running-config startup-config
5 no & =X 1033 B iy 4 AT B M B — AN B N B AR i
A7 T ana] HC B M B 208 A% 48R basic-2.0 A basic-5.5:
apl200# configure terminal
apl200 (config) # interface dotllradio O
apl200 (config-if) # no speed basic-2.0 basic-5.5
apl200 (config-if) # end
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FoE oL i &

5158

it & MCS IEZR

F5-ETMGSIEE. RIFEFRAEE

W 4S5 % (MCS) & PHY 303078, BHE RS (BPSK. QPSK.

16-QAM. 64-QAM) Fl FEC ZwtBil % (1/2+ 2/3+ 3/4~ 5/6).

MCS 7E

802.11n JLZEHARE T, B T 32 MAFRIE (B2 E 8 A ):

e MCSO0-7

e MCS8-15
e MCS16-23
e MCS24-31

MCS /& HE Zi E, FoyeiRft rigfErmERratE. mant

EHIRALIIE N MCS 7 5 M R 7715 R 2

802.11a. bAllg

ok i AE B AT 20 MHZz JEIE Y fE . TRER THET MCS. -9 [&
11368 T8 T 5 (1085 CE B AL i e

R’ 2.4 GHz JE £ 